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Fiscal Year 2025
Overview

Published on March 11, 2024

The Department of State and U.S. Agency for International Development (USAID) continue to implement oversight recommendations from the Government Accountability Office (GAQO) and
Office of Inspector General (OIG). Pursuant to the Good Accounting Obligation in Government Act (P.L. 115-414), this supplement to the Department and USAID’s FY 2025 Congressional
Budget Justifications (CBJ) provides the status of all recommendations open for more than one year, anticipated timelines for implementation, and other corrective actions. GAO and OIG
recommendations that were open longer than a year as of November 1, 2023, are included. All updates included below are current as of November 2023. Some status updates may have been
updated since November 1, 2023.

The appendix is presented in four categories, each sorted by the public release date of the report, from most recent to oldest:

GAO open recommendations: U.S Department of State;
OIG open recommendations: U.S. Department of State;
GAO open recommendations: USAID;

OIG open recommendations: USAID.
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GAO Report

Title

GAO
Report
Number

Publicly
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Recommendation

Bureau

Status and Timeline

Privacy: Dedicated

The Secretary of State should establish a time

Leadership Can Imorove GAO- frame for incorporating privacy into an Bureau of The Department is establishing a timeframe for incorporating privacy into an
P P 22- 9/22/2022 | organization-wide risk management strategy that .. lorganization-wide risk management strategy by April 30, 2024. The strategy
Programs and Address : L - Administration | 3" S .
105065 includes a determination of risk tolerance and will include a determination of risk tolerance.
Challenges )
develop and document this strategy.
(Priority) The Secretary of State should establish
a timeframe for fully defining and the role of the
Privacy: Dedicated GAO- senior agency official for privacy or other An update to the Department’s Foreign Affairs Manual is expected to be
Leadership Can Improve 9. 9/22/2022 designated privacy official in reviewing and Bureau of published by April 2024. The Department is establishing a time frame for
Programs and Address approving system categorizations, overseeing Administration |incorporating privacy into an organization-wide risk management strategy that
105065 : S . ) . .
Challenges privacy control assessments, and reviewing includes a determination of risk tolerance by April 30, 2024.
authorization packages, and document these
roles.
Privacy: I_:)ed|cated GAO- The Secretary of State ??hOUId e_stabhsh atime The Department is fully developing and documenting a continuous monitoring
Leadership Can Improve frame for fully developing a privacy continuous Bureau of . : . .
22- 9/22/2022 N L strategy for privacy. The strategy is projected to be completed by April 30,
Programs and Address monitoring strategy and develop and document Administration
105065 - 2024,
Challenges this strategy.
The Secretary’s Office of Diversity and Inclusion (S/ODI) is developing
quantitative and qualitative performance measures for a range of goals and
. objectives in the Department's Diversity, Equity, Inclusion, and Accessibility
State Department: The §ecrgtary of State .ShOUId ensure the Office The Secretary’s |(DEIA) Strategic Plan. S/ODI recently onboarded a Senior Policy Advisor to
" . GAO- of Diversity and Inclusion establish performance . . . ; . -
Additional Actions Needed . Office of work with the DEIA Strategic Plan Implementation Team to finalize which
22- 7/21/2022 | measures for State's DEIA-related goals and o - o . . .
to Improve Workplace TR Diversity and | measures will be prioritized, given budget resources, staffing constraints, and
L - 105182 objectives in the workplace and develop a ) - S ;
Diversity and Inclusion r0cess 10 evaluate proaress Inclusion the level of enterprise-wide impact. When the Implementation Team approves
P progress. the measures, they will be added as a dedicated column in the DEIA Strategic
Plan’s Implementation Dashboard. S/ODI will notify GAO on the
Department’s progress in instituting this change.
State Department: GAO- The Secretary of State should develop and The Secretary’s | The Department deployed new DEIA-specific competency requirements for
Additional Actions Needed implement additional actions to enhance Office of Civil Service employees and supervisors in the 2023 performance
22- 7121/2022 L A L o
to Improve Workplace accountability for workplace DEIA goals, Diversity and | management cycle. Measured competencies include employee responsibility
L - 105182 - . . ) . . . , g
Diversity and Inclusion including for managers and supervisors, such as Inclusion for advancing and integrating the Department’s DEIA goals; cultural
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GAO Report

Publicly

Recommendation Bureau Status and Timeline
Released

Title

analyzing the effectiveness of accountability sensitivities; respect for individual differences; and the ability to build diverse
mechanisms. collaborative networks.

Supervisor performance goals also include modeling behavior that supports a
culture of inclusion and impartial treatment of all colleagues while adhering to
EEO standards and practices.

The Department also issued new decision criteria for Foreign Service tenure
and promotion that includes performance objectives for diversity and inclusion
in the current 2022-2023 evaluation cycle. Every Foreign Service employee,
regardless of their position, must use concrete examples to demonstrate how
they have advanced DEIA to be competitive for promotion.

State remains committed to maintaining transparency with its workforce, as
reflected by the policy of sharing how the Department’s discipline program
holds employees accountable if they engage in harassment, discrimination, or
other negative behaviors.

The Secretary’s Office of Diversity and Inclusion (S/ODI) leads a DEIA Data
Working Group (DWG) that is developing a robust package of guidance to

facilitate Bureau’s ability to conduct their own barrier analyses. The package
includes a: Standardized Operating Procedure (SOP) to guide the department’s
barrier analyses; template for Memoranda of Understanding (MOUS) that will

State Department: The Secretary’s |be signed between the DEIA Data DWG and State elements that conduct

Additional Actions Needed (232A O- 2191/2022 I£er§3§r§i22§-ggifﬁt:rZhnzlfliige?éi:sfltigtt 0 Office of barrier analyses; and DEIA data request and user rules of behavior form to
to Improve Workplace P ysIsp Diversity and | ensure the ethical data use across the Department.
105182 ensures all steps of the process are followed.

Diversity and Inclusion Inclusion
As part of these efforts, S/ODI and the DEIA DWG are working to ensure that
any guidance distributed on State’s new barrier analysis process incorporates
Equal Employment Opportunity Commission (EEOC) advice and guidance.

In addition, S/ODI is tracking progress to implement bureau-level barrier

analyses in the Department’s DEIA Agency Priority Goal.
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State Department:

Number

The Secretary of State should improve the

The Secretary’s

The Secretary’s Office of Diversity and Inclusion (S/ODI) leads a DEIA Data
Working Group (DWG) comprised of data experts from: S/ODI; the Bureau of
Global Talent Management’s (GTM’s) Office of Talent Analytics; the
Secretary’s Office of Civil Rights; and the Office of Management Strategy and
Solutions’ (M/SS’s) Center for Analytics.

7 Additional Actions Needed SZA O- 2191/2022 Department’s statistical methodology to ensure it Office of The Working Group applies sound methodologies to approach data studies and
to Improve Workplace is appropriate for identifying potential barriersto | Diversity and |analyses of workforce demographic data. The DWG’s work is currently
L - 105182 LT ) - - : SO L .
Diversity and Inclusion diversity. Inclusion focused on baseline data studies on Foreign Service bidding and Civil Service
Applicant Data Flow, with a key point of emphasis being the identification of
potential barriers facing staff.
After the initial round of activities is complete, the DEIA DWG will undertake
targeted follow-on analyses of the identified issues.
State Department: The Secretary of State should direct the Under Bureau of :/r\]lfr\ﬁ?grsgezlglza% tl?ﬁ:liﬁﬁé I: Z%erggﬁanfgﬁ;:a%eljlgﬂ(e)\%:\?vps)roved the IT Stiategte
. L GAO- Secretary for Management to ensure that the IT . : '
Additional Actions Needed . ; Information
8 22- 7/12/2022 | workforce planning processes and documents in . - - . -
to Address IT Workforce Resource IRM is compiling additional documentation GAO requested detailing the
105932 development are completed and updated . .
Challenges S - Management |regularity of future updates of the IT Strategic Workforce Plan to close the
regularly for the Civil Service. .
recommendation.
In August 2023, the CIO approved the IT Strategic Workforce Plan, including
State Department: The Secretary of State should direct the Under Bureau of a schedule for regular reviews.
> DEp . GAO- Secretary for Management to ensure that the IT .
Additional Actions Needed . . Information . - - . -
9 22- 7/12/2022 | workforce planning processes and documents in IRM is compiling additional documentation GAO requested detailing the
to Address IT Workforce Resource . .
105932 development are completed and updated regularity of future updates of the IT Strategic Workforce Plan to close the
Challenges ! . Management .
regularly for the Foreign Service. recommendation.
State Department: The Secretary of State should direct the U‘nder Bureau of The Department completed the competency models for the Civil and Foreign
. : GAO- Secretary for Management to update State's . - . . . .
Additional Actions Needed X ' o Information | Service IT employees and published the associated technical report in
10 22- 7/12/2022 | domestic competency and staffing monitoring
to Address IT Workforce 105932 tools and incorporate the results of these tools in Resource September 2023.
Challenges P Management

updated workforce planning documents.
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IRM is compiling additional documentation GAO requested detailing the
regularity of future updates of the IT Strategic Workforce Plan to close the
recommendation.

The Secretary of State should direct the Under

The Department completed the competency models for the Civil and Foreign

State Department: GAO- Secretary for Management to update State's Bureau of Service IT employees and published the associated technical report in
11 Additional Actions Needed |, 7/12/2022 | overseas competency and staffing monitoring Information | September 2023.
to Address I'T Workforce 105932 tools, incorporating the results of these tools in Resource
Challenges ! P g X Management | Department actions are currently under review by GAO for closure of this
updated workforce planning documents. .
recommendation.
The Department continues to take action to make progress on this
The Secretary of State should direct the Under recommendation. The Foreign Service Applicant Tracking System (ATS)
State Department: GAO- Secretary for Management to develop a plan, Bureau of aims to create a single Department record for contact with Foreign Service
Additional Actions Needed including performance indicators, baselines, prospects/candidates. It will also allow for evaluation of the full range of
12 22- 7/12/2022 - - Global Talent - L
to Address IT Workforce 105932 milestones, and targets, to monitor the progress Management recruitment methods and data-driven improvements to those methods. The
Challenges of the Department's IT recruitment programs and 9 ATS developer anticipates earliest date for implementation in mid-2025.
processes. Pending implementation of the ATS, the Department will conduct ongoing
analysis of our pipeline for positions.
The Department continues to take action to progress on IT recruitment data
collection and management to facilitate decision making for performance
evaluation of IT human capital goals.
The Secretary of State should direct the Under For t_he Foreign Serwce,_the Department continues to devel_op the Foreign
Service Applicant Tracking System. In early November, discovery began for
. Secretary for Management to ensure that relevant . L - . ;
State Department: . AN the first phase to replace the existing applicant tracking service and capture a
- . GAO- data related to IT recruitment activities are Bureau of . . . .
Additional Actions Needed . - - broader applicant data. The expected completion date for this phase is
13 22- 7/12/2022 |accurate and available to facilitate decision- Global Talent
to Address IT Workforce - - summer 2024.
105932 making and enable the department to monitor and| Management

Challenges

evaluate its performance in meeting its IT human
capital goals.

The Department also continues its efforts to educate hiring managers and HR
staff on the various hiring mechanisms available for IT Civil Service positions.
In December 2022, the Department launched a new Civil Service (CS) Hiring
Manager Streams Channel to increase hiring managers’ awareness and
understanding of Civil Service recruitment, staffing, and classification,
including links to available resources.
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State Department:

Number

The Secretary of State should direct the Under

The Department continues to make progress on this recommendation. In May
2023, the Director General approved a request from the Chief Information
Officer to combine the three Foreign Service IT skill codes into one as part of

Additional Actions Needed GAO- Secretary for Management to consider exoandin Bureau of the IT Modernization effort at the Department. The Department is currently
14 22- 7/12/2022 y g . " eXp 9| Global Talent developing the standard field description for the Diplomatic Technology
to Address I'T Workforce 105932 the number of Foreign Service IT positions that Management | Officer workforce. Once this is complete, the Department will begin
Challenges are available to external applicants year-round. g . ' piete, P ' beg
developing the new vacancy announcement. The Department is on track to
develop and advertise the new vacancy announcement for the Foreign Service
IT positions in FY 2024 Q3.
The Department continues to consider whether an expansion of year-round
Civil Service IT announcements is warranted given existing hiring efforts. The
State Department: GAO- The Secretary of State should direct the Under Bureau of Department continues to use the full range of hiring mechanisms available for
Additional Actions Needed Secretary for Management to consider expanding IT positions and educate hiring managers and HR staff on these mechanisms.
15 22- 7/12/2022 - . - Global Talent : « i 0
to Address IT Workforce 105932 the number of Civil Service IT positions that are Management In the context of the White House “Memorandum on Revitalizing America’s
Challenges available to external applicants year-round. 9 National Security Workforce, Institutions, and Partnerships” and the
Secretary’s Modernization initiative, recent efforts have focused on hiring of
STEM professionals, including in the IT field.
State Department: GAO- The Secretary of State should direct the Under Bureau of The Department continues to make progress on this recommendation using the
Additional Actions Needed Secretary for Management to create and full range of hiring options available, including Direct Hire Authorities and
16 22- 7/12/2022 A S Global Talent - . 4 - . . .
to Address IT Workforce document a strategy for using hiring flexibilities recruitment incentives for IT positions. Approval to continue these incentives
105932 : ) . o Management |. .
Challenges and recruitment incentives for IT recruiting. in the future will be requested as needed.
The Department expects the Talent Retention Plan to be finalized by the end
The Secretary of State should direct the Under of February 2024. The recommendations in the Talent Retention Plan will be
State Department: Secretary for Management to develop a plan, incorporated into core strategy and budgeting documents and tracked via
- . GAO- : - S . Bureau of e . - .
Additional Actions Needed including performance indicators, baselines, existing strategic planning and performance evaluation systems. Data from
17 22- 7/12/2022 - ) Global Talent N A
to Address IT Workforce milestones, and targets, to monitor the progress the annual Stay Survey and KPI tracking via the Organizational Health and
105932 . . Management . - . . .
Challenges of the department's IT retention programs and Performance Council and core strategic planning processes will provide
processes. regular input and feedback so Department policies can continue to evolve and
be responsive to the needs of employees and the organization.
State Department: GAO- The Secretary of State should direct the Under Bureau of The Talent Scorecard recommendation in the Department-wide Talent
18 Addi tiongl Actioﬁs Needed 22- 7/12/2022 | Secretary for Management to ensure that relevant | Global Talent |Retention Plan will support improved data management practices to help
105932 data related to IT retention activities are accurate | Management |ensure bureau- and Department-leadership have the information they need to
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to Address IT Workforce
Challenges

and available to facilitate decision-making and
enable the department to monitor and evaluate its
performance in meeting its IT human capital
goals.

make data-informed talent management policies, including those regarding the
recruitment and retention of IT professionals. As part of the Talent Retention
Plan, the Bureau of Global Talent Management will update and standardize
processes to facilitate providing relevant employee data to bureau leadership.

The Secretary of State should direct the Under

The Department launched the reoccurring 2023 State of the IT Workforce
Survey in September 2023 to track data related to employee morale. Results
are currently being analyzed and will be used to develop recommendations in
the next IT Strategic Workforce Plan, as appropriate.

State Department: - Bureau of
Additional Actions Needed GAO- Secretary for Management to obt_aln and track Information _ - _
19 22- 7/12/2022 |data related to employee morale issues for IT IRM is compiling the data GAO requested to close the recommendation,
to Address IT Workforce . . , Resource . . . .
Challenges 105932 profeSS|onal§ in _order to evalugte State's progress Management including the plan for evaluating IT morale data and progress toward meeting
toward meeting its human capital goals. human capital goals, the updated State of the IT Workforce Survey, the
analysis of IT employee morale data to determine root causes of employee
morale problems, and the new IT Strategic Workforce Plan with 2023 survey
data.
The Secretary of State should direct the Under The Department has an active IT Skills Incentive Pay (SIP) and Cybersecurity
. Secretary for Management to create and SIP reward programs to incentivize the IT workforce.
State Department: q mol . inaful Bureau of
Additional Actions Needed GAO- ocument a strategy on implementing meaningfu Information . - .
20 22- 7/12/2022 | rewards programs and on providing incentives to IRM is compiling the data GAO requested to close the recommendation,
to Address IT Workforce ; . Resource . . . . . .
Challenges 105932 motivate and remforqe expected Ie;vels of Management including documentation that shows the review of the Skllls I.ngentlve Pay
performance and desired conduct in the IT (SIP) and Cyber SIP reward programs effectiveness to incentivize the IT
workforce. workforce.
The Secretary of State should direct the Under The Department already leads the U.S. Government interagency on a position-
State Department: Secretary for Management to create and based workplace flexibilities policy. The upcoming Talent Retention Plan
- . GAO- . Bureau of g 2 . .
Additional Actions Needed document a strategy to develop a tailored recommends further standardizing workplace flexibilities, which could entail
21 22- 7/12/2022 . L Global Talent |..~" . " X . . -
to Address IT Workforce 105932 approach to the use of available flexibilities, Management identifying certain categories of positions as fully remote or telework-eligible,
Challenges benefits, and incentives and tailoring benefits to g including those with greater external competition such as those requiring
current IT employees' needs for retention. cutting-edge IT skills.
State Department: GAO- The Secretary of State should direct the Under Bureau of The Department has transitioned Foreign Service performance evaluations to a
Additional Actions Needed Secretary for Management to obtain and track new agile platform, Performance Next, for the 2023-2024 rating period.
22 22- 7/12/2022 o . . Global Talent . . . L
to Address IT Workforce 105932 data on aligning Foreign Service IT employee Management Guidance to managers will include more directly aligning performance

Challenges

performance expectations with agency goals to

expectations and evaluations with agency goals.
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facilitate decision-making and enable the
department to monitor and evaluate its
performance in meeting its IT human capital
goals.

State Department:

The Secretary of State should direct the Under
Secretary for Management to obtain and track
data on aligning Civil Service IT employee

The Department has made progress in linking Civil Service IT employee
performance and agency goals. Specific linkage between IT goals and the

Additional Actions Needed GAO- performance expectations with agency goals to Bureau of Department would be tracked at the bureau level. Authorized personnel within
23 22- 7/12/2022 - L . Global Talent .
to Address IT Workforce facilitate decision-making and enable the each bureau are granted access to HR Dashboards. Bureaus track rating
105932 . ) Management . : . e .
Challenges department to monitor and evaluate its completion for their specific bureau. Specific goals related to IT human capital
performance in meeting its IT human capital goals would be tracked at the bureau level.
goals.
In August 2023, the Department released the Civilian Harm Incident Response
The Secretary of State should ensure that the Guidance (CHIRG). Led by the Bureau of Political-Military Affairs and the
Yemen:; State and DOD Bureau of Political-Military Affairs, in Bureau of Democracy, Human Rights, and Labor, this guidance establishes a
Need Better Information on GAO- consultation with DOD, develops specific Bureau of standard process to document, assess, validate, and act in response to reports
Civilian Impacts of U.S. guidance for investigating any indications that o that use of U.S.-furnished end-items by authorized recipients has resulted in
24 - .| 22- 6/15/2022 - i . Political - g . L e
Military Support to Saudi 105988 U.S.-origin defense articles have been used in Military Affairs civilian harm. The CHIRG aims to prevent civilian harm incidents from
Arabia and the United Arab Yemen by Saudi Arabia or UAE in substantial y recurring, and to drive partners to conduct military operations in accordance
Emirates violation of relevant agreements with those with international law.
countries, including for unauthorized purposes.
Under GAO review for closure.
Yemen: State and DO.D The Secretary of State should provide current The Department’s position is that this certification was not legally required.
Need Better Information on - . - . . . .
Civilian Impacts of U.S GAO- information to releygnt pongressmnal committees Bur.efau of However, the Department has and will continue fo engage with _members of
25 Military Support to Séudi 22- 6/15/2022 | on each of the certification elements required by Political - Congress to provide updates on the Yemen conflict and related issues. In
ary Support Ic 105988 Section 1290 of the John S. McCain National Military Affairs | October 2023, a senior State official participated in a hearing which this topic
Arabia and the United Arab o . .
X Defense Authorization Act for Fiscal Year 2019. was discussed.
Emirates
E(_:onomlc a'md Commercial GAO- The Secretary of Commerce and the Secretary of Bureau of The Bureau of Economic and_Busmess A_ﬂ_‘alrs coordl_nated W_|th thg
Diplomacy: State and A . ; Department of Commerce to include additional working relationship
26 Commerce Could Build on 22- 6/9/2022 | State should indicate the methods the agencies Economic and advancements into the new Partner Post Program Memorandum of
105860 will use to maintain an effective working Business Affairs g

Efforts to Improve

Understanding (MOU) signed in 2021. The new document was signed by
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Title

Coordination and
Effectiveness

GAO
Report
Number

Publicly
Released

Recommendation

relationship in their Memorandum of
Understanding for the Partner Post Program.

Bureau

Status and Timeline

senior leadership from both Departments and renewed the working
relationship and overall program for an additional five years. New language
was negotiated and included clarification of roles, responsibilities, and
timelines of required program administrative functions. The new agreement
includes an application process for joining the program, a new annual review
structure, and clearer language on existing dispute resolution segments of the
MOU.

In addition to the new MOU language, State and Commerce have agreed to
update and reissue the 57-page 2016 Partner Post Standard Operating
Procedures (SOP). By updating and reissuing the SOP as a supplement to the
2021 MOU, State and Commerce can provide greater direction on
responsibilities, roles, and timelines relevant to all stakeholders from posts to
Department leadership. The updated SOP is in progress.

Economic and Commercial
Diplomacy: State and

The Secretary of Commerce and the Secretary of
State should clarify how Commerce and State

The Bureau of Economic and Business Affairs highlights additional language
in the new MOU that clarifies the designation of Partner Post Managers from
each Department. It clearly defines administrative functions to ensure long-

Commerce Could Build on GAO- will sustain program leadership over the long Bureag of term oversight with specified senior leadership positions linked to high-level
27 22- 6/9/2022 : . L . Economic and T . X ) .
Efforts to Improve 105860 term, such as with succession planning, in their Business Affairs administrative decisions, such as final approval for adding or removing posts
Coordination and Memorandum of Understanding for the Partner from the program. As noted above, State and Commerce have agreed to
Effectiveness Post Program. update and reissue the 57-page 2016 Partner Post Standard Operating
Procedures (SOP). The updated SOP is in progress.
The Bureau of Economic and Business Affairs points to recent improvements
within the new 2021 MOU, with input from legal advisory offices, on
Economic and Commercial The Secretary of Commerce and the Secretary of a_rtlc::J_Iatmg po;mon r:sponsmllme;, program dedC|S|obn roleg, anlézl clear |
Diplomacy: State and State should ensure Commerce and State timelines on when enforcement or decisions need to be made. For example,
: . GAO- . . Bureau of the new MOU designates the Program Managers (PMs) as the lead for
Commerce Could Build on articulate and agree to a process for making and ; . . . )
28 Efforts to Improve 22- 6/9/2022 enforcind proaram decisions in their Economic and |implementing and enforcing the newly structured performance review process
P 105860 g prog Business Affairs | on an annual basis under the guidelines agreed to within the MOU that also

Coordination and
Effectiveness

Memorandum of Understanding for the Partner
Post Program.

include clear timelines for how enforcement recommendations are to be
resolved. PMs from State and Commerce have already begun carrying out
new elements from the 2021 Partner Post MOU. PMs jointly established, with
leadership approval, a new method with clearly defined benchmarks for

11




GAO Report

Title
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Report
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Number

analyzing the performance of posts into two Tiers as outlined in the 2021
MOU. This new annual process aggregates data from both Departments to
provide better insight into Post performance and on what areas Commerce and
State may need to devote more resources. State and Commerce also schedule
regular calls to synchronize efforts and jointly engage Partner Posts on
providing feedback on data collection and performance reviews.

The Bureau of Economic and Business Affairs is requesting GAO to close this
recommendation.

Economic and Commercial
Diplomacy: State and

The Secretary of Commerce and the Secretary of

The Partner Post MOU outlines that client feedback is to be collected and
reviewed in accordance with existing Department of Commerce Survey
Policy. Partner Posts are identified as having the sole and full accountability
for the quality of service provided and any response to client feedback in

29 Commerce Could Build on (232'6_\ O- 6/9/2022 isr;[gggaizohuc:\?vigzursvwlalgsiocrﬂgﬁr?:egggcslfgg Eciﬁ;?i?co;n d alignment with policy. Commerce’s Sponsor Posts are responsible for
Efforts to Improve . vIney v - . .| providing guidance to their Partner Posts on reviewing and incorporating client
.. 105860 client experiences in their Memorandum of Business Affairs . L . . .
Coordination and . feedback into the provision of services. Based on this recommendation, State
. Understanding for the Partner Post Program. - . o
Effectiveness and Commerce are continuing to explore the technical possibility of
Commerce aggregating client feedback to use as a new performance element
in future Performance Reviews.
In an ongoing effort to provide guidance and resources to Embassy Deal
Teams, State in partnership with Commerce has launched a capacity-building
Diplomacy: State and Commerce should ensure their agencies indicate . - ping L1.o. P . g g
. GAO- Bureau of inaugural session was held in November 2022, reaching 180 Economic and
Commerce Could Build on a method to evaluate outcomes or a way to track ; - . . . ;
30 22- 6/9/2022 . Economic and |Foreign Commercial Service Officers. Since then, the Departments of State
Efforts to Improve or monitor progress toward goals for the program . . X - o .
.. 105860 - L Business Affairs |and Commerce have held five sessions, training over 600 officers. The goal of
Coordination and in their guidance cables for the Deal Team ; -
. A the Anatomy of a Deal program is to encourage peer-to-peer learning in
Effectiveness Initiative. . . . R .
helping outline how Embassies can promote the Department’s commercial
diplomacy objectives and support the creation and maintenance of U.S. jobs —
a primary goal of the Deal Team Initiative.
Economic and Commercial |GAO- The Secretary of State and the Secretary of Bureau of In November 2022, the Departments of State and Commerce launched the
31 Diplomacy: State and 22- 6/9/2022 | Commerce should ensure their agencies specify Economic and |“Anatomy of a Deal” webinar program that trains Embassy Deal Teams on
Commerce Could Build on |105860 how Embassy Deal Teams should identify and Business Affairs | tools and resources to promote U.S. economic and commercial interests
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Title

Efforts to Improve
Coordination and
Effectiveness

GAO
Report
Number

Publicly
Released

Recommendation

coordinate the use of dozens of U.S. government
programs supporting U.S. commercial interests
overseas in their guidance cables for the Deal
Team Initiative.

Bureau

Status and Timeline

overseas. Since then, the Departments of State and Commerce have held five
webinars under the program, training over 600 officers. In May 2023, the
Departments of State and Commerce jointly issued a cable outlining the
Embassy Deal Team initiative as a field-driven program. In July 2023, the
Departments of State and Commerce held an interagency award ceremony
recognizing Posts’ excellence in commercial diplomacy. In November 2023,
the Departments of State and Commerce worked with the Foreign Service
Institute to issue a cable outlining “Best Practices for Embassy Deal Teams”.

Economic and Commercial
Diplomacy: State and

The Secretary of State and the Secretary of

The Deal Team Initiative is managed by career staff based at Commerce and
State headquarters, which helps to ensure continuity through leadership

. GAO- Commerce should clarify how their agencies will Bureau of o
Commerce Could Build on - . . transitions. At the personnel level, embassy-based deal teams are led by
32 22- 6/9/2022  |sustain program leadership over the long term, Economic and - . . X . . ; .
Efforts to Improve 105860 h ith . lanning. in thei Busi Affai Foreign Service and Foreign Commercial Service officers, with leadership
Coordination and such as with succession planning, in their usiness Attairs positions filled one year ahead of any staffing transitions, per standard Human
. guidance cables for the Deal Team Initiative. - ’
Effectiveness Resources practices.
E?Olnoonrgg a}rga(t:é);nngermal The Secretary of State and the Secretary of
P y: ) GAO- Commerce should ensure their agencies articulate Bureau of In May 2023, the Departments of State and Commerce issued a cable outlining
Commerce Could Build on . . X L : AT .
33 22- 6/9/2022  |and agree to a process for making and enforcing | Economic and |the Embassy Deal Team initiative as a field-driven initiative with efforts
Efforts to Improve N N : . - ) )
.. 105860 program decisions in their guidance cables for Business Affairs | driven by Posts with support from Washington.
Coordination and L
. the Deal Team Initiative.
Effectiveness
The Bureau of Economic and Business Affairs has already taken steps to
ensure Deal Team Initiative participants are offered timely and consistent
The Secretary of State and the Secretary of opportunities for training. In Spring 2022, the Departments of State and
Economic and Commercial Commerce should ensure their agencies indicate Commerce coordinated with the National Security Council on developing and
Diplomacy: State and GAO- whether Deal Team participants have the Bureau of leading a global series of trainings for Embassy Deal Teams that provided an
Commerce Could Build on appropriate knowledge, skills, and abilities to ; overview of the Partnership for Global Infrastructure and Investment (PGII),
34 22- 6/9/2022 . ) X . Economic and . ) -
Efforts to Improve 105860 contribute and, if not, include a plan with Business Affairs which was launched by the President in June 2022.

Coordination and
Effectiveness

timeframes on how they will address this issue in
their guidance cables for the Deal Team
Initiative.

In November 2022, the Departments of State and Commerce launched the
“Anatomy of a Deal” webinar program that trains Embassy Deal Teams on
tools and resources to promote U.S. economic and commercial interests
overseas. Since then, the Departments of State and Commerce have held five
webinars under the program, training over 600 officers. In November 2023,
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the Departments of State and Commerce worked with the Foreign Service
Institute to issue a cable outlining “Best Practices for Embassy Deal Teams”.

Economic and Commercial
Diplomacy: State and

The Secretary of State and the Secretary of
Commerce should ensure their agencies include

The Bureau of Economic and Business Affairs has taken steps to outline
potential incentives geared towards incentivizing State stakeholders to

X GAO- . . : . - Bureau of contribute to Deal Team goals to encourage and facilitate interagency
Commerce Could Build on information on whether incentives are available ; . R . L
35 22- 6/9/2022 . Economic and |collaboration on commercial diplomacy. These incentives include, but are not
Efforts to Improve to encourage State and Commerce and their staff ; . ' !
S 105860 - - . S Business Affairs | limited to, post- and Department-level awards. Relevant information has been
Coordination and to participate in Deal Teams in their guidance di nated vi 1 bles. includine the “Updated Guid f
Effectiveness cables for the Deal Team Initiative 1sseminated via Deal Team cables, including the “Updated Guidance for
' Embassy Deal Teams” and “Best Practices for Embassy Deal Teams”.
Economic and Commercial
Diplomacy: State and GAO- -Clzzfn?negrrs;agoﬁc??ézuarr;dtgztiarie(t:arr(\a(;[?ggsiablish Bureau of In May 2023, the Departments of State and Commerce issued a cable outlining
Commerce Could Build on o ger X the Embassy Deal Team initiative as a field-driven initiative with efforts
36 Efforts to Improve 22- 6/9/2022 | a method for monitoring and updating the cables | Economic and driven by Posts with support from Washington. The Departments of State and
> 10 Imp 105860 in their guidance cables for the Deal Team Business Affairs y FOs Supp o gton. p !
Coordination and Initiative Commerce will continue coordinating on joint cable guidance for the field.
Effectiveness '
Economic and Commercial The Secretary of State should take measures to
X i ensure that staff analysts consistently and reliably The Bureau of Economic and Business Affairs drafted a new four-year
Diplomacy: State and d perf | f f functional b l
Commerce Could Build on GAO- record performance goals or targ(_ats, performance Bureay 0 unctiona ureau strategy to cover 2022-2026._ A Data _Qua ity Assessment
37 Efforts to Improve 22- 6/9/2022  |achieved, and other key information used to Economic and |was conducted in 2022 on all indicators and milestones in the new strategy,
Coor dinationpan q 105860 measure State's progress in achieving its strategic | Business Affairs |and a thorough Bureau Strategy Review in 2023. Three indicators and
. goals related to economic and commercial milestones have been identified as related to commercial diplomacy.
Effectiveness :
diplomacy.
The Bureau of Consular Affairs (CA) incorporates demand and fee projections
in its budget proposals to ensure recovery of current and projected costs.
Consular Affairs: State Ma (Priority) The Secretary of State should ensure Recent unprecedented and unexpected surges in demand for consular services
‘ y the Bureau of Consular Affairs develops a plan to generated increased FY 2023 revenue and provided CA sufficient
Be Unable to Cover GAO- . o
. . assess and document what fee amounts, statutory Bureau of carryforward into FY 2024. In FY 2023, there were 13.1 million
38 Projected Costs if Revenues | 22- 4/18/2022 changes, supplemental and annual funding, or Consular Affairs | nonimmigrant visa fee paying applicants, 20 percent more than had been
Do Not Quickly Rebound to | 104424 ges, supp g 9 Paying app 29 P

Pre-Pandemic Levels

other actions would allow State to cover future
consular costs.

anticipated at the beginning of the year. Passport demand also surged, with a
historically high 21.5 million passport applications received, almost 10 percent
more than projected at the beginning of the year. These short-term surges,
combined with continuation of broader expenditure authorities first enacted
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during the pandemic, currently mitigate the persistent long-term structural
misalignment in consular fee authorities. CA expects these trends in annual
collections to sufficiently cover projected consular costs through at least FY
2026.

CA continues to set most fees at cost in accordance with OMB guidance, using
the best demand and budgetary estimates available at the time. At the same
time, the fee setting process typically takes 18-24 months from the Cost-of-
Service analysis through rulemaking and implementation. This may lead to
variances between modeling assumptions and actual workload and revenues.

Consular Affairs: State May

The Secretary of State should ensure the Bureau

The Department has further refined its survey sampling methodology and
established new data quality standards in FY 2023 to account for and reduce

Be Unable to Cover GAO- of Consular Affairs measures the statistical Bureau of statistical variabilities in survey data to improve accuracy of unit cost
39 Projected Costs if Revenues | 22- 4/18/2022 |variability of unit costs to improve the C lar Affai . The D .|3|/ . P losel y h .
Do Not Quickly Rebound to | 104424 transparency of the cost estimates used in the fee- onsular Affairs | estimates. The Department will continue to closely monitor changes in cost
; - and workload data and is committed to using the most accurate and up-to-date
Pre-Pandemic Levels setting process. . ) .
information to calculate service costs.
The Department has provided to GAO the FY 2023 Machine Readable Visa
Projections Assumptions and Drivers. This document lays out the
methodology used in FY 2023 to project the amount of revenue and fee-paying
Consular Affairs: State May The Secretary of State should ensure the Bureau applicant demand. Addltlonall_y, CA provided the Septem_ber_2023 Passpprt
Be Unable to Cover GAO- of Consular Affairs fully documents its process Bureau of Summary Report and explanation of passport demand projections, providing
40 Projected Costs if Revenues | 22- 4/18/2022 . y P . [information about the methodology of passport workload projections. CA
g for generating cost, demand, and revenue Consular Affairs . . ) . .
Do Not Quickly Rebound to | 104424 - X believes these documents, along with previous documentation provided
- estimates for consular services. J ;
Pre-Pandemic Levels throughout the course of the engagement, are sufficient to close this
recommendation.
Under GAO review for closure.
The Director of Crisis Management and Strategy chairs the Washington
COVID-19: State Should The Secretary_of State should ensure that the . . .| Liaison Group (WLG), an interagency body that brings together crisis
- GAO- Director of Crisis Management and Strategy Office of Crisis o
Strengthen Policies to - . . d management practitioners and stakeholders from across the U.S. government
4 Better Maintain Overseas 22- 3/16/2022 | establishes guidance that directs agency-wide Management to promote collaboration, coordination, synchronize policy, and advise
104519 groups responding to crises to maintain timely and Strategy P ! Y poficy,

Operations in Future Crises

interagency communication with agencies

principals. The WLG is intended to improve and guide the U.S. government’s
emergency evacuation discussions, recommend the development of necessary
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present at overseas posts that would be affected
by policies State implements during crises.

plans, policies, and implementation, and coordinate repatriation activities and
recovery from crises abroad.

Under GAO review for closure.

COVID-19: State Should

The Secretary of State should ensure that the
Bureau of Diplomatic Security provides

Strengthen Policies to GAO- additional information to posts on how to assess Bureau of The Bureau of Diplomatic Security is exploring appropriate 12 FAH-1 updates

42 Better Maintain Overseas 22- 3/16/2022 and document in their Emergency Action Plans D|plom_at|c to expand gmdar_u;e prov_lded to posts on how to assess and document staff

L . 104519 . ) - Security resources and critical skills needed in an emergency.
Operations in Future Crises the staff resources and critical skills required at
post for different types of emergencies.

The Department intends to develop eTelework application enhancements to
enable data collection on overseas US Direct Hire (USDH) employees. It

COVID-19: State Should The Secretary of State should ensure plans to incorporate State’s USDH overseas employees in the eTelework

- GAO- e Bureau of system where employees would receive approval to telework on an ad hoc

Strengthen Policies to development of a plan that specifies how the . .

43 L 22- 3/16/2022 ; . Global Talent |basis and the system would generate corresponding telework agreements. The
Better Maintain Overseas Department should collect information on il - . lobing functionality i | Ki
Operations in Future Crises 104519 overseas telework participation Management | Department wi contlpue to conglder deve oping unctionality in eTelework in

' CY 2024 pending available funding. In the interim, data collection on
telework by overseas USDH employees is currently available for tracking
through the time and attendance systems.

Per the Foreign Affairs Manual, the Office of Crisis Management and Strategy

(CMS) is responsible for collecting the Department’s lessons learned cables
COVID-19: State Should GAO- The Secretary of State should ensure that the Office of Crisis after a crisis. CMS facilitates the review, coordinating feedback from post, the
Strengthen Policies to Director of Crisis Management and Strategy regional bureau, the interagency, and any other office that participated in the

44 o 22- 3/16/2022 Management

Better Maintain Overseas develops a procedure to ensure that overseas response.

L . 104519 ! . and Strategy

Operations in Future Crises posts submit required lessons learned.
CMS is compiling additional documentation GAO requested to close this
recommendation.

The Secretary of the Department of State should, . _
Open Data: Additional GAO- in coordination with the Chief Data Officer of the Office of The Delpartment plans to solicit input from t_)ureaus and_ posts on how the
. . - Management |agency's data assets may be of use and provide contact information for

45 Action Required for Full 22- 12/16/2021 | Department of State, develop and implement an q lassified d h 's public-faci bsite. Th

Public Access 104574 agency-wide plan to provide an opportunity for Strategy an unclassified data assets on the agency's public-facing website. The
Solutions Department plans to complete this work by FY 2024 Q3.

the public to request specific data and make
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The Secretary of the Department of State should,

Oven Data: Additional GAO- in coordination with the Chief Data Officer of the Office of The Department plans to solicit input from bureaus and posts on how the
pe - Department of State, develop and implement an Management |agency's data assets may be of use and provide contact information for
46 Action Required for Full 22- 12/16/2021 ide plan isting th lici lassifi h , lic-faci . h
Public Access 104574 agencyTW|de plan for assisting the public in Strateg_y and |unclassified data assets on the agency's public-facing website. The
expanding the use of the Department's public Solutions Department plans to complete this work by FY 2024 Q3.
data assets.
The Secretary of the Department of State should,
) - in coordination with the Chief Data Officer of the Office of The Department is working with the Data.gov team at the General Services
Open Data: Additional GAO- . A s . , .
i . Department of State, develop and implement an Management | Administration to publish information on the use of the agency's unclassified
47 Action Required for Full 22- 12/16/2021 . } ' .
; agency-wide plan to collect and publish Strategy and | data assets by nongovernmental entities and plans to complete this work by FY
Public Access 104574 - . :
information on the use of data assets by Solutions 2024 Q3.
nongovernmental entities at least once a year.
The Foreign Service Institute (FSI) initiated a training needs assessment for
economic and commercial diplomacy topics. As part of the commercial
diplomacy review process, State interviewed Ambassadors, Deputy Chiefs of
Mission, Principal Officers, mid-level economic officers, business
representatives, and academic organizations to identify training gaps. State
detailed its findings from this assessment in a September 2022 report. This
Economic and Commercial (Priority) The Secretary of State should ensure report.ldentlfled gaps in State's commercial d|p|0r_nacy training for senior-level
X i . . : and mid-level employees and made recommendations to address those gaps.
Diplomacy: State and that the Foreign Service Institute develops and - ; . X
GAO- - o . . |FSlis implementing those recommendations through a new course in
Commerce Implement a implements a process to conduct periodic, Foreign Service : - .
48 Ranae of Activities. but 22- 12/13/2021 combrehensive assessments of training needs Institute advanced commercial tradecraft and enhanced commercial content for senior
g ' 104181 P g level seminars. Working with the Bureau of Economic and Business Affairs

State Should Enhance Its
Training Efforts

across the economic and commercial diplomacy
issue area.

and other stakeholders, FSI conducts regular reviews and evaluations of course
content, delivery methods, and course frequency to prioritize training across
issue areas.

FSI is compiling documentation demonstrating that a process for conducting
periodic, comprehensive assessments of economic and commercial diplomacy
training needs was developed and implemented. FSI will send the
documentation to GAO to close the recommendation.
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Economic and Commercial
Diplomacy: State and

Number

The Secretary of State should ensure that the
Bureau of Economic and Business Affairs, in
collaboration with the Foreign Service Institute

The Bureau of Economic and Business Affairs continues to convene the
Professional Development Working Group, which consists of members

Commerce Implement a GAO- and other bureaus as appropriate, develops career Bureal_J of spanning Civil Service and Foreign S_ervice employees of various grades and
49 R L 22- 12/13/2021 | ) $ Economic and | meets weekly to advance the professional development of economic-focused
ange of Activities, but 104181 guidance on competencies and training for the Business Affairs | emplovees. The Working G has fi b- it trati
State Should Enhance Its State Civil Service, Foreign Service, and locally pIOyees. 1g foroup has Tive sub-committees concentrating on
. . . . Mentoring, Speaker Series, Professional Development and Training,
Training Efforts employed staff with roles in economic and Professional Development opportunities, and a Job Shadow Program
commercial diplomacy. : '
(Priority) The Secretary of State should ensure The Foreign Service Institute (FSI) initiated regular meetings with Commerce
Economic and Commercial that the Foreign Service Institute establishes a to discuss economic and commercial diplomacy training, including whether
Diplomacy: State and GAO- mechanism to periodically consult with external training is achieving the desired impact. FSI and Commerce’s training unit
50 Commerce Implement a 9. 12/13/2021 stakeholders, including Commerce, private sector | Foreign Service |have also signed a MOU that outlines future cooperation.
Range of Activities, but 104181 entities, and industry groups, about whether Institute
State Should Enhance Its State's training programs in economic and FSI is compiling documentation a mechanism to periodically consult with
Training Efforts commercial diplomacy are achieving the desired external stakeholders was established. FSI will send the documentation to
impact. GAO to close the recommendation.
The Office of Crisis Management and Strategy (CMS) conducted extensive
) . review of the task force initiation process. All crisis management officers
COVII;)-lQ. State Cgrr-led The Secretary of State should ensure that the . . .| must regularly review guidance and complete simulations to drill the initiation
Out Historic Repatriation | GAO- Deputy Director for CMS develops guidance for Office of Crisis process
51 Effort but Should 22- 11/2/2021 |05 - . - . .| Management '
Strengthen Its Preparedness | 104354 initiating task forc_es that is consistent with State's and Strategy _ - N _ _ _
for Euture Crises policies and practices. CMS is compiling additional documentation that task force guidance is
consistent with State’s policies and practices. GAO will close this
recommendation once they receive the documentation.
The Bureau of Consular Affairs (CA) is working with the Bureau of
The Secretary of State should ensure that the Administration and the Bureau of the Comptroller and Global Financial
COVID-19: State Carried Deputy Assistant Secretary for Consular Affairs Services to develop criteria for future evacuations including the roles and
Out Historic Repatriation | GAO- works with key stakeholders—including the Bureau of responsibilities of each office. In addition, CA is using the new case
52 Effort but Should 22- 11/2/2021 |Deputy Assistant Secretary for A/LM and Consular Affairs management system (CACMS), which quickly provides requisite information
Strengthen Its Preparedness | 104354 Deputy Controller for CGFS—to develop to form a flight manifest.

for Future Crises

guidance for systematically collecting
information for, and formatting, flight manifests.

CA is compiling documentation that the guidance was developed. CA will
send the documentation to GAO, once completed, to close this
recommendation.
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COVID-19:; State Carried

Number

The Secretary of State should ensure that the
Executive Secretary, the Under Secretary for

The Department highlighted to GAO the process controls through the
Statement of Assurance (SoA)/Chief of Mission (COM) attestation process,
the proposal for the new attestation in the SoA regarding crisis preparedness,

Out Historic Repatriation | GAO- Management (M), and the Under Secretary for Under Secretary and related documentation. GAO reviewed the COM attestation process and
53 Effort but Should 22- 11/2/2021 |Political Affairs work with the regional bureaus for Management believed these proposed changes would satisfy the intent of the
Strengthen Its Preparedness | 104354 to develop a mechanism for ensuring that each recommendation.
for Future Crises post certifies required annual updates of its EAP
as required by State policy. In process for closure by GAO.
The Department highlighted to GAO the process controls through the
(Priority) The Secretary of State should ensure Statement of Assurance (SoA)/Chief of Mission (COM) attestation process,
COVID-19: State Carried that the Executive Secretary, the Under Secretary the proposal for the new attestation in the SoA regarding crisis preparedness,
Out Historic Repatriation |GAO- for Management (M), and the Under Secretary Under Secretary and related documentation. GAO reviewed the COM attestation process and
54 Effort but Should 22- 11/2/2021 |for Political Affairs work with the regional for Management believed these proposed changes would satisfy the intent of the
Strengthen Its Preparedness | 104354 bureaus to develop a mechanism for ensuring that recommendation.
for Future Crises each post completes, and documents completion
of, required emergency preparedness drills. In process for closure by GAO.
The Department highlighted to GAO the process controls through the
COVID-19: State Carried (Priority) The Secretary of State should ensure Statement of Assurance (SoA)/ C;hief of Mission (COM) attc-as.tation process,
Out Historic Repatriation | GAO- that the relevant bureaus and offices establish a the proposal for the new attestation in the SoA regarding crisis preparedness,
. ; Under Secretary |and related documentation. GAO reviewed the COM attestation process and
55 Effort but Should 22- 11/2/2021 | mechanism to systematically assess overseas for Management | believed these proposed changes would satisfy the intent of the
Strengthen Its Preparedness | 104354 posts' preparedness to respond to crises such as recommendation
for Future Crises the COVID-19 pandemic. '
In process for closure by GAO.
Overseas Real Property: The Secretary of State should ensure that that the The Bureau of Overseas Buildings Operations (OBO) continues to reassess its
Prioritizing Key Assets and Director of OBO reassess State's acceptable Bureau of acceptable condition standard for asset types and mission dependencies. In FY
56 Developing a Plan Could | GAO- 9/15/2021 condition standard for all asset types and mission Overseas 2023, OBO established mission dependency by assigning a Building
Help State Manage Its 21-497 dependencies, to include whether mission Buildings Dependency Index (the importance of the functions provided or supported by a
Estimated $3 Billion criticality justifies a different standard among Operations | building to a post’s ability to meet its mission and goals) to each property type.

Maintenance Backlog

assets.

In FY 2024, OBO will incorporate the Building Dependency Index as one of
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the factors when determining acceptable condition standards for the
Department’s asset types overseas.

Overseas Real Property:

The Bureau of Overseas Buildings Operations (OBO) continues to incorporate
mission criticality when targeting maintenance and repair investments. In FY

Prioritizing Key Assets and The Secretary of State should ensure that the Bureau of - .

57 Developing a Plan Could  |GAO- 9/15/2021 Director of OBO incorporates the mission Overseas 52313 ’sc?sicr)n?/(\e/:/tﬂicr)\pae%lg?ﬁjﬁlysierln tl;rlotrlti/hlTieﬁltlc;r:n?as%rgi:het |mportarrt10e of
Help State Manage Its 21-497 criticality of its assets when deciding how to Buildings ost’s)rlnission and woals OBgOe ﬁl nVsetoouseathi;lnew%n Setaric (gn dotlsllépllr)lgtriz
Estimated $3 Billion target maintenance and repair investments. Operations g loved for th goas. p dati : lati Lo
Maintenance Backlog eveloped for the previous recommen ation) to assign relative priorities to

each Maintenance & Repair requirement.
Overseas Real Property: The Secretary of State should ensure that the . i . .
Prioritizing Key Assets and Director of OBO monitors posts' completion of Bureau of Izﬁgggezgezggrg?ﬁ B;;iadl;g 2:2;2‘161;;:“?'g%snagg:té%?iéoslg(i)l%ug'Shed
Developing a Plan Could | GAO- annual condition assessments that use a Overseas 9 . 9 g y - ys i~

58 Help State Manage Its 21-497 9/15/2021 standardized inspection methodology, so that Buildings reporting. OBO also added AFCS performance to its annual Facility
Estimated $3 Billion State has complete and consistent data to address Operations X?E:%Lnizggz?g;;g: zﬁgﬁné:ﬂgg?scgffgkﬁﬁiCFO;n g:)ezt;on assurance
Maintenance Backlog its deferred maintenance and repair backlog. p & )

The Bureau of Overseas Buildings Operations continues to address the
Department's deferred maintenance and repair backlog through the
Overseas Real Property: (Priority) The Secretary of State should ensure Sustainment, Restoration, and Modernization (SRM) framework and updated
Prioritizing Ke Agsetz'an q that the Director of OBO develops a plan to Bureau of the Facility Operations, SRM of U.S. Government Diplomatic Real Property
Develo ing 3 P):an Could  |GAO- address State's deferred maintenance and repair Overseas Abroad policy in the Department’s Foreign Affairs Manual.

59 ping 9/15/2021 |backlog, and specifically identifies the funding o
Help State Manage Its 21-497 d time f ded duce it | Buildings h d funding i detailed
Estimated $3 Billion an tlme_ rames needed to reduce it in Operations The Departmeqt requested fun ing m_FY 2024, as etailed on page 398, _FY
Maintenance Backlo congressional budget requests, related reports to 2024 Congressional Budget Justification, Appendix 1 and FY 2025 funding, as

g decision makers, or both. detailed in the FY 2025 CBJ. The deferred maintenance and repair backlog
identified through annual inspection surveys and post-initiated requests, as
well as the continued replacement and renovation of older facilities.

Overseas Real Property: R . -
Prioritizing Key Assets and The Secretary of State should ensure that the Bureau of l:fi Il'iaf[ur?xﬁgr;\i/er??a%;'iﬂ:gﬂs t? fﬁgﬂ?gs r;?z 2:5'::?\9';?&;”?:;: of
Developing a Plan Could  |GAO- Director of OBO employs models for predicting Overseas y P! oug y g .

60 9/15/2021 . - A approach. The TCFO will provide transparency of costs through analysis
Help State Manage Its 21-497 the outcome of investments, analyzing tradeoffs, Buildings erformed at kev lifecvele milestones. beainning at olanning. and continuin
Estimated $3 Billion and optimizing among competing investments. Operations P y y » D€9 gatp 9. g

Maintenance Backlog

through the design, construction, operations, and maintenance stages.

20




GAO Report

Title

Facial Recognition

GAO
Report
Number

Publicly
Released

Recommendation

The Assistant Secretary of the Bureau of

Bureau

Status and Timeline

Technology: Federal Law GAO- Diplomatic Security should implement a Bureau of
61 Enforcement Agencies 6/29/2021 | mechanism to track what non-federal systems Diplomatic | The Department continues to explore options to address this recommendation.
21-518 ) ) o )
Should Better Assess with facial recognition technology are used by Security
Privacy and Other Risks employees to support investigative activities.
Facial Recognition The Assistant Secretary of the Bureau of
Technology: Federal Law i Diplomatic Security should, after implementing a Bureau of . . . .
62 Enforcement Agencies GAO 6/29/2021 |mechanism to track non-federal systems, assess Diplomatic The Department continues to explore options to address this recommendation.
21-518 . . : . . .
Should Better Assess the risks of using such systems, including privacy Security
Privacy and Other Risks and accuracy-related risks.
Systems development for quarterly congressional obligations and outlay
President's Emeraency Plan (Priority) The Secretary of State should ensure reporting is complete. Beginning with FY 2021 funds, program-level budgets
. .g y the U.S. Global AIDS Coordinator establishes Bureau of are being tracked from plan approval through to congressional notifications
for AIDS Relief: State ;
GAO- standard, documented procedures to fully track Global Health |and reporting.
63 Should Improve Data 21-3 5/20/2021 d Veri level budaet d Securi q
Quality and Assess Long- 1-374 an ve_rlfy PEPFAR program-level bu get data, e_curlty an _ _ _
term Resource Needs including data used for reporting to Congress, to Diplomacy | The Bureau of Global Health Security and Diplomacy will send the standard
ensure that these data are complete and accurate. operating procedures to GAO, as requested, for GAO to verify program-level
budget data, and close the recommendation.
The Secretary of State should ensure the U.S. Systems development for quarterly congressional obligations and outlay
President's Emergency Plan Global AIDS Coordinator develops a Bureau of reporting is complete. Beginning with FY 2021 funds, program-level budgets
for AIDS Relief: State documented plan with a timeline for are being tracked from plan approval through to congressional notifications
GAO- - . . Global Health -
64 Should Improve Data 5/20/2021 |implementing data improvements to fully track . and reporting.
. 21-374 . Security and
Quality and Assess Long- and verify PEPFAR program-level budget data, Dinlomac
term Resource Needs including data used for reporting to Congress, to P Y lin Spring 2024, the Bureau of Global Health Security and Diplomacy will
ensure that these data are complete and accurate. provide a demo to GAO of the changes made to close the recommendation.
The Secretary of State should ensure the U.S. The Bureau of Global Health Security and Diplomacy (GHSD) rolled out a
President's Emergency Plan Global AIDS Coordinator assesses the long-term Bureau of new process to consider long term resource needs alongside known factors
for AIDS Relief: State GAO- resources PEPFAR needs to continue progress Global Health during the budget setting process for PEPFAR operating unit levels. GHSD
65 Should Improve Data 21-374 5/20/2021 |toward the goal of HIV epidemic control, given Security and also changed their process to include a two-year budget cycle.
Quality and Assess Long- known factors, including the growing youth Diplorﬁacy

term Resource Needs

population, that affect PEPFAR's ability to
achieve its goals.

Additional documentation provided and under GAO review for closure.
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The Secretary of State should ensure that State-
INL develops, documents, and implements an
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Bureau of
International
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The Bureau of International Narcotics and Law Enforcement Affairs (INL)
incorporated the monitoring of key high risk fraud issues into the bureau's
approach to Enterprise Risk Management.

66 Strengthen Risk GAO- 3/31/2021 antlfra’ut_j strat_e_gy_for State-INL programs under Narcotics and
21-335 the Mérida Initiative that adheres to leading Law . . . . . . .
Management for Programs L . . INL is sending the final version and evidence of implementation of our
under the Mérida Initiative practices in (.BAO s A Framework for Managing Enforce_ment antifraud strategy under the Merida Initiative to GAO to close this
Fraud Risks in Federal Programs. Affairs -
recommendation.
The Secretary of State, in consultation with the
Conflict Minerals: Actions Administrator of USAID, should develop . - .
- Bureau of The Department will seek to develop performance indicators, with support
Needed to Assess Progress | GAO- performance indicators that would enable State to ; - .
67 . . 9/14/2020 L Economic and |from USAID, as part of any review and update to the strategy. Both agencies
Addressing Armed Groups' |20-595 assess progress toward the strategic objectives ; . . . g . s
o : : . Business Affairs | remain committed to robust monitoring and evaluation of our activities.
Exploitation of Minerals and goal of the U.S. conflict minerals strategy
going forward.
The Secretary of State should ensure that the
Telecommunications: agency's Chief Information Officer completes
. . efforts to identify the agency's future The Bureau of Information Resource Management provided the Department’s
Agencies Should Fully | L ds USi | f . . , ) : .
Implement Established 'ge ecommumca‘glo’ns needs using a comp ete Bureau 0 Joint Strategic Plaq anq the Department' s IT Strategic Plap used to 1_dent1fy
o . GAO- inventory of existing telecommunications Information | future telecommunications needs. Additional documentation regarding long-
68 Transition Planning 4/7/2020 L . X .
. 20-155 services; conducts and documents a strategic Resource term analysis was provided.
Practices to Help Reduce S .
Risk of Costly Delays analysis to jl..IS'[If.y the sharing of . Management .
telecommunications resources; and aligns State's Under GAO review for closure.
telecommunications needs with its long-term IT
plans and enterprise architecture.
The Secretary of State should ensure that the
Telecommunications: agency's Chief Information Officer identifies all The Bureau of Information Resource Management has an established Working
. . the funding needed to support the Capital Fund (WCF) for telecommunications services. Within the WCF cost
Agencies Should Fully " b N . :
. telecommunications transition, justifies requests Bureau of centers, all resources are justified. The Enterprise Infrastructure Solutions
Implement Established . . . . . .
. . GAO- for resources related to transition program Information | (EIS) transition plan provided summary budgets for transition. Additional
69 Transition Planning 4/7/2020 f q Ivsi q X ided q 0 fundi d staff
Practices to Help Reduce 20-155 management staff, conducts an analysis to Resource ocumentation provided to GAO demonstrating funding and staff support to
identify staff resources needed for the entire Management |transition to EIS.

Risk of Costly Delays

transition effort, and finalizes its analysis of
training needs for staff assisting with the
transition.

Under GAO review for closure.
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Title

Telecommunications:
Agencies Should Fully

GAO
Report
Number

Publicly
Released

Recommendation

The Secretary of State should ensure that the

Bureau

Status and Timeline

The Bureau of Information Resource Management provided the agency
Enterprise Infrastructure Solutions transition plan which covers risks, mission

Implement Established agency's Chief Information Officer considers the Bureau .Of critical systems and contingency plans. Additional documentation, including
. . GAO- . R o Information ; . .
70 Transition Planning 20-155 4/7/2020  |agency's telecommunications transition risks, Resource the Office of Emergency Management’s Business Process Analysis and
Practices to Help Reduce mission critical systems, and contingency plans M Business Impact Analysis background paper was provided.
- . , SO anagement
Risk of Costly Delays in State's transition timeline.
Under GAO review for closure.
The Bureau of Democracy, Human Rights, and Labor (DRL) issued the first
annual cables in March 2023. The annual timeline (with cables released after
the end of the fiscal year) allows DRL to provide a holistic picture of all
The Secretary of State should direct the Assistant programs awarded by DRL within a fiscal year; this includes ongoing
Democracy Assistance: Secretary of State for Democracy, Human Bureau of programs receiving a cost extension with funds from the specified fiscal year.
71 State Should Improve GAO- 1/28/2020 Rights, and Labor to develop a mechanism to Democracy, |Such information helps ensure newly transitioned human rights officers have
Information Sharing with | 20-173 facilitate the active sharing of information about | Human Rights |the most recent information possible, while also minimizing duplication of
Embassies democracy assistance projects between DRL and and Labor program information, which may cause confusion on the scope and funding
relevant staff at embassies. associated with each program.
DRL is compiling additional documentation on DRL programming requested
by GAO.
Security Assistance: The Secretary of State should direct the
Actions Needed to Assess De artment'grelevant bureaus to work with Embassy Beirut revised its security-related activities and associated indicators
U.S. Activities and Ensure | GAO- P - . . Bureau of Near |in its new Integrated Country Strategy.
72 ; . 12/18/2019 |Embassy Beirut to establish, as appropriate, and .
Timely Inspections of 20-176 . . Eastern Affairs
: consolidate targets for each of the security- .
Equipment Transferred to L Under GAO review for closure.
related performance indicators.
Lebanon
Sec_urlty Assistance: The Secretary of State should direct the
Actions Needed to Assess Department's relevant bureaus to work with
73 U.S. Activities and Ensure | GAO- 12/18/2019 Empbass Beirut to collect and review Bureau of Near | Embassy Beirut understands GAO recommendations and will take them into
Timely Inspections of 20-176 y Eastern Affairs |consideration during the next strategic plan drafting cycle.

Equipment Transferred to
Lebanon

performance data for key security-related
performance indicators.
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GAO
Report
Number

Publicly
Released

Recommendation

Bureau

Status and Timeline

The CIO approved the Department’s IT Strategic Workforce Plan in August
2023. In addition, results of the Foreign Service and Civil Service IT
Competency Study were finalized and published in September 2023. This
documentation was provided to GAO December 2023 with additional

Information Technology: The Secretary of State should ensure that the Bureau of information addressing the seven key IT workforce planning activities.
74 Agencies Need to Fully GAO- 10/30/2019 | 29ency fully implements each of the seven key Information
Implement Key Workforce |20-129 IT workforce planning activities it did not fully Resource IRM is compiling the data GAO requested to close this recommendation,
Planning Activities implement. Management |including additional documentation on the Department’s progress in
implementing the strategies and plans to address gaps, showing how the
Department monitor’s progress in addressing/closing the gaps, and how the
Department reports to agency leadership on progress in addressing/closing
gaps.
(Priority) The Secretary of State should ensure
that the Director of State's Office of U.S. Foreign
éescstlisct)?]ngg??:)s Ol:cr)((:::sc?g?;:rﬁi?yre\r/cl)?:\;vsg];IQes The Department reviewed the section 653(a) process and implemented
Foreign Assistance: State proc -nuty p P numerous changes as an outcome of that review, including automating much
that can be streamlined or eliminated and . . - . .
Department Should Take . . Office of of the process in our budget data system. The Office of Foreign Assistance has
GAO- determine the time frame needed to prepare the ; - : . - )
75 Steps to Improve 9/9/2019 . - Foreign conducted after-action reviews of the first year in the new system, but believe
A . 19-600 annual Section 653(a) report. If State determines . o ; .
Timeliness of Required : . Assistance  |it is prudent to further analyze those benefits before formally submitting a
! that the time frame exceeds 30 days, the office L ;
Budgetary Reporting ; ; . o legislative proposal to Congress to extend the mandated time frame for
should coordinate with other appropriate officials o .
. o submitting section 653(a) reports.
to submit a legislative proposal to Congress to
extend the mandated time frame for submitting
Section 653(a) reports.
. GAO is holding this recommendation open because they intend to review
Nuclear Security: The ;-r?g S:f;iﬁrge?];tiitsetz?gﬂli\;\gg\é\g:g L’:‘EA future IAEA reporting to assess the extent to which the Nuclear Security
International Atomic ; 9 L Bureau of Reports, the IAEA Annual Reports, and the IAEA Program Performance
Governors to improve how the Division of - i
76 Energy Aggnc_y Coulq GAO- 7/29/2019 | Nuclear Security (DNS) reports to member states Intern_atlonal Reports address all the nuclear security program performanc_e measures.
Improve Priority Setting, 19-429 Security and | GAQ’s concern was none of these reports were comprehensive, in that no

Performance Measures, and
Funding Stabilization

by consistently including the results of
performance measures in at least one of the
reports.

Nonproliferation

single report reported on performance related to all the identified measures. In
some cases, GAO found measures that were not reported on in any of the
IAEA reports.

24




GAO Report

Title

Nuclear Security: The

GAO
Report
Number

Publicly
Released

Recommendation

The Secretary of State should work with IAEA

Bureau

Status and Timeline

International Atomic and its member states through the Board of Bureau of
77 Energy Agency Could GAO- 2129/2019 Governors to analyze options to stabilize DNS's International | GAO is holding this recommendation open in anticipation of possible future
Improve Priority Setting, 19-429 funding within current fiscal and political Security and | progress to stabilize Division of Nuclear Security (DNS) funding.
Performance Measures, and constraints to enhance the sustainability of Nonproliferation
Funding Stabilization IAEA's nuclear security program.
(Priority) To complete the appropriate
assignment of codes to their positions performing The activities undertaken in response to the GAO recommendation, including
Cvbersecurity Workforce: IT, cybersecurity, or cyber-related functions, in reviewing the assignment of coding of IT management occupational series
yDers y : accordance with the requirements of the Federal positions, implementing the National Initiative for Cybersecurity Education
Agencies Need to b . K f £ £ K ovb . des | N 4 classificati
Accurately Categorize GAO- Cybersecurity Workforce Assessment Act 0 Bureau o (NICE) framewor Ccy ersecurity codes m_tc_)t e auto_mgte classification
78 Positions to Effectivel 19-144 3/12/2019 |2015, the Secretary of State should take steps to Global Talent |system, and assessing the accuracy of position descriptions, have been
. - y review the assignment of the "000" code to any Management | completed.
Identify Critical Staffing itions in the d 1 the 2210
Needs positions in the epar_tment |n_t e 1 IT _ - - _ _
management occupational series, assign the GTM is compiling additional documentation requested by GAO to close this
appropriate NICE framework work role codes, recommendation.
and assess the accuracy of position descriptions.
The Bureau of International Narcotics and Law Enforcement Affairs (INL)
drafted an Inter-Agency Agreement work plan template for INL programming
Central American Police The Secretary of S_tate should ensure that the Bureau of with DHS for Western Hemisphere programming and intends to release a
L Bureau of International Narcotics and Law - . . . X \
Training: State and USAID . A International | formal cable in CY 2024. The language in the cable will outline that INL’s
Enforcement Affairs (INL) designs internal . . . . .
Should Ensure Human GAO- . - Narcotics and | Office of Western Hemisphere Programs requires all INL interagency
79 . 9/5/2018 | control mechanisms to ensure human rights - o .
Rights Content Is Included |18-618 i . . . Law agreements to include additional language to enhance oversight and ensure
. content is included in INL-funded police training : X . : )
as Appropriate, and State Enforcement | consistent implementation throughout the hemisphere of human rights content
for El Salvador, Guatemala, and Honduras as : ; . ;
Should Improve Data - Affairs in law enforcement training. The language in the cable and the agreement
appropriate. ) > : -
templates will ensure consistent compliance across all Western Hemisphere
posts.
Federal Chief Information
Officers: Critical Actions The Secretellry of State should ensure that the Bureau pf The Foreign Affairs Manual updates addressing the role of the CIO were
Needed to Address GAO- department's IT management policies address the Information - - - o
80 . 8/2/2018 o - provided to GAQO. IRM is compiling additional updates on where the key
Shortcomings and 18-93 role of the CIO for key responsibilities in the six Resource I -
; . ; - responsibilities for the CIO have been added to Department policies.
Challenges in Implementing areas we identified. Management

Responsibilities
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Recommendation

Bureau

Status and Timeline

Overseas Allowances: State

Number

(Priority) The Department's Comptroller should
analyze available diplomatic cable data from

Bureau of the

The Department has analyzed overpayments associated with hardship pay and
taken steps to prevent future improper payments associated with hardship pay,
such as the use of the Overseas Personnel System to “bookend” arrivals and
departures and the automation of the process used to rectify overpayments.

81 Should Assess the Cost- GAO- 9/13/2017 |Overseas posts to identify posts at risk of Comptroller and
Effectiveness of Its 17-715 improper payments for hardship pay, identify any | Global Financial CGFS is conducting additional analysis on what steps likely reduced the
Hardship Pay Policies improper payments, and take steps to recover and Services . .
prevent them, number_of overpayments related to hardship pay and improved the process for
recovering any overpayments, as requested by GAO to close the
recommendation.
Refugees: Actions Needed To provide reasonable assurance that USRAP
by State Department and applicant fraud prevention and detection controls Bureau of
82 DHS to Further Strengthen | GAO- 21312017 | &€ adequate and effectively implemented, the Population, | U.S. Citizenship and Immigration Service (USCIS and State are working to
Applicant Screening 17-706 Secretaries of Homeland Security and State Refugees and |create a plan by early 2024 to regularly conduct fraud risk assessments.
Process and Assess Fraud should conduct regular joint assessments of Migration

Risks

applicant fraud risk across USRAP.
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OoIG
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Publicly
Released

Recommendation

Bureau/
Embassy

Status and Timeline

Inspection of Embassy

Number

Embassy Ottawa, in coordination with the Bureau of

Post is coordinating with the Bureau of Overseas Buildings Operations (OBO).

Posts, Canada

Cooperative Administrative Support Services
(ICASS) funded positions, in accordance with
Department standards, so funds of up to $243,993
over 3 years per position can be put to better use.

Ottawa and Constituent ISP-I- 10/24/2022 Overseas Buildings Operations, should bring all Embassy |Consulate General Toronto has, in coordination with OBO, awarded a contract to
Posts. Canada 23-04 consular spaces into compliance with Department Ottawa install a window in the U.S. Citizens Services cashier's booth which will allow
’ standards. consular managers line of sight into the cashier's booth.
Embassy Ottawa, in coordination with the Bureau of Consulate Vancouver has engaged the Bureau of Overseas Buildings Operations
Inspection of Embassy Overseas Buildin,gs Operations, should perform (0BO) on the way fo_rwar_d To ensure Vancouver meets seismic safety_ stanQards.
Ottawa and Constituent ISP-1- 10/24/2022 |seismic evaluations of residenti’al and nonresidential Embassy | Plans are in place to identify a vendor and secure funding for non-residential
Posts. Canada 23-04 ronerties at Consulate General Vancouver. in Ottawa properties. For residential properties, OBO is working on meeting seismic safety
’ gccgr dance with Department standards : standards as a long-term endeavor. In the meantime, OBO will issue future
P ' guidance on post-specific reports regarding seismic testing.
Embassy Ottawa should comolv with all Department Embassy Ottawa's Motor Pool Supervisor/Smith System trainer position is
Inspection of Embassy ISP-I- Motor \)lehicle Safety Mana re)n):ent Pro ramp Embass currently vacant, and Post is actively recruiting for this position. In the interim,
Ottawa and Constituent 2304 10/24/2022 standards for inci den);al drivgrs under cr?ief of Ottaway Consulate General (CG) Montreal's Smith System trainer is providing driver
Posts, Canada mission authorit training to Embassy Ottawa chauffeurs and incidental drivers. CG Montreal's
Y Smith System trainer is also assisting the Ottawa in updating its safety tracker.
Per the new Bureau of Administration Office of the Procurement Executive
. - . (A/OPE) guidance, Embassy Ottawa is transitioning their Contracting Officer's
I(;]tig\?\(/:;lgrzl doz:srzg'l[)i?jz t ISP-I- 10/24/2022 Epﬁng’?rgtiae\g;f:t?id ?(r)' nrgrgsiﬁ?girgglq?ance Embassy  |Representative (COR) training and certifications to be in compliance with
Posts. Canada 23-04 with De arIt)ment stan dalra dsg p Ottawa Department standards. Post plans to register CORs in the FAI Cornerstone
’ P ' OnDemand Platform and use the required Service Now platform to nominate
CORs for each contract.
Embassy Ottawa, in coordination with the Bureaus of
Western Hemisphere Affairs and the Comptroller and
Inspection of Embass SJS?[?;:;F aDr:C'IZImSaet?é'Eis’:hgrﬁledn,:i%rr?fggm Embassy Ottawa has received all necessary approvals to fund these four positions
P assy ISP-I- 1 DIp gagem . Embassy  [through its ICASS budget effective 10/1/2023. The Mission's Human Resources
Ottawa and Constituent 10/24/2022 | Information Management positions to International - - . - .
23-04 Ottawa team is processing the relevant payroll actions, and these positions will be

incorporated into the initial FY 2024 ICASS budget submission.
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Bureau/
Embassy

Status and Timeline

Inspection of Embassy

Embassy Ottawa should bring its cashiering

Post is working on an updated Cashier Services Policy that brings it into

. ISP-I- ) - 4 Embassy  |compliance with any findings from the OIG and from the recent U.S. Disbursing
6 |Ottawa and Constituent 23-04 10/24/2022 | operations into compliance with Department Ottawa Officer (USDO) post visit. Post will complete the policy update and will ensure
Posts, Canada standards. o ) . .
that it is cleared with USDO before implementation.
. - . Education allowance surveys have been completed for Vancouver (08/04/2023),
S| epection OTEMOSY | 1St~ | 1 ooy | sy Ottawa should submit ts education Embassy | Calgary (08/17/2023), Ottawa (06/20/2023), Toronto (06/21/2023), Montreal
23-04 y P Ottawa (08/02/2023), Quebec City (05/25/2023), and Halifax (05/03/2023). The survey
Posts, Canada standards. - — =
for Winnipeg has been initiated but not finalized.
Inspection of Embassy ISP-I- Embassy Ottawa should limit access to the Consulate Embass Renovation of the space began on October 3, 2023, and is scheduled to be
8 |Ottawa and Constituent 2304 10/24/2022 | General Montreal’s Information Systems Center in Ottaway completed on December 15, 2023. The Department will request the OIG close this
Posts, Canada accordance with Department standards. recommendation.
Inspection of Embassy Embassy Ott_aw_a, n coordl_natlon with the_ Bureau Of. OBO reports that the Mail Screening Facility (MSF) project has been awarded.
. ISP-I- Overseas Buildings Operations, should bring the mail Embassy - . . .
9 |Ottawa and Constituent 10/24/2022 : - The Bureau of Overseas Buildings Operations plans to ship the materials by the
23-04 screening facility at Consulate General VVancouver Ottawa
Posts, Canada N . . end of March 2024.
into compliance with Department standards.
Inspection of Embassy ISP-I- tirlgtéﬁ?ﬁ?/nﬁr:tii\;?osnhsogé?nZlc()ai?;i tggint outside the Embassy Embassy Ottawa, in coordination with Consulate General Toronto, is pursuing an
10 |Ottawa and Constituent 2304 10/24/2022 limited access main telephone frame room at Ottawa exception request j[o 12 FAH 6 from DS/C/ST/CMP, and if approved, COM
Posts, Canada concurrence and risk acceptance.
Consulate General Toronto.
. . . Office of the
Compliance Follow-Up OIG. recommgndg the Sp'eglal Immigrant Visa (SIV) Deputy Compliance update submitted 01/23/2024. The most recent interagency SCO
. AUD- Senior Coordinating Official (SCO) develop and : . . - > .
Review of the Afghan : - - Secretary of | meeting was held 11/30/2023; notes from this meeting were submitted to OIG with
11 ; ) . MERO- | 10/18/2022 |implement a policy and procedures to establish - . )
Special Immigrant Visa L L . - State for | the compliance update. The Department requested that this recommendation be
23-01 ongoing interagency coordination with all designated
Program . Management | closed.
SCOs until the Afghan SIV program concludes.
and Resources
OIG recommends the Special Immigrant Visa (SIV) | Office of the
Compliance Follow-Up AUD- Senior Coordinating Official (SCO) develop and Deputy Compliance update submitted 01/23/2024. Documentation of the efforts of the
12 Review of the Afghan MERO- | 10/18/2022 implement an updated staffing plan to adjust Secretary of |Bureau of Consular Affairs to review obstacles to timely Afghan SIV processing
Special Immigrant Visa resources for all Department of State offices involved State for | were included in the update. The Department requested that this recommendation
23-01 ;
Program with the Afghan SIV program to reduce the current Management |be closed.

Afghan SIV application backlog.

and Resources
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ol Report Sl Recommendation SR Status and Timeline
Title Released Embassy
OIG recommends the Special Immigrant Visa (SIV) .
. Senior Coordinating Official develop a process and Office of the . . . . .
Compliance Follow-Up . . . Deputy Compliance update submitted 01/23/2024. Documentation of biweekly meetings
. AUD- procedures to monitor the implementation, . : .
Review of the Afghan : - X Secretary of | between all relevant Department offices were submitted to OIG with the
13 ; . . MERO- | 10/18/2022 |effectiveness, and efficiency of the staffing plan for X . .
Special Immigrant Visa N - State for compliance update. The Department requested that this recommendation be
23-01 all Department offices involved in the Afghan SIV
Program Management |closed.
program to reduce the current Afghan SIV
. and Resources
application backlog.
OIG recommends that the Special Immigrant Visa
(SIV) Senior Coordinating Official (SCO), in
collaboration with the Department of Defense (DoD)
SCO, establish a memorandum of understanding
between the Department of State (Department) SCO | Office of the
Corr_lpllance Follow-Up AUD- o .D.O D SCO defining the roles and Deputy Compliance update submitted 01/23/2024. Efforts to ensure compliance with the
Review of the Afghan responsibilities of the Department and DoD for Secretary of - . - :
14 ; . . MERO- | 10/18/2022 o - recommendation were included in the update. The Department requested that this
Special Immigrant Visa efficiently and accurately collecting employment State for .
23-01 - . recommendation be closed.
Program documentation of Afghan SIV applicants who Management
worked for DoD contractors. The Department and and Resources
DoD SCOs should also meet regularly to address
efficient employment verification until the
Department resolves the backlog of Afghan SIV
applications.
OIG recommends that the Special Immigrant Visa The January 2024 compliance update detailed advancements led by the Under
(SIV) Senior Coordinating Official, in coordination Office of the |Secretary for Management, Diplomatic Security, and Information Resource
Compliance Follow-Up AUD- with the Bureau of Consular Affairs, review obstacles Deputy Management (IRM). IRM is working towards creating 20-25 new IRM-owned
Review of the Afghan to timely Afghan SIV processing at each phase of the | Secretary of | positions, while the Strategic Workforce Planning team and GTM are coding cyber
15 : ) : MERO- | 10/18/2022 ) . " . . ) -
Special Immigrant Visa 23-01 process and present a list of requirements to the State for positions to expand the Information Technology Cybersecurity Skills Incentive
Program Office of Consular Systems and Technology to Management | Agile Program (SIP). Collaboration and knowledge-sharing between IRM and DS
optimize SIV systems through Consular Systems and Resources | are being strengthened. Additionally, ongoing efforts are focused on clarifying
Modernization or within legacy systems. roles and responsibilities for ISSO and Regional Cyber Security Officer (RCSO)
positions.
16 Evaluation of the ESP-22- 9/29/2022 The Under Secretary for Management should develop | Office of the | At the request of the Under Secretary for Management, the Office of Management
Department of State’s 04 standard guidance for all reporting entities, clarifying Under Strategy and Solutions (M/SS) has initiated consultations among stakeholders to
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Bureau/
Embassy

Status and Timeline

Number

Compliance with the which allegations the Department should report to Secretary for |clarify which allegations the Department should report to OIG under the
Authorities Act OIG under the Authorities Act and defining the terms | Management | Authorities Act and define the terms “serious misconduct” and “head of the
“serious misconduct” and “head of the Department Department entity” in the Foreign Affairs Manual. Additional discussions are
entity,” and include affected stakeholders in the pending. The OIG granted an extension for its next compliance update to May
development of the guidance. 2024.
At the request of the Under Secretary for Management, the Office of Management
Evaluation of the The Under Secretary for Management should develop | Office of the Stra_tegy apd SOIUUODS (M/SS) has initiated consultations among stakeholders to
, . . clarify which allegations the Department should report to OIG under the
17 Department of_State s ESP-22- 9/29/2022 |2 standard approach t.o tracking reporting da_tes to Under Authorities Act and define the terms “serious misconduct” and “head of the
Compliance with the 04 ensure compliance with the law and update internal Secretary for 7 in th o Affai L Additional di .
Authorities Act guidance accordingly. Management Depa_rtment entity” in the Foreign fairs Mfinua . 1t1(_)na 1scussions are
pending. The OIG granted an extension for its next compliance update to May
2024.
OIG recommends that the Bureau of Administration
reconcile differences between the definitions for
Audit of Nonexpendable AUD- accquqtable property contained in the Integrated The Bureau of Administration Office of the Logistics Management (A/LM) has
Logistics Management System — Annual Inventory Bureau of |. e - L . . . .
18 |Personal Property at U.S. | MERO- | 9/20/2022 Modernizati dule and 14 Foreian Affai Administrati identified the discrepancies in the policy and system and is working to reconcile
Embassy Baghdad, Iraq 22-44 odernization module and 14 Foreign Affairs ministration the differences. A/LM expects this recommendation to be closed in FY 2024
' Manual 416.1 and communicate to overseas posts ' '
what property should be included in posts’ annual
inventories.
OIG recommends that the Bureau of Administration
Audit of Nonexpendable AUD- conngt a review of the integration of the Integrated A/LM has completed this review and made several updates to the process to
Logistics Management System — Asset Management Bureau of |. : - L. . .
19 |Personal Property at U.S. | MERO- | 9/20/2022 . ; .. . |improve integration monitoring. A/LM expects this recommendation to be closed
and the Computerized Maintenance Management Administration | .
Embassy Baghdad, Iraq 22-44 ; S in FY 2024.
System to ensure that all updated information is
being communicated between systems.
0IG rfeconjmends that U.S. Embassy Baghdad_, Iraq, Embassy Baghdad will request the OIG close this recommendation based upon
establish, implement, document, and communicate, ; ; : . S
. . . post’s compliance with the guidance and direction of the Bureau of
Audit of Nonexpendable AUD- to those conducting the annual physical inventory, a SR A .
. Embassy | Administration’s Annual Inventory Modernization (AIM) process guidance that
20 |Personal Property at U.S. | MERO- | 9/20/2022 |policy and procedures to ensure that the annual . : L
o . Baghdad posts need not conduct an inventory of all assets. Embassy Baghdad will maintain
Embassy Baghdad, Iraq 22-44 physical inventory includes all accountable property

at the embassy, as required by 14 Foreign Affairs
Manual 416.1.

communication with the Bureau of Administration regarding the formalization of
the process guidance provided through AIM in the FAM.
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OIG recommends that U.S. Embassy Baghdad, Iraq,

Bureau/
Embassy

Status and Timeline

Embassy Baghdad will request OIG close this recommendation based upon post

Audit of Nonexpendable AUD- develop, implement, document, and communicate a Embass having provided OIG documentation demonstrating that the embassy has
21 |Personal Property at U.S. | MERO- | 9/20/2022 |policy and procedures requiring Accountable Baah da?j/ developed, implemented, documented, and communicated a policy and procedures
Embassy Baghdad, Iraq 22-44 Property Officers to conduct periodic physical g requiring Accountable Property Officers to conduct periodic physical inventory
inventory spot checks of nonexpendable property. spot checks of nonexpendable property.
OIG recommends that U.S. Embassy Baghdad, Iraq, Embassy Baghdad will request that OIG close this recommendation. The Baghdad
. develop, implement, document, and communicate a Diplomatic Support Center reduced the number of gates into destruction yard
Audit of Nonexpendable AUD- . L . . . - .
policy and procedures to secure the keys and limit Embassy  [holding area from two to one by segregating the destruction yard holding area with
22 |Personal Property at U.S. | MERO- | 9/20/2022 he d ; 4 holdi h Baahdad lid wall of h . hat will IV b laced by a T-wall
Embassy Baghdad, Ira 29-44 access to the destruction yard holding area at the aghda a solid wall of warehouse containers that will eventually be replaced by a T-wall
’ Baghdad Diplomatic Support Center to only those divider, thus eliminating the pass-through previously used by GSO staff. Access is
people who need access to the area. limited to the Disposal Yard staff and is controlled.
OIG recommends that U.S. Embassy Baghdad, Iraq,
develop, implement, document, and communicate a
. ) policy and procedures requiring that, upon receipt, all
Audit of Nonexpendable AUD (a) nonexpendable property is promptly inspected, Embassy |Baghdad Diplomatic Support Center (BDSC) SOPs have been developed,
23 |Personal Property at U.S. | MERO- | 9/20/2022 . . . . . .
documented, and affixed with a barcode label and (b) Baghdad implemented, and documented to ensure compliance with FAM requirements.
Embassy Baghdad, Iraq 22-44 PR g .
identifying information is added into the Integrated
Logistics Management System — Asset Management
module in a timely manner.
OIG recommends that U.S. Embassy Baghdad, Iraq,
Audit of Nonexpendable AUD- take actions to ensure that all existing property in . .
24 | Personal Property at U.S. | MERO- | 9/20/2022 |storage facilities has been (a) affixed with a barcode Er;bhajzg :?sg:; Orlzgn?elgIzrr?;ggcsuurgEﬁggfong;rsﬁ?fcso(r:r)l Slgggehjv\;fhblf;nw? ?Ze:ﬁf:n(i’ems
Embassy Baghdad, Iraq 22-44 label and (b) added into the Integrated Logistics g P ’ P g '
Management System — Asset Management module.
OIG recommends that U.S. Embassy Baghdad, Iraq,
develop, implement, document, and communicate a . . . .
Audit of Nonexpendable AUD- policy and procedures to designate sufficient staff The actions taken by the Gene(al Services Offl_ce section at the Baghdad Embassy
. . Embassy | Compound (BEC) have met this recommendation, however replicating these
25 |Personal Property at U.S. | MERO- | 9/20/2022 |with access to the Integrated Logistics Management Baohdad | actions to other BEC offices resnonsible for manading nonexoendable bropert
Embassy Baghdad, Iraq 22-44 System to maintain continuous property management g P 9ing P property

operations in each office responsible for managing
nonexpendable property.

(IRM, ESC, RSO...) and at the Baghdad Diplomatic Support Center is ongoing.
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Recommendation

OIG recommends that U.S. Embassy Baghdad, Iraq,
determine (a) how many of the 15,785
nonexpendable property assets, valued at $7.6

Bureau/
Embassy

Status and Timeline

Audit of Nonexpendable AUD- - o . . .
million, were used, how many remain in storage, and Embassy  |Embassy Baghdad will request OIG close this recommendation based on progress
26 |Personal Property at U.S. | MERO- | 9/20/2022 . ) . . . . . .
how many have been disposed of, along with the Baghdad |as directed with recommendation, best practice adoptions, and FAM compliance.
Embassy Baghdad, Iraq 22-44 . o
reasons for disposal, and (b) whether maintaining
these 15,785 assets in storage is necessary and
reasonable.
0lG reco_mmends that U.S. Embassy Baghda_d, Irag, The Department will request this recommendation be closed, as the Embassy has
develop, implement, document, and communicate a rovided documentation demonstrating that the embassy has developed
Audit of Nonexpendable AUD- policy and procedures, consistent with 14 Foreign Emb P | d.d d. and gt q I y q q ped, .
27 |Personal Property at U.S. | MERO- | 9/20/2022 |Affairs Manual 412, to require that personnel mbassy | implemented, documented, and communicated a policy and procedures, consistent
e . . Baghdad |with 14 Foreign Affairs Manual 412, to require that personnel responsible for
Embassy Baghdad, Iraq 22-44 responsible for purchasing clearly demonstrate a . . X
A . purchasing clearly demonstrate a bona fide need supporting the purchase of
bona fide need supporting the purchase of
nonexpendable property.
nonexpendable property.
OIG recommends that U.S. Embassy Baghdad, Iraq,
develop, implement, document, and communicate a The Baghdad Diplomatic Support Center (BDSC) conducted a complete review
policy and procedures for nonexpendable property and inventory of all nonexpendable assets. All property has been received, tagged,
Audit of Nonexpendable AUD- reordering, consistent with 14 Foreign Affairs Embass and entered into the Integrated Logistics Management System (ILMS). Embassy
28 |Personal Property at U.S. | MERO- | 9/20/2022 |Handbook-1 H-419.1(a) that prevents the embassy Baah dac)j/ Baghdad updated the BDSC Spot Check SOP to require property that is past its
Embassy Baghdad, Iraq 22-44 from carrying an excessive amount of nonexpendable 9 lifecycle date or no longer in acceptable use condition be reported to the Property
property, establishes a reasonable stocking level, and Supervisor and updated in ILMS as required. Embassy Baghdad established stock
limits replenishment orders to only maintain that baselines to limit excess inventory and unnecessary replenishment orders.
level.
OIG recommends that U.S. Embassy Baghdad, Iraq,
develop, implement, document, and communicate a The actions taken by the General Service Office section at the Baghdad Embassy
Audit of Nonexpendable AUD- policy and procedures to require the use of the Embass Compound to develop a policy have met this recommendation, however
29 |Personal Property at U.S. | MERO- | 9/20/2022 |Integrated Logistics Management System — Analytics Baah da?j/ replicating these actions to other BEC offices responsible for managing
Embassy Baghdad, Iraq 22-44 module to manage and utilize existing nonexpendable g nonexpendable property (IRM, ESC, RSO...) and at the Baghdad Diplomatic

property at post and to properly plan the procurement
of nonexpendable property that the embassy needs.

Support Center is ongoing.
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OIG recommends that Embassy Baghdad, Iraq, in
coordination with the Bureau of Administration,
develop, implement, document, and communicate a
policy and procedures to provide information and
periodic training to U.S. Embassy Baghdad staff who

Bureau/
Embassy

Status and Timeline

Embassy Baghdad’s Management, General Services, and Human Resources
sections continue to engage with the Bureau of Administration to demonstrate that
the embassy, in coordination with the Bureau of Administration, has developed,

Audit of Nonexpendable AUD- manage nonexpendable property on the capabilities Embass implemented, documented, and communicated a policy and procedures to provide
30 |Personal Property at U.S. | MERO- | 9/20/2022 g P prop e cap Y linformation and periodic training to U.S. Embassy Baghdad staff who manage
and proper use of the Integrated Logistics Baghdad L
Embassy Baghdad, Iraq 22-44 . nonexpendable property on the capabilities and proper use of the Integrated
Management System — Analytics module to ensure L .
. . Logistics Management System — Analytics module to ensure that the embassy
that the embassy efficiently manages and utilizes hp - .
- efficiently manages and utilizes existing nonexpendable property at post and
existing nonexpendable property at post and properly
procures nonexpendable property that the embassy properly procures nonexpendable property that the embassy needs.
needs.
The Global Engagement Center, in coordination with GEC has received a draft of the organizational assessment prepared by the Bureau
. the Bureau of Global Talent Management, should Global . 2
Inspection of the Global ISP-I- . - of Global Talent Management (GTM). GEC is in the process of reviewing and
31 9/13/2022 |conduct an organizational assessment and align the Engagement - e
Engagement Center 22-15 , . . . providing feedback to GTM on the assessment. Once the assessment is final,
center’s organizational structure with operational Center il it it directl . hi .
needs. GTM will submit it directly to OIG in response to this recommendation.
The Global Engagement Center (GEC) has combined the Policy, Plans, and
. Operations Division and the Interagency and International Coordination Cell into
;:r:c?i gl?hbealrjggzazrnrgt&i?;?ﬁ ;zgzlfdtﬁ:eaggignd Global one office led by the Policy, Plans and Operations chief and has developed a
Inspection of the Global ISP-I- . pons| Y, revised organization chart to reflect the roles and responsibilities of each official.
32 9/13/2022 |Plans, and Operations Division and the Interagency Engagement : . .
Engagement Center 22-15 . L - ; GEC informed staff of this change and reported same to the OIG. GEC awaits
and International Coordination Cell in the Foreign Center . : - L
. OIG response. GEC will also review the recently received GTM organizational
Affairs Manual. ; . . .
assessment and will review the assessment in light of this change to ensure no
conflicts or overlaps.
The Global Engagement Center should review risks
Inspection of the Global ISP-I- to its strategic objectives, implement processes for Global The Global Engagement Center completed its review of its risks to strategic
identifying and responding to risk, and communicate ngagement |objectives. submitted this analysis to or consideration and awaits the
33 En pa ement Center 99-15 9/13/2022 |identifying and responding to risk, and icat Engag t |objecti GEC submitted thi lysis to OIG f iderati d its th
gag risk response guidance to staff in accordance with Center response.
Department standards.
Inspection of the Global ISP-I- The Global Engagement Center should review and Global The Global Engagement Center has completed its review and de-obligated all but
34 P 9/13/2022 |de-obligate all invalid unliquidated obligations Engagement |three unliquidated obligations. The remaining three obligations have been
Engagement Center 22-15 g d g gag d g g g
gag without activity for more than 1 year, in accordance Center questioned by Controller, Global Financial Services (CGFS). This information has
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with Department guidance, so that funds of up to
$745,000 can be put to better use.

Bureau/
Embassy

Status and Timeline

been submitted to the Office of the Inspector General for analysis and response.
GEC is in consultation with CGFS concerning the three remaining de-obligations
recommended for closure by the OIG. GEC does not yet have concurrence from
CGFS to de-obligate.

. " The Global Engagement Center should comply with Global .
35 Inspection of the Global ISP-I 9/13/2022 | Department contracting officer’s representative Engagement The Global Engagement Center (_GEC) has brought the files to standard, and the
Engagement Center 22-15 files are currently under OIG review.
program standards. Center
36 Inspection of the Global ISP-I- 9/13/2022 ;gigt%?alIE:C?;gsﬁrinet?;ﬁf:te:eszc;ggngﬁg?rl]y with EnGa:OErerl:ent The Global Engagement Center (GEC) is working with staff to complete
Engagement Center 22-15 ylea P gred 9ag registrations for required trainings and will report same to OIG in March 2024,
accordance with Department standards. Center
The Global Engagement Center (GEC) awaits action from the Information
Inspection of the Global ISP-I- The Global Engagement Center should use domain Global Security Systems Officer (ISSO) to review and approve a Memorandum of
37 En pa ement Center 2915 9/13/2022 |names for the Global Engagement Center’s analytics | Engagement |Agreement/Interconnect Systems Agreement to redirect URL traffic from
gag platforms that comply with Department standards. Center portal.gecig.com to gecig.state.gov, which should be sufficient documentation to
close this recommendation.
Inspection of the Global ISP-I- The Global Engagement Center should develop and Global The Global Engagement Center (GEC) informed the Office of the Inspector
38 En pa ement Center 99.15 9/13/2022 |implement a project plan for replacing the Engagement |General (OIG) of GEC's decision to de-commission the Disinformation Cloud
gag Disinformation Cloud website. Center website in its last response to OIG. GEC awaits OIG analysis and response.
. " The Global Engagement Center should implement a Global . . .
so.|pecton ofe lobl | S73c | o302z reors margamentprogam it comples win | Ensgement. |11 100, EXGgen Cetr (GEC) s worng it e ura o
gag Department standards. Center P P plan.
é?dllc;[rg];ttir::esiglrﬁtu ’c; f OIG recommends that the Bureau of Diplomatic The Bureau of Administration Acquisitions Management (A/AQM) has
pion Y Security (a) determine whether the $361,627,297 in . determined the $361,627,297 costs questioned by the OIG to be allowable and has
Oversight of Contractor . Office of the . ) . . ,
- AUD- questioned costs spent on Contract outlined a proactive approach to prevent issues cited in the OIG’s report from
40 |Performance and Invoice 9/12/2022 Procurement |. . - . .
) SI-22-37 19AQMM19C0007 are supported and allowable and . impacting the current domestic guard contract. That approach was outlined in a
Processing for the . Executive : - )
. . (b) recover any costs determined to be unsupported memorandum included with the November 16, 2023, compliance update and,
Domestic Guard Services d unallowabl based ior di - ith th X dto cl hi dati
Contract and unallowable. ased on prior discussions with the OIG, is expected to close this recommendation.
é‘tl;?étg( ggggrén;?:;ﬁ;nce AUD- gé(sse;gﬁ Ter\r/]izr\]/sz;[]r:ja:(:\r/]?sgljarseg;port):)r:}g'lt:;g:Qi(;iiﬁgd Bureau of | INR has concluded its assessment of the Work Breakdown Schedule, as well its
41 with the Geospatial Data | SI-22-39 8/31/2022 Work Breakdown Schedule and implementation Intelligence |review of the Budget and Funding survey responses received. INR will continue

Act of 2018

plans to adequately reflect current and future staffing,

and Research

to review enterprise-wide geospatial staffing and resource needs to enable more
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resources, and allocation of responsibilities to
facilitate implementation of the Geospatial Data Act
of 2018.

Bureau/
Embassy

Status and Timeline

flexible redistribution of funds, foster improvements in employee skills, promote
technological advancement, and bolster other vital operational areas.

Audit of Department of

OIG recommends that the Bureau of Intelligence and
Research (a) review the Department of State’s efforts
and activities for each of the applicable covered

A comprehensive evaluation of bureau responses to the Policy Prioritization

State FY 2022 Comoliance | AUD- agency responsibilities prescribed by the Geospatial Bureau of |survey has been completed, culminating in the creation of a solid timeline for
42 with the Geospatial FE)ata 51-22-39 8/31/2022 |Data Act of 2018, Section 759(a), codified at 43 Intelligence | crafting pertinent policies and designing targeted procedures. The Data Policy and
Act of 2018 P United States Code 8§ 2808(a), and (b) develop a and Research | Technology subcommittee is scheduled to convene to examine this timeline and
timeline to craft and issue written policies, reinforce bureau leadership and adherence responsibilities.
procedures, guidance, and best practices to meet each
of these applicable covered agency responsibilities.
INR has taken definitive steps to optimize the use of data obtained from
OIG recommends that the Bureau of Intelligence and communication tools. By actively engaging with stakeholders using Department
Audit of Department of Research develop and implement a plan that collaboration tools, INR homed in on critical issues such as budgeting, funding,
State FY 2022 Compliance | AUD- maximizes the use of data obtained from its Bureau of |and data policy and technology and established two specialized subcommittees of
43 with the Geospatial F[))ata S1-22-39 8/31/2022 |communication tools by (a) addressing the concerns Intelligence |the Geospatial Data Act Working Group (GDAWG) in Spring 2023 to tackle these
Act of 2018 P identified by survey respondents and (b) prioritizing | and Research |issues systematically. Our commitment to continuous stakeholder dialogue and
tasks necessary to complete Geospatial Data Act of feedback, and the execution of focused sprints by these subcommittees will
2018 requirements. prioritize tasks and expedite compliance with Geospatial Data Act of 2018
requirements.
The Office of the Procurement Executive, Office of Acquisitions Policy, Strategic
Communication and Policy Division (A/OPE/OAP/SCPD) has developed a new
Audit of Department of AUD- OIG recommends that the Bureau of Administration acquisition plan policy and acquisition plan templates that align with federal
44 State Efforts to Promote CGl-22- | 8/19/2022 develop and implement a mechanism to require the Bureau of |regulations and Department of State policy. On August 30, 2023, SCPD released
Competition for Overseas 34 use of the acquisition plan template attached to AQM | Administration | the policy and mandated the templates for use via Acquisition Alert 23-28 (copy
Construction Projects Memorandum 15-10. provided). The policy and templates are now located in the Department of State
Acquisition Manual issued on October 1, 2023. The Department will request the
OIG close this recommendation.
Audit of Department of AUD- OIG r.ecommends.; that the Burgau of Qver§eas . Bureau of The Bureau of Administration issued an Acquisition Alert in August 2023 that
State Efforts to Promote Buildings Operations (OBO), in coordination with Overseas oo : o T X
45 o CGI-22- | 8/19/2022 N A provided instructions on how to conduct formal Acquisition Planning, including
Competition for Overseas 34 the Bureau of Administration, develop and Buildings templates. The Department will reauest the OIG close this recommendation
Construction Projects implement processes to ensure acquisition planning, Operations prates. P q '
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Number

including the development and submission of written
acquisition plans, is performed in accordance with
federal regulations and Department of State policy
for construction projects.

Embassy Tallinn, in coordination with the Bureau of
Global Talent Management, should request

46 Insp_ectlon of I_Embassy ISP-I- 8/16/2022 | authorization to implement changes to its local Embgssy In Dece_mber 2023, tr_\e Bureau of Global Talent Management gave permission to
Tallinn, Estonia 22-21 : . - Tallinn Post to implement this change.
compensation plan, in accordance with Department
standards.
OIG recommends that until all 11 recommendations
(see Appendix A for a list of the 11
. recommendations) addressed to the Bureau of Near
gﬂean;%?rgfnt?nsﬂ?;ﬂiie Eastern Affairs (NEA) referenced in this report
port. Supp (AUD-AOQC-22-33) are implemented and closed, As of November 20, 9 of the 11 recommendations to NEA remain open. NEA
Under Secretary for h £ litical Affai . Under I ith th h . hich
Political Affairs Is Needed AUD- the Under Sec.retary or Political Affairs mon!tor Secretary for renewed comp lance with the _OIG on the open recommendations, which are
47 - AOQC- | 8/2/2022 |NEA'’s compliance responses to OIG and verify, at o\ “resolved, pending further action, or pending further response from the OIG.” The
to Facilitate the Closure of | v that th ided Political ffice of th q ; litical Affai bmitted its | h
Recommendations 22-33 east ql_Jarjter y, that t € responses (a) are provide t_o Affairs Office of the Under Se_cretary or Political Affairs submitted its last response to the
OIG within the established due dates and (b) contain OIG Management Assistance Report on December 1, 2023.
Addressed to the Bureau \
. complete and accurate status updates that include
of Near Eastern Affairs . . . . h
either evidence of implementation or detailed
corrective action plans with actual or proposed target
dates for achieving these actions.
. Embassy Pr'§t".]a’ n coord!natlon with the Bureau of The contractor traveled to post in May 2023 and conducted seismic surveys of all
Inspection of Embassy ISP-1- Overseas Buildings Operations, should evaluate all Embassy . L . .
48 S 6/22/2022 C . N o previously unassessed buildings. The contractor submitted the final report to
Pristina, Kosovo 22-17 residential properties for seismic risk in accordance Pristina . T . -
: OBO, who is currently finalizing the report for issuance to Post via cable.
with Department standards.
Embassy Athens should require that safety
certifications for all mission properties are conducted
Inspection of Embassy and documented in the Post Occupational Health and . . —
. ISP-I- . L R Embassy  |Post will review the Real Property Application (RPA) to ensure all POSHO
49 | Athens and Constituent 2914 5/24/2022 |Safety Officer Certification Application and that any Athens certificates are uploaded, and files are completed.

Post, Greece

identified safety issues be corrected prior to
occupancy, in accordance with Department
standards.
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Embassy Athens, in coordination with Bureau of

Bureau/
Embassy

Status and Timeline

The Bureau of Overseas Buildings Operations completed the seismic screening

50 |Athens and Constituent ISP-1- 5/24/2022 Overseas B_undlr_lgs Operations, sho_uld _eva}luaye all Embassy report in September 2023 and distributed to Post via cable October 6, 2023. The
22-14 mission residential properties for seismic risk in Athens . . .
Post, Greece . Department will request OIG close this recommendation.
accordance with Department standards.
Inspection of Embassy Embassy Atr_lens should reduce its printer nventory Post is working to provide further information on the donated printers. Post will
. ISP-I- to comply with Department standards for printer Embassy . ; . .
51 |Athens and Constituent 5/24/2022 also assess how many of the remaining 101 stock printers will be deployed during
22-14 management, so that funds of up to $150,000 can be Athens s . . .
Post, Greece the Embassy’s move to a new location and how many will be sold or disposed of.
put to better use.
Out of the initial 88 expired grants, the Department has closed 25. Twenty-five
52 Inspection of Embassy ISP-I- 5/24/2022 Embassy Budapest should comply with Department Embassy  |grants remain on final closeout status, leaving 42 in processing. Post has updated
Budapest, Hungary 22-12 standards for grant file documentation. Budapest | the milestone plan and is on target to close all remaining expired grants in Q4
2023/Q1 2024.
Facilities removed all hold locations within the building, vans, etc. where material
and tools were stored, but not inventoried. All identified tools and materials that
Inspection of Embass ISP-I- Embassy Budapest should administer and procure Embass were not tracked properly were submitted to the GSO storehouse clerk for
53 Buga est Hunoar y 2912 5/24/2022 | facility management expendable supplies in Buda esyt inventory or disposal for items no longer needed. Post enrolled all inventory
pest gary accordance with Department standards. P clerks into ILMS training related to loanable module training and are in the
process of implementation. Embassy Budapest will submit the ILMS inventory list
to OIG when inventory is complete.
The Office of the Procurement Executive, Office of Acquisitions Policy, Strategic
Audit of Department of OIG recommends that the Bureau of Administration Comm_unlcat|0n§ gr]d POI"?y Division (A/OPE/OAP./SCPD) |mple_mented a
) i . . centralized acquisition policy framework to streamline and consolidate acquisition
State Actions to Prevent update Department of State guidance including the . . ! L .
A . . ; workforce policies. Under this strategic acquisition policy framework, outward
Unlawful Trafficking in Foreign Affairs Handbook (FAH) and applicable . . . . : -
. . . : facing regulatory guidance will be issued through the rule-making process in the
Persons Practices When AUD- Procurement Information Bulletins (PIB) to clarify e : :
X . A A . Bureau of | Department of State Acquisition Regulation (DOSAR). These regulations are
54 | Executing Security, MERO- | 5/20/2022 | that trafficking in persons monitoring, including Administration | State-specific and complement the Federal Acquisition Regulation (FAR). A/OPE
Construction, and Facility | 22-28 developing and implementing trafficking in persons P P d 9 '

and Household Services
Contracts at Overseas
Posts

(TIP) monitoring strategies, is required for all
applicable contracts, not just those that employ third-
country national or migrant labor.

released the Department of State Acquisition Manual (DOSAM) on 10/05/2023 for
policies, procedures, and guidance. Given the implementation of the DOSAM,
AJOPE/OAP/SCPD incorporated all updated guidance outlined in Acquisition
Alert 23-18, Combatting Trafficking in Persons Requirements into DOSAM
subpart 622.17.
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Audit of the Department of

OIG recommends that the Bureau of Administration
revise the Federal Assistance Directive to require
Grants Officers (GO) and Grants Officer
Representatives (GOR) to fully use the State
Assistance Management System Domestic’s Post-

A/OPE continues to work with the A Bureau’s Office of Logistics Management
(A/LM) as it deploys the MyGrants system. A/OPE/FA is collaborating with
AJLM to ensure Post Allotment Accounting (PAA) functionality improvements are

State Management and AUD- Award Activities function to upload and review Bureau of |included as a part of the MyGrants system. Upon complete deployment and
55 | Monitoring of Federal CGI-22- | 5/4/2022 |documentation for all post-award tasks, such as the L L P o y - =P P -Ploy
. ; Administration | training, A/OPE/AP/FA anticipates release of both a FAB during Q4 of FY 2024,
Assistance Awards to For- 26 review of Performance Progress Reports and Federal d the FY 2025 Federal Assi Directive (FAD) undate in O1 of FY 2025
Profit Organizations Financial Reports, GOR reports, annual reviews and the ederal Assistance Directive ( . ) update In Q N to
e = ! ' require the use of the PAA. Once improved functionality is confirmed, A/LM will
other monitoring activities; and to document deplov the PAA tool
workflows for submitting, reviewing, and monitoring ploy '
post-award activities among the GO, GOR, and
award recipient.
Concurrent with the implementation of
Recommendation 1, OIG recommends that the
Bﬁgftzlﬁ()frep\‘/cilg]v\l/zI(S);r?r?eogt;iglfal\rsesit:tgﬁzgs to perform A/OPE continues to work with the A Bureau’s Office of Logistics Management
Audit of the Department of g y ) (A/LM) as it deploys the MyGrants system. A/OPE/FA is collaborating with
Management System Domestic’s Post-Award : L .
State Management and AUD- Activities function reports. The reviews should verify |  Bureau of A/LM to ensure PAA functionality improvements are included as a part of the
56 |Monitoring of Federal CGI-22- | 5/4/2022 . POFLS. - . - .| MyGrants system. Upon complete deployment and training, A/OPE/AP/FA
. that Grants Officers and Grants Officer Administration| _ 7.~ .
Assistance Awards to For- 26 ) . . . anticipates release of both a FAB during Q4 of FY 2024, and the FY 2025 Federal
) o Representatives have complied with oversight ; o . .
Profit Organizations . . Assistance Directive (FAD) update in Q1 of FY 2025 to require the use of the
requirements such as the review of Performance - T . X
- ) PAA. Once improved functionality is confirmed, A/LM will deploy the PAA tool.
Progress Reports and Federal Financial Reports,
GOR reports, annual reviews, and other monitoring
activities.
gggg%rxgr:(gggghf ggi@ggﬁ;ﬁ?\&f that the A/OPE continues to work with the A Bureau’s Office of Logistics Management
Audit of the Department of L L . (A/LM) as it deploys the MyGrants system. A/OPE/FA is collaborating with
Bureau of Administration require bureaus to I .
State Management and AUD- desianate an official to review the State Assistance Bureau of A/LM to ensure PAA functionality improvements are included as a part of the
57 | Monitoring of Federal CGI-22- | 5/4/2022 Manga ement Svstem’s Post-Award Activities Administration MyGrants system. Upon complete deployment and training, A/OPE/AP/FA
Assistance Awards to For- 26 & y anticipates release of both a FAB during Q4 of FY 2024, and the FY 2025 Federal

Profit Organizations

function reports to verify that Grants Officers and
Grants Officer Representatives comply with
oversight requirements.

Assistance Directive (FAD) update in Q1 of FY 2025 to require the use of the
PAA. Once improved functionality is confirmed, A/LM will deploy the PAA tool.
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OIG recommends that the Bureau of Administration
modify the State Assistance Management System

Bureau/
Embassy

Status and Timeline

AJ/LM developed updated training documentation to meet these requirements

State_ Mgnagement and AUD- user training to include guidance on documenting the Bureau of | within the new grants management system. A/LM will continue to inform the OIG
58 | Monitoring of Federal CGIl-22- | 5/4/2022 . - . . . .
. Grants Officer and Grants Officer Representative Administration | of the status of these changes as the updated MyGrants system is deployed to
Assistance Awards to For- 26 s : . i
Profit Organizations workflows_ within the State Assmtz_;m_cg Managgment domestic bureaus in FY 2024.
System using the Post-Award Activities function.
Following implementation of Recommendation 5,
OIG recommends that the Bureau of Administration
. analyze the results of the survey to identify the
Audit of the Department of reasons hindering the use of State Assistance AJ/LM developed and released software updates and training documentation to
State Management and AUD- ., . o X
o Management System Domestic’s Post-Award Bureau of | meet these requirements within the new grants management system. A/LM will
59 | Monitoring of Federal CGIl-22- | 5/4/2022 Lo SN - ot L X .
. Activities function, including technical issues that Administration | continue to inform the OIG of the status of these changes as the updated MyGrants
Assistance Awards to For- 26 . . . .
. S need to be addressed and if appropriate, develop and system is deployed in FY 2024 and FY 2025.
Profit Organizations . . . )
implement a corrective action plan to increase the use
of the State Assistance Management System
Domestic’s Post-Award Activities function.
OIG recommends that the Bureau of Administration
develop and implement a communications strategy
that provides Grants Officer Representatives with
Audit of the Department of specific and detailed requirements for financial . . . . .
State Management and AUD- monitoring to improve their understanding of and Al O.PE |r_1cludes this requwemept under.the Grants Officer Representative
o - . . - Bureau of | Designation Memorandum, which requires acknowledgement by both the Grants
60 |Monitoring of Federal CGI-22- | 5/4/2022 |compliance with those requirements. This o . : .
. o Administration | Officer and the GOR. The Department will request the OIG close this
Assistance Awards to For- 26 communications strategy should underscore the -
: L - A : . recommendation.
Profit Organizations importance of reviewing the Federal Financial Report
to ensure that the amount of funds expended is
commensurate with the work accomplished on the
award.
. OIG recommends that the Bureau of Administration A/OPE will remind GOs in the next FAB (to be released in Quarter 2 of FY2024)
Audit of the Department of . . . - . . L
develop and implement a communications strategy to review and approve financial reports in PMS in a timely manner. Upon
State Management and AUD- : - . e - . X . . .
o that provides Grants Officers with specific and Bureau of | consultation with the Federal Assistance Financial Management office (FAFM),
61 | Monitoring of Federal CGI-22- | 5/4/2022 i . for fi ial L dministrati h h f liai ith o | v th
Assistance Awards to Eor- 26 detailed requirements for financial monitoring to Administration | who serves as the Department of State liaison with PMS, it is currently only the

Profit Organizations

improve their understanding of and compliance with
those requirements. This communications strategy

GO and GMS who can approve Federal Financial Reports in the PMS system. It is
not a responsibility delegated to GORs in the Federal Assistance Directive (FAD)
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should underscore the critical importance of
reviewing and approving the Federal Financial
Report in a timely manner within the Payment
Management System, rather than allowing a default
approval. It should further remind Grants Officers
that Grants Officer Representatives could be
delegated Federal Financial Report approval
responsibility within the Payment Management
System to ensure timely approval of reports.

nor the GOR Designation Memorandum. Therefore, the GOs may not delegate this
responsibility to GOR. The Department will request the OIG close this
recommendation.

Embassy Santiago should comply with all

Post continues to train and update incidental drivers in the SMITH system and
update medical clearances for the Embassy-wide incidental driver community.

(V) Inspection of Embassy | ISP-I- Department Overseas Motor Vehicle Safety Embassy - - .
62 Santiago, Chile 22-10 3/15/2022 standards for chauffeurs and incidental drivers under Santiago Marcljne Sgcun:]y G(;Jard chla;uffeurs ar;a 6n60 Ilc?ngt;alr v(\j/o_rkmg morel thadn %}0 gr 1_2hhours
chief of mission authority. per day. Post hired new. Four out of 66 eligible drivers completed the Smit
System refresher, and 3 of 66 updated their medical records.
. " Embassy Santiago should bring its contracting Post is completing the necessary Contracting Officer's representative (COR)
63 L) I_nspect|o_n of Embassy | 1SP-| 3/15/2022 | officer’s representative program into compliance Embgssy training and will provide proof of the training taken and completed CPARS
Santiago, Chile 22-10 - Santiago .
with Department standards. reviews to OIG.
OIG recommends that U.S. Embassy Cairo, Egypt,
Qri%grzfézgisgzgizsfz AUD- ngggﬂrigi;%p;ﬁwgpgsgacgzg %girt?g:t%r Embassy Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
65 New Tenants at U S. MERO- | 3/2/2022 compliance with provisions for accepting receipt, Cairo until March 73 2024. Post has developed a plan of action for these '
; 22-23 S . recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt maintaining control, and accounting for the use of
Government-furnished materials.
OIG recommends that U.S. Embassy Cairo, Egypt,
develop and implement standard operating
procedures for managing and monitoring expendable
Audit of the Process to i supplies. This should include defining (1) the types e . . .
Prepare Residences for AUD of data that should be used by supply managers to Embassy Dug to the Israel/Gaza crisis, Mission Cairo has recel\{ed an extension from OIG
66 New Tenants at U S MERO- | 3/2/2022 inform decisions about ordering new supplies, (2) the Cairo until March 7, 2024. Post has developed a plan of action for these
- 22-23 g PPRTIES, recommendations and plans to close them by the March 2024 deadline.

Embassy Cairo, Egypt

respective responsibilities of other sections to
collaborate on efforts to identify frequently used or
critical items that may need to be ordered on a
regular basis, and (3) the requirement to conduct
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unused items for disposal.

Bureau/
Embassy

Status and Timeline

Audit of the Process to

OIG recommends that U.S. Embassy Cairo, Egypt,

Prepare Residences for AUD- reinforce the requirement, through actions such as Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
67 P MERO- | 3/2/2022 |training for Facility Management Office staff and a35Y | until March 7,2024. Post has developed a plan of action for these
New Tenants at U.S. ; L . - . Cairo . .
X 22-23 approving officials, to explain why an item is recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt
urgently needed on petty cash request forms.
OIG recommends that U.S. Embassy Cairo, Egypt,
Audit of the Process to develop and implement a process to regularly review
Prepare Residences for AUD- a sample of approved petty cash voucher packages to Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
68 P MERO- | 3/2/2022 |determine whether they were approved and processed a53Y" | until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. . - . . Cairo : .
. 22-23 in accordance with post policy and take actions recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt .
where necessary to correct instances that do not
comply.
Audit of the Process to OIG recommends that U.S. Embassy Cairo, Egypt,
. AUD- execute its plan to move frequently used expendable Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
Prepare Residences for . i X Embassy ; .
69 New Tenants at U S MERO- | 3/2/2022 |supplies to existing warehouse locations that are Cairo until March 7, 2024. Post has developed a plan of action for these
. g 22-23 closer to the place where they will be used in order to recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt
reduce the need for petty cash requests.
Audit of the Process to OIG recommends that U.S. Embassy Cairo, Egypt,
Prepare Residences for AUD- conduct a workforce analysis of the Facility Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
70 P MERO- | 3/2/2022 |Management Office to inform staffing needs and to a35Y | until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. M . - Cairo : .
; 22-23 determine if the current amount of overtime used is recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt .
appropriate.
Audit of the Process to OIG recommends that U.S. Embassy Cairo, Egypt,
Prepare Residences for AUD- using the results of a workforce analysis, develop and Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
71 P MERO- | 3/2/2022 |communicate guidance on the types of tasks or 335Y" | until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. . . Cairo . .
Embassy Cairo, Egypt 22-23 cwcumstances that vv_o_uld generally require the use of recommendations and plans to close them by the March 2024 deadline.
’ overtime among Facility Management Office staff.
Audit of the Process to AUD- OIG recommends that U.S. Embassy Cairo, Egypt, Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
72 Prepare Residences for MERO- | 3/2/2022 |develop and implement a process to regularly review Cairoy until March 7, 2024. Post has developed a plan of action for these
P 22-23 a sample of approved overtime forms to determine recommendations and plans to close them by the March 2024 deadline.
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New Tenants at U.S.
Embassy Cairo, Egypt

whether they were approved and processed in
accordance with post policy and take actions
necessary to correct instances that do not comply.

Audit of the Process to

OIG recommends that U.S. Embassy Cairo, Egypt,
develop and implement a standard operating

Prepare Residences for AUD- procedure outlining the minimum type of work that Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
73 NevF\)/ Tenants at U.S MERO- | 3/2/2022 |should be performed for each make-ready project and Cairo Y | until March 7,2024. Post has developed a plan of action for these
. - 22-23 the conditions that should be considered before recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt - . . .
completing additional work or if further approval is
required before completing the work.
OIG recommends that U.S. Embassy Cairo, Egypt, in
collaboration with the Bureau of Overseas Buildings
. Operations (OBO), develop and implement a
Audit of the Process to . L .. - . . .
Prepare Residences for AUD- standard_ operating pr_ocedure descrlbl_ng the steps for Embassy Dug to the Israel/Gaza crisis, Mission Cairo has recel\{ed an extension from OIG
74 MERO- | 3/2/2022 |completing and entering work orders in the Global . until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. . Cairo . .
X 22-23 Maintenance Management System (GMMS), recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt . A 7
including identifying the minimum types of
information and level of detail that must be recorded
in each work order.
OIG recommends that U.S. Embassy Cairo, Egypt,
develop and implement standard operating
Audit of the'Process to AUD- proc ed_ures that include a process for conductl_ng Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
Prepare Residences for periodic spot checks of information recorded in the Embassy ; .
75 MERO- | 3/2/2022 . - until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. Global Maintenance Management System (GMMS) Cairo : .
; 22-23 - . . - recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt to verify that the information recorded is reasonable,
complete and in compliance with established
standards as outlined in Recommendation 12.
OIG recommends that U.S. Embassy Cairo, Egypt,
Audit of the_Process o AUD- (1) evaluate the feasibility of h.'“ng a Facility Data Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
Prepare Residences for Analyst, and (2) collaborate with the Bureau of Embassy ; .
76 New Tenants at U S MERO- | 3/2/2022 Overseas Buildinas Operations to determine how to Cairo until March 7, 2024. Post has developed a plan of action for these
g 22-23 g5 -p recommendations and plans to close them by the March 2024 deadline.

Embassy Cairo, Egypt

use the position to improve the collection and
analysis of data recorded in the Global Maintenance
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Management System if it decides to hire a Facility
Data Analyst.

Bureau/
Embassy

Status and Timeline

Audit of the Process to

OIG recommends that Embassy Cairo, Egypt,
establish and implement a process to (1) track
materials used, and costs associated with the make-

Prepare Residences for AUD- ready process in the Integrated Logistics Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
77 P MERO- | 3/2/2022 |Management System, (2) conduct periodic reviews of a53Y" | until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. : . . . Cairo . .
. 22-23 the information to determine whether materials used, recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt . .
and costs associated with the make-ready process are
reasonable, and (3) take corrective actions, as
appropriate, when they are not.
OIG recommends that U.S. Embassy Cairo, Egypt,
develop and implement a standard operating
Audit of the Process to procedure for the Procurement and Contracting
Prepare Residences for AUD- Section that outlines steps to be taken when Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
78 P MERO- | 3/2/2022 |procuring goods and services, including determining aSSY" | until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. ; . . Cairo : .
Embassy Cairo, Egypt 22-23 price reaso_nableness, completlng p_re:-award reviews recommendations and plans to close them by the March 2024 deadline.
' and checklists, and adhering to e-Filing requirements
for storing documentation associated with purchase
card transactions.
OIG recommends that U.S. Embassy Cairo, Egypt,
. establish procedures to ensure compliance with
Audit of the Process to A . - . . . . .
Prepare Residences for AUD- Fedpral Acquisition Regulation 16.5(_)5(b)(1)(||)(E) Embassy Dug to the Israel/Gaza crisis, Mission Cairo has recel\{ed an extension from OIG
79 MERO- | 3/2/2022 |which states that cost should be considered as one of - until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. - . L Cairo . .
. 22-23 the selection factors when making decisions about recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt -
awarding task orders for make-ready and other
services below the micro-purchase threshold.
. OIG recommends that Embassy Cairo, Egypt,
Audit of the Process to . - : . - . . .
Prepare Residences for AUD- establl_sh controls to attribute time of qnly those staff Embassy Dug to the Israel/Gaza crisis, Mission Cairo has recel\{ed an extension from OIG
80 New Tenants at U S MERO- | 3/2/2022 |who directly perform make-ready services under the Cairo until March 7, 2024. Post has developed a plan of action for these
- 22-23 make-ready sub-cost center, in accordance with the recommendations and plans to close them by the March 2024 deadline.

Embassy Cairo, Egypt

guidance outlined in 6 Foreign Affairs Handbook-5,
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H-341.15-11(C), “Residential Make-Ready — Time
Allocation.”

Bureau/
Embassy

Status and Timeline

Audit of the Process to

OIG recommends that Embassy Cairo, Egypt,
discontinue the practice of using carryover funds for
make-ready projects, and that it accounts for

Prepare Residences for AUD- sunplies. tools. and equinment used in suooort of its Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
81 P MERO- | 3/2/2022 PPYIES, » and equip PP a35Y | until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. make-ready projects under the make-ready sub-cost Cairo . .
X 22-23 . . . S recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt center, consistent with the guidance outlined in 6
Foreign Affairs Handbook-5 H-341.15-11(B),
“Residential Make-Ready — Budgeted Costs.”
OIG recommends that senior leaders in the
Management Section at U.S. Embassy Cairo, Egypt,
work with U.S. direct-hire supervisors to (1) take
additional steps to foster constructive relationships in
Audit of the Process to accordance with 3 Foreign Affairs Manual 1214,
Prepare Residences for AUD- “Leadership and Management Principles for Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
82 Nevr\J/ Tenants at U.S MERO- | 3/2/2022 |Department Employees” by messaging the Cairo Y |until March 7, 2024. Post has developed a plan of action for these
. g 22-23 importance of teamwork, community, and open recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt . :
dialogue, and (2) remind employees of the
Department prohibition against retaliation for
disclosing wrongdoing in accordance with 3 Foreign
Affairs Manual 4329, “Limitations on Use of
Disciplinary Action.”
OIG recommends that U.S. Embassy Cairo, Egypt,
Qridgrzfézgiggzgizsf:)or AUD- fgel:]a}[?fg/rg? d\i,\'[lil;[)zgll?ezgfﬁ?er; iﬁg’;ﬁe Igsr?tﬁtgdtgress Embass Due to the Israel/Gaza crisis, Mission Cairo has received an extension from OIG
83 P MERO- | 3/2/2022 |. ? . i PP a55Y | until March 7, 2024. Post has developed a plan of action for these
New Tenants at U.S. issues impacting collaboration, morale, and Cairo . .
. 22-23 . . S recommendations and plans to close them by the March 2024 deadline.
Embassy Cairo, Egypt interpersonal relationships in the Management
Section at post.
';;'?'E o{Jthe ?i?\? r:ment of AUD- ;)r:(?é?ggg?rlgiennac:]SC'itgIats'gflilieusrzzti/glfothZr%omptrolIer Bureau of the | CGFS is compiling documentation to submit to OIG to show that the methodology
84 csbseot ot | FM-22- | 2/10/2022 |. ve'op . Comptroller |to periodically review and update the BOC included in the 4 FAH-1 H-613 was
Otherwise Classified 21 implement a methodology to periodically review and and Global | develoned and implemented
Budget Object Codes update the budget object codes (BOC) included in the P P '
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Foreign Affairs Handbook (4 FAH-1 H-613). This Financial
methodology should include collaborating with other Services
bureaus to assist in identifying BOCs that are not
needed, new BOCs that bureaus believe would be
beneficial, or changes to the definitions of existing
BOCs.
The Bureau of Administration should conduct risk The Bureau of Administration, Executive Office, Information Technology
Inspection of the Bureau ISP-I- assessments for the applications in the Information Bureau of Services Division (A-IRM/EX/ITS), continues to collaborate with the Bureau of
85 |of Administration, Office 2907 1/18/2022 | Technology Services Division and obtain Administration Information Resource Management (IRM) on assessments to obtain authorizations
of the Executive Director authorizations to operate from the Bureau of to operate (ATO) for identified systems. A/EX/ITS anticipates completion during
Information Resource Management. FY 2024.
The value of unliguidated obligations (ULO) at the time of the inspection totaled
The Bureau of Administration should review and de- $8,923,581.70. Of the $7,435,482.33 not in I|t|gat_|on, $6,658_,432_.48 was de-
. . . . N . . obligated and returned to the Department and applied toward invoice
Inspection of the Bureau obligate all invalid unliquidated obligations without . o
g . . ISP-I- L2 ; . Bureau of |payments. Two ULOs remain open due to litigation, and the vendor has asked the
86 |of Administration, Office 1/18/2022 |activity for more than 1 year, in accordance with . . , . . ' ..
. . 22-07 - Administration | Department’s contracting officer for permission to bill for the remaining ULO
of the Executive Director Department standards, so funds of up to $8 million bal ling $588.099 37. The B f Administration. E ive Offi
can be put to better use alances totaling $588, 9.37. The Bureau of Administration, Executive Office,
' Financial Management Division (A-IRM/EX/FMD) anticipates completion during
FY 2024.
(U) Inspection of the " The Bureau of East Asian and Pacific Affairs should |Bureau of East . . . . .
87 |Bureau of East Asian and ISP-1 12/20/2021 |review its Joint Regional Strategy (JRS) in Asian and EAP conducted their Iate§t review of the Joint R_eglonal Strategy_ in November
g . 22-06 . Y e . 12023. The Department will request OIG close this recommendation.
Pacific Affairs accordance with Department guidelines. Pacific Affairs
The Bureau of East Asian and Pacific Affairs, in
(U) Inspection of the coordination with the Bureau of Global Talent Bureau of East EAP is working with GTM/OTA regarding an organizational assessment that will
P . ISP-I- Management, should conduct an organizational ! align EAP’s organizational structure with the operational needs and Department
88 |Bureau of East Asian and 12/20/2021 o S . Asian and - : ' . .
. : 22-06 assessment to align its organizational structure with - . [requirements. The assessment will take some time and EAP intends to complete it
Pacific Affairs . Pacific Affairs |.
bureau operational needs and Department in 2024.
requirements.
(V) Inspection of the " The Bureau of East Asian and Pacific Affairs should |Bureau of East L - . .
89 |Bureau of East Asian and ISP-I 12/20/2021 |review and de-obligate all invalid unliquidated Asian and A!I invalid unliquidated o_bllgat|ons from_2019 were deobligated. The Department
. . 22-06 S . L . e . |will request OIG close this recommendation.
Pacific Affairs obligations without activity for more than 1 year, in | Pacific Affairs
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accordance with Department guidance, so funds of up
to $2.7 million can be put to better use.

Bureau/
Embassy

Status and Timeline

(U) Management
Assistance Report:
Support from the Under
Secretary for Management

OIG recommends that the Under Secretary for
Management verify that the Bureau of Information
Resource Management (IRM) has developed plans of
action and milestones, as required by the National
Institute of Standards and Technology, Special

IRM identified ArchAngel as the Governance, Risk, and Compliance (GRC) tool

Is Needed to Eacilitate the | AUD- Publication 800-53, rev. 4, to address each open OIG | Office of the |to track both system and non-system level Plans of Actions and Milestones
. recommendation. The plans of action and milestones Under (POA&MSs), including post and administrative recommendations. POA&Ms for
90 |Closure of Office of AOQC- | 12/16/2021 hould d | q dial acti S f Il oth dati i1l be i di h L wh
Inspector General 9907 should document planned remedial actions to correct ecretary for |all other open IRM recommendations will be incorporated into Archangel when
X the deficiencies identified. If the Under Secretary for | Management |the tool reaches full operational capability, expected by September 2024. As of
Recommendations . \ . R
Management determines that IRM has not developed February 2024, M's next compliance update to the OIG is in its final clearance
Addressed to the Bureau o . )
; or maintained plans of action and milestones for each stages.
of Information Resource dati h q £
Management open OIG recommen _atlon, the Under Secretary or
Management should direct IRM to take action to
comply with standards.
Review of the Bureau of The Bureau of Consular Affairs should require the
ggﬁ:ﬁ}gﬁ& fgalrs ISP-I- 22'5; i?]f &%ﬁ?ﬂﬁ;&liﬂ;}; angezighn?:)ﬁ)llst?or all Bureau of | The Office of Consular Systems and Technology is assessing the
91 o 11/29/2021 |. . g PP Consular | recommendations and determining a way forward, in coordination with the Office
Modernization Program — | 22-03 information systems throughout the systems Affairs of the Under Secretary for Management and other bureaus, including IRM
Significant Deployment development lifecycle process in accordance with y g ’ g '
Delays Continue Department standards.
Review of the Bureau of
Consular Affairs The Bureau of Consular Affairs should require the Bureau of |The Office of Consular Systems and Technology is assessing the
ConsularOne ISP-1- Office of Consular Systems and Technology to . L - o . .
92 . 11/29/2021 . . . . Consular recommendations and determining a way forward, in coordination with the Office
Modernization Program — | 22-03 conduct independent information system security - . .
L Affairs of the Under Secretary for Management and other bureaus, including IRM.
Significant Deployment assessments.
Delays Continue
Review of the 'Blfreau of The Bureau of Consula_r Affairs, in coordination with Bureauof | The Office of Consular Systems and Technology is assessing the
Consular Affairs ISP-1- the Bureau of Information Resource Management, . L . S . .
93 Consularone 2903 11/29/2021 should complete the assessment and authorization Consular | recommendations and determining a way forward, in coordination with the Office
P Affairs of the Under Secretary for Management and other bureaus, including IRM.

Modernization Program —

process for the Office of Consular Systems and
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Significant Deployment
Delays Continue

Number

Technology’s information systems with expired
authorizations to operate.

Review of the Bureau of
Consular Affairs’

The Bureau of Consular Affairs should perform

ConsularOne ISP-I- annual security controls assessments for the Office of Bureau of [ The Office of Consular Systems and Technology is assessing the
94 o 11/29/2021 y . . Consular | recommendations and determining a way forward, in coordination with the Office
Modernization Program — | 22-03 Consular Systems and Technology’s information - . .
L . . Affairs of the Under Secretary for Management and other bureaus, including IRM.
Significant Deployment systems in accordance with Department standards.
Delays Continue
| . ISP- Embassy Reykj_av!k, In coordl_natlon with the Bureau OBO/CFSM/FAC/PM has advised that the server room emergency shutoff
95 nspection of Embassy - 10/25/2021 Of. Overseas Buildings Operations, should comply Embgss_y installation has unavoidable delays. The Bureau of Overseas Buildings Operations
Reykjavik, Iceland 22- with Department standards for server room safety Reykjavik | lete the saf I installation by the end of March 2024
02 controls. plans to complete the safety control installation by the end of Marc :
OIG recommends that the Bureau of Administration
develop and implement additional internal control The Office of the Procurement Executive, Office of Acquisitions Policy, Strategic
Audit of Noncompetitive procedures for monitoring to ensure that justifications Communications and Policy Division (A/OPE/AP/SCPD) is assessing and
. P and approvals for other than full and open - improving the noncompetitive procurements guide. This guide outlines
Contracts in Support of AUD- . leted and di Office of the q . - for all . dheri
96 | Overseas Contingency MERO- | 10/18/2021 competition are completed and approved in Procurement ocumentation requirements for all noncompetitive procurements, adhering to
o ! accordance with Federal Acquisition Regulation . federal and Departmental regulations. It includes templates and guidance to ensure
Operations in Afghanistan | 22-03 . Ffice of th Executive | : ion of the iustificati he qui
and Iraq requwe_ments.and Office of the Rrocyremept_ mgndatory e ements are _ac_idressed in p're.pfaratlon'o the justification. T e'gwde
Executive guidance and that reviewing officials reinforces reviewing officials’ responsibilities prior to approvals. The revised
verify that the justifications include all required guide is expected to be released in the second quarter of FY 2024.
content.
OIG recommends that the Bureau of Administration
develop and implement internal controls to ensure The Office of the Procurement Executive, Office of Acquisitions Policy, Strategic
Audit of Noncompetitive Contracting Officers comply with Federal Communications and Policy Division (A/OPE/OAP/SCPD) mandates the inclusion
X P Acquisition Regulation Subpart 6.305, Office of the . of the fully executed justification document and proof of posting in the contract
Contracts in Support of AUD- - . Office of the |,. AR
. Procurement Executive Procurement Implementation file under DOSAM 606.305(g). For justifications fully executed by AQM, the
97 |Overseas Contingency MERO- | 10/18/2021 . . . Procurement - . . . oS
Operations in Afghanistan | 22-03 Bulletin 2014-11, and Office of Acquisitions Executive Document Review and App_rc_)val_ Matrix requires that copies of_the justification
and Ira Management Memorandum 16-16 regarding and a link to the posted justification be provided to the Competition Advocate
d providing public notice of noncompetitive contracts inbox at cat@state.gov. The DOSAM and the DRAM were issued October 1,
and maintaining proof of public notice in contract 2023.
files.
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OIG recommends that the Bureau of Administration
(a) determine the feasibility, practicality, and cost-
effectiveness of adding functions to the new online
application being developed for justifications and

Bureau/
Embassy

Status and Timeline

The Office of the Procurement Executive, Center for Acquisition Excellence
(OPE/CAE) hosted ServiceNow developers to demonstrate ServiceNow module
capabilities. on March 14, 2023. The recordings of the demonstrations were
recorded and can be provided as supplemental reference to users. The demos
expanded to stakeholders within the Office of Acquisitions Policy and a
representation of Contracting Officers and Contracting Officer Representatives. A
portion of the demonstrations was designated to process definitions associated

Contracts in Support of AUD- approvals that will automatically transfer completed | Office of the with justification for other than full and open competition (JOEOC) requirements
98 |Overseas Contingency MERO- | 10/18/2021 |justifications to the electronic contract file and also Procurement Stak ejhol ders concluded that the process ars)sociatedpwi th the automatio?]s '
Operations in Afghanistan | 22-03 post the justifications publicly in accordance with the |  Executive ded 1d b I P q Iq . iabl
and Iraq Competition in Contracting Act and the Federal recommended would be nonlinear and would contain many variable .
L . . . considerations, to include nuanced redaction requirements. The demonstrating
Acquisition Regulation and (b) if determined to be developers also concluded that such feature development would require extensive
feasible, practical, and cost-effective, incorporate elop . pment v €q
N S Artificial Intelligence/Natural Language Process capabilities outside of the scope
such a function in the application. s .
of the current development roadmap and such capabilities would also require
additional IT Cybersecurity scrutiny to be deployed within the A/OPE
environment and current authority to operate considerations.
Audit of Noncompetitive gésereﬁ? drgrr]r:;ngs H;?itnthihgtjgle?goﬁtégg]r: nistration The Office of the Procurement Executive, Center for Acquisition Excellence
Contracts in Support of AUD- ersor?nel Use theqnewl gcreate d online a ?ication Office of the |(OPE/CAE) determined that the development of the tool will not be possible, as
99 |Overseas Contingency MERO- | 10/18/2021 |PErsOnnet us y ppiicatio Procurement |stated in Recommendation 3. As such, A/OPE will not be issuing any guidance
o d for justifications and approvals once the application . . . L o .
Operations in Afghanistan | 22-03 . Executive |since the online application for justifications and approvals will not be developed.
has been tested and determined to meet the goals ) . .
and Iraq . L The Department will request the OIG close this recommendation.
established by the Bureau of Administration.
OIG recommends that the Bureau of Administration
issue a directive to the Office of Acquisitions The Office of the Procurement Executive, Office of Acquisitions Policy, Strategic
Management to update its Quality Assurance Plan to Communications and Policy Division (A/OPE/AP/SCPD) updated the Document
Audit of Noncompetitive expand the steps necessary to ensure compliance with Review and Approval Matrix formerly known as the Quality Assurance Plan
Contracts in Support of AUD- Federal Acquisition Regulation provisions regarding | Office of the |during the OIG review. The October 2023 matrix identified the reviews,
100 |Overseas Contingency MERO- | 10/18/2021 |preparing fair and reasonable price determinations for| Procurement |clearances and approvals required for negotiation memorandums. Contract
Operations in Afghanistan | 22-03 noncompetitive awards. The steps should include Executive |changes to eFile are unavailable currently as the contract has expired and the

and lIraq

requiring that Contracting Officers use the sample
template for price negotiation memoranda and retain
evidence of the analysis conducted in support of such
determinations in the contract files.

interim award does not allow any new development efforts. We A/OPE/AP/SCPD
is collaborating with OIG on how to meet this recommendation, as the new
competitive award is not anticipated until 2026.
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OIG recommends that the Bureau of Administration
develop and implement guidance directing all price

Bureau/
Embassy

Status and Timeline

The Office of the Procurement Executive, Office of Acquisitions Policy, Strategic
Communications and Policy Division (A/OPE/OAP/SCPD) is developing a
standardized price negotiation memorandum, incorporating regulations. The

Contracts in Support of AUD- . . - . Office of the L . X o
. negotiation memoranda-approving officials certify template will include guidance for accurately documenting award decisions,
101 |Overseas Contingency MERO- | 10/18/2021 : L g Procurement - o .
L . that price negotiation memoranda address all required . reminders for reviewing officials to ensure all elements of the memorandum are
Operations in Afghanistan | 22-03 . . . . Executive . . -
and Ira elements in compliance with Federal Acquisition accurate and complete. Statements will precede the signature block attesting to
a Regulation Subpart 15.406-3 before approving them. reviewing official certifications. The Department anticipates the new templates
will be available in FY 2024 Q3.
QIG recc_;mm_ends that the Bureau of Ad_mmlstratlon The Office of the Procurement Executive, Office of Acquisitions Policy, Strategic
issue a directive to the Office of Acquisitions Communications and Policy Division (A/OPE/OAP/SCPD) is developing a
Audit of Noncompetitive Management to update its Memorandum 15-09, . . ey . . 'oping
. “ . - . ) - standardized price negotiation memorandum, incorporating regulations. The
Contracts in Support of AUD- Contract File Documentation,” regarding price Office of the B - X S
. o template will include guidance for accurately documenting award decisions,
102 |Overseas Contingency MERO- | 10/18/2021 |negotiation memoranda. The updated memorandum | Procurement . S e
o ! . . : . . . reminders for reviewing officials to ensure all elements of the memorandum are
Operations in Afghanistan | 22-03 should include instructions for Contracting Officers Executive . . -
. . . accurate and complete. Statements will precede the signature block attesting to
and Iraq to verify that all price negotiation memoranda S . g L
ackages are prooerlv aooroved and olaced in the reviewing official certifications. A/OPE/AP/SCPD anticipates the new templates
P 9 . properly app P will be available in Quarter 3, FY 2024.
contract file.
S The Office of the Procurement Executive, Office of Acquisitions Policy, Strategic
OIG recommends that the Bureau of Administration o . S ! . !
Audit of Noncompetitive develop and implement additional internal control Communlcatlons and POI'CY Division (A/OPE/OAP/SCPD) issued the roument
. - - - . Review and Approval Matrix to mandate contract threshold documentation
Contracts in Support of AUD- procedures for monitoring compliance with Federal Office of the . . . . .
. - . X reviews, holding leadership accountable for quality documentation.
103 |Overseas Contingency MERO- | 10/18/2021 |Acquisition Regulation requirements and Department | Procurement o . .
o ! X . _ ; . . AJOPE/OAP/SCPD is actively developing standardized templates to ensure
Operations in Afghanistan | 22-03 policy regarding determining and documenting fair Executive ? .
. . L2 accurate, complete, and regulatory-compliant documentation throughout the
and lIraq and reasonable price determinations and maintaining - . .
complete contract files Department. The completed templates, constituting contract file documents, is
P ' expected to be available in FY 2024 Q3.
OIG recommends that the Bureau of Administration, The Office of the Procurement Executive, Office of Acquisitions Management
. L in coordination with the Bureau of Near Eastern (A/OPE/AQM) had several internal delays, and the decision was made for this
Audit of Acquisition A L ; - . - . . . - .
. Affairs, discontinue its practice of awarding action to not be included in the Enterprise Business Review Committee (EBRC).
Planning and Cost AUD- o . . . e o ; )
. noncompetitive contracts for Operations Maintenance| Bureau of | After this decision was made, the acquisition plan is routing for Head of
104 | Controls While MERO- | 9/14/2021 . . : o ; s . . .
Transitioning Support 21-43 Support Services and Baghdad Life Support Services. | Administration | Contracting Activity and Senior Procurement Executive review for approval.

Service Contracts in Iraq

The bureau should award Mission Irag-specific task
orders under the Diplomatic Platform Support
Services contract or use an alternative mechanism to

AQM will be issuing a request for proposal against the already existing Diplomatic
Platform Support Services (DiPSS) Indefinite Delivery, Indefinite Quantity
contract vehicle for a competitive task for an estimated award in September 2024.
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competitively replace the Operations and
Maintenance Support Services and Baghdad Life
Support Services contracts.

Audit of Acquisition

OIG recommends that the Bureau of Administration,
Office of the Procurement Executive (OPE), in
accordance with the Federal Acquisition Regulation
7.104 “General procedures,” disseminate procedures
that are described in Office of Acquisition

The Department developed mechanisms for senior-level stakeholders to have

Planning and Cost AUD- Management Memorandum 15-10 to review Bureau of visibility into the contracting process, ensuring proper management controls.
" Tnstioning Support | 21043 | - |acquisiion plans with key staketolders amnually or | aaminisraton o et el S T e R iton
; g supp whenever significant changes occur. OPE should also quis P X gag , prof g 1mp q
Service Contracts in Iraq . . . planning and continuous review of spending within bureaus.
establish additional internal controls to ensure the
procedures are followed, such as training personnel
on the requirements and minimum documentation
requirements for acquisition plan reviews.
OIG recommends that the Bureau of Administration,
Office of the Procurement Executive, in accordance
Audit of Acquisition x‘:':n?e%g:na iﬂ:fl‘?gq[ﬁgtgggétr);loégsgrﬁtﬁzg?rds The Department developed mechanisms for senior-level stakeholders to have
Planning and Cost AUD- - o visibility into the contracting process, ensuring proper management controls.
106 |Controls While MERO- | 9/14/2021 ?Stabl'Sh procedures to conduct regular_monltormg of Bureau Of. Additionally, new initiatives were implemented to enhance stakeholder and
ol internal controls, respond to schedule risks, and Administration TSN . o e
Transitioning Support 21-43 . ; - . acquisition professional engagement, promoting improved advance acquisition
; - engage in effective communication with the program . ; - . A
Service Contracts in Iraq office to identify and address noncompliance with planning and continuous review of spending within bureaus.
Federal and Department of State criteria, timeliness,
and external coordination.
OIG recommends that the Bureau of Administration,
Audit of Acquisition Office of the Procyremer!t_Executlv_e,_ |_mp|emen_t The Department developed mechanisms for senior-level stakeholders to have
Planning and Cost AUD- controls to () achieve critical acquisition deadlines visibility into the contracting process, ensuring proper management controls
g and on time, including checking the acquisition’s Bureau of LIy ontracting process, g prop g '
107 | Controls While MERO- | 9/14/2021 roaress and assessing chanaes in the operatin Administration Additionally, new initiatives were implemented to enhance stakeholder and
Transitioning Support 21-43 prog g g P g acquisition professional engagement, promoting improved advance acquisition

Service Contracts in Iraq

environment and (b) identify contracts that have
missed critical deadlines, including Diplomatic
Platform Support Services, for Department of State

planning and continuous review of spending within bureaus.
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(Department) leadership to review and take action as
necessary. Controls should ensure that the
Department prioritizes timely acquisitions to achieve
cost savings, economies of scale, and efficiencies.

Audit of Acquisition

OIG recommends that the Bureau of Administration,
Office of the Procurement Executive (OPE),
strengthen its review and approval process and
oversight of noncompetitive contract actions
awarded, based on Federal Acquisition Regulation
6.302-2, “Unusual and compelling urgency,” related

The Department developed mechanisms for senior-level stakeholders to have

Planning and Cost AUD- to circumstances permitting other than full and open Bureau of visibility into the contracting process, ensuring proper management controls.
108 |Controls While MERO- | 9/14/2021 |competition. OPE should put in place controls to . .. | Additionally, new initiatives were implemented to enhance stakeholder and
oo . . Administration S . L L
Transitioning Support 21-43 ensure those actions are not excessive, such as acquisition professional engagement, promoting improved advance acquisition
Service Contracts in Iraq enforcement of time limitations on the duration of the planning and continuous review of spending within bureaus.
use of these actions, and use appropriate rationales,
which exclude lack of advanced planning. In
addition, OPE should provide training, as
appropriate, to officials in the review process to
ensure controls are followed.
Inspection of the Bureau The Bureau of Consular Affairs ShOUId !mplemen’t a The Office of Passport Services has implemented processes to store the Passport
- process to store the Passport Services Directorate’s Bureau of . . , . . . .
of Consular Affairs ISP-1- . . o . Services Directorate’s archived advisory opinions, so they are easily searchable
109 . 9/2/2021 |archived advisory opinions, so they are easily Consular . : ; .
Passport Services 21-17 X . . - and retrievable in accordance with Department standards. The Department is
. searchable and retrievable in accordance with Affairs L .
Directorate finalizing a response to the OIG recommendation.
Department standards.
The Office of the Science and Technology Adviser to Office of the
the Secretary, in coordination with the Offices of the Science and Discussions with GTM regarding the permanent placement of the Science Integrity
Inspection of the Office of Under Secretary for Economic Growth, Energy, and Technolo Official (SIO) functions are ongoing. Following the conclusion of these
110 the Science and ISP-I- 8/18/2021 the Environment, the Deputy Secretary of State, and A dvisergy discussions, a recommendation will be sent to the Secretary for final approval.
Technology Adviser to the | 21-30 the Deputy Secretary of State for Management and (STAS) to the STAS aims to finalize its 1 FAM entry to align with required roles and
Secretary Resources, should submit a statement of its policy Secretary of responsibilities. STAS will share the 1 FAM entry with OIG and A/GIS/DIR upon
areas of responsibilities in accordance with Statey receiving final clearances.

Department standards.
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IRM is updating the Capital Planning Investment and Control (CPIC) Guide to

Compliance Follow-Up OIG recommends that the Bureau of Information Bureau of | provide guidance to individual Bureaus on IT Product selection. IRM is
111 Audit of the Department of | AUD- 8/6/2021 Resource Management conduct an in-depth review of | Information |establishing a streamlined IT Product Approval process to enable
State Process to Select and | 1T-21-34 the entire agency IT portfolio to identify potential Resource  |system/functional stakeholders to review existing IT products to avoid duplication
Approve IT Investments duplicative systems. Management |as a part of their Analysis of Alternatives before requesting for a new IT Product to
be approved.
. OIG recommends that the Bureau of_lnformauon IRM is revising the IT product selection section of the Capital Planning
Compliance Follow-Up Resource Management develop and implement, to Bureau of | dc L (CPIC) Guid IRM i blishi lined IT
Audit of the Department of | AUD- the extent practicable, a strategy to combine Information nvestment and Control ( ). uide to IS estaplishing a streamline
112 8/6/2021 C ' 97 : product approval process, allowing system/functional stakeholders to assess
State Process to Select and | 1T-21-34 eliminate, or replace the duplicative systems Resource existing IT oroducts during their Analvsis of Alternatives to prevent duplication
Approve IT Investments identified during its review of the entire agency IT Management grip 9 Y P P
. . before seeking approval for a new IT product to be approved.
portfolio (Recommendation 2).
OIG recommends that the Under Secretary for
. Management, in coorc_llnatlon with t_he reglongl The last compliance update was sent to OIG in December 2023, noting the
Audit of Department of bureaus, develop and implement guidance to include . . S - . . :
- — . Office of the | Department's publication of guidance for opening, operating, and closing remote
State Protocols for AUD- criteria, standards, and other direction, as appropriate, T . o .
iy . - . e Under missions, to include criteria and standards to inform when, where, and how such
113 |Establishing and Operating | MERO- | 7/28/2021 |for opening and closing those missions that may Secretary for | missions should be established. Having met the requirements of the
Remote Diplomatic 21-33 temporarily establish operations outside of their M y dati he OFfi f' he U dg S q for M -
Missions respective host countries. The guidance should anagement | recommendation, the Office of the Under Secretary for Management anticipates
. L : . that OIG will close this recommendation shortly.
include criteria and standards to inform when, where,
and how such missions should be established.
OIG recommends that the Under Secretary for
. Management, in coordination with the regional The last compliance update was sent to OIG in December 2023, noting the
Audit of Department of b devel i o onal b ffice of th 's publication of auid £ . . d closi
State Protocols for AUD- ureaus, develop guidance requiring regional bureaus | Office of the | Department's publication of guidance for opening, operating, and closing remote
L . to implement a process to periodically reevaluate the Under missions, to include criteria and standards to inform when, where, and how such
114 |Establishing and Operating | MERO- | 7/28/2021 o . e . X -
. X status of those missions that have temporarily Secretary for | missions should be established. Having met the requirements of the
Remote Diplomatic 21-33 blished : ide of thei ive h dation, the Office of the Und f ici
Missions esta Ishe operathns outside of their r(_esp_ectlve ost | Management |recommen _atlon, the O ice of the Uq er Secretary for Management anticipates
countries to determine whether those missions should that OIG will close this recommendation shortly.
continue to exist in their current form.
. OIG recommends that the Under Secretary for Office of the | The Department sent the last compliance update to OIG in December 2023,
Audit of Department of AUD- . S . . Lo S ! . L
Management, in coordination with the regional Under highlighting the publication of guidance for remote missions. This guidance
115 |State Protocols for MERO- | 7/28/2021 . . . . . I
Establishing and Operating| 21-33 buregus and the Offlce of the ngal Adwser: develop | Secretary for coyered thfz processes of opening, operating, and _chsmg remote. missions, as well
and implement guidance regarding the creation, Management |as instructions for their creation, content, and periodic reevaluation of memoranda
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of understanding to facilitate working relationships and resource sharing
agreements between remote missions and their respective host missions. Having
met the requirements of the recommendation, the Office of the Under Secretary for
Management anticipates that OIG will close this recommendation shortly.

Audit of Department of

OIG recommends that the Under Secretary for
Management, in coordination with the regional

The Department sent the last compliance update to OIG in December 2023, noting
the Department's publication of guidance for opening, operating, and closing

State Protocols for AUD- bureaus, develop and |mpl_ement a template for the Office of the remote missions. The guidance also included a template for memoranda of
e . memoranda of understanding that can be used to Under : L . . -
116 |Establishing and Operating| MERO- | 7/28/2021 - . . : . understanding between remote missions and their respective host missions.
. X facilitate working relationships and resource sharing | Secretary for - . . .
Remote Diplomatic 21-33 aareements between those missions that have Management Having met the requirements of the recommendation, the Office of the Under
Missions g . ; . . . 9 Secretary for Management anticipates that OIG will close this recommendation
temporarily established operations outside of their
. . - S shortly.
host countries and their respective host missions.
OIG recommends that the Under Secretary for
Management, in coordination with the Office of the
Legal Adviser and the Bureau of the Comptroller and
Global Financial Services, develop and implement
Audit of Department of guidance in the Foreign Affairs Handbook, 12 FAH-1 Office of the
State Protocols for AUD- Addendum 2.1, for those missions that have Under The Department sent the last compliance update to OIG in December 2023,
117 |Establishing and Operating | MERO- | 7/28/2021 |temporarily established operations outside of their s highlighting the publication of language that incorporates the review of leases at
. X - X - ecretary for .
Remote Diplomatic 21-33 host countries to consult with the Office of the Legal Management post where operations were suspended.
Missions Adviser, and Bureaus of the Comptroller and Global g
Financial Services and Overseas Buildings
Operations for legal, financial, and operational
information to determine retention or disposition of
leased property.
Audit of Department of OIG recomme_nds that _the U nde_r Secretary for . The Department sent the last compliance update to OIG in December 2023,
Management, in coordination with the regional Office of the . . - - . .
State Protocols for AUD- bureaus. develon and imolement auidance reaardin Under reporting the publication of guidance for opening, operating, and closing remote
118 |Establishing and Operating | MERO- | 7/28/2021 ’ pand Imp guidance regarding missions, addressing the operations of remote missions focusing on functions that
Remote Diplomatic 21-33 the day-to-day operations of remote missions witha | Secretary for may be impacted by operating remotely such as the provision of consular services
P focus on those functions that may be impacted by Management y P y op g Y P ’

Missions

operating remotely such as the provision of consular

security operations, and managing diplomatic relations. Having met the
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services, security operations, and managing
diplomatic relations.

Bureau/
Embassy

Status and Timeline

requirements of the recommendation, the Office of the Under Secretary for
Management anticipates that OIG will close this recommendation shortly.

Management Assistance
Report: Improved

OIG recommends that the Bureau of Administration,
Office of the Procurement Executive amend the
Foreign Affairs Handbook to include a subsection in
14 FAH-2 H-320, Acquisition Planning, providing
direct guidance on sole source noncompetitive
contracts or contract extensions with an existing

The Office of the Procurement Executive, Office of Acquisition Policy, Strategic
Communications and Policy Division (A/OPE/AP/SCPD) issued Interim Award
and Reporting Policy under Acquisition Alert (AA) 23-31 on September 20, 2023.

Guidance and Acquisition | AUD- contractor to bridge the time between the original end | Office of the | This AA was incorporated into the Department of State Acquisition Manual
119 |Planning is Needed to MERO- | 7/22/2021 |of that contractor’s contract and the competitive Procurement | (DOSAM), under DOSAM 606.303-70, Interim award approval and reporting. A
Reduce the Use of Bridge | 21-37 award of a follow-on contract, including providing Executive | Department Notice (DN) and an All Diplomatic and Consular Posts (ALDAC) are
Contracts in Afghanistan definitions to the terms: “bridge contract” or “bridge in process for release to identify this policy requirement as released by the Office
and Iraq actions,” the parameters under which these sole of the Procurement Executive. It is anticipated that the DN and ALDAC will be
source noncompetitive contracts and extensions can posted by the end of FY 2024 Q1.
be used, and a requirement to provide additional
information necessary to justify consecutive uses of a
noncompetitive sole source award.
OIG recommends that the Bureau of Administration,
%‘f'ﬁe emc;fntthae P::;f:giggﬁg?;‘;ﬂ\éeéIg\e/\;f;ig ?r?g The Office of the Procurement Executive, Office of Acquisition Policy, Strategic
Management Assistance P P R Communications and Policy Division (A/OPE/AP/SCPD) has developed and
, Assistant Secretary of Administration, who serves as ) . .
Report: Improved the aooointed agency Chief Acquisition Officer implemented a process to identify and elevate to the Assistant Secretary of
Guidance and Acquisition | AUD- the app gency Lhiet Acquisitl L Office of the | Administration, who serves as the appointed agency Chief Acquisition Officer,
LT instances when the acquisition planning process is . e h . :
120 |Planning is Needed to MERO- | 7/22/2021 . . - . Procurement |instances when the acquisition planning process is adversely impacted due to
. adversely impacted due to insufficient program office . . o - L . S X
Reduce the Use of Bridge | 21-37 L ; L . Executive |insufficient program office participation so the Chief Acquisition Officer can
: . participation so the Chief Acquisition Officer can . . , .
Contracts in Afghanistan eneace with the impacted proeram office bureau’s engage with the impacted program office bureau’s assistant secretary to resolve
and Iraq £as P prog . . delays. This process is outlined in the executed policy (refer to DOSAM 606.303-
assistant secretary to resolve delays in pursuing full - .
- . 70, Interim award approval and reporting).
and open competition for contracts in overseas
contingency environments.
Management Assistance AUD- OIG recommends that the Bureau of Administration, Office of the The Office of the Procurement Executive, Office of Acquisition Policy, Strategic
191 Report: Improved MERO- | 7/22/2021 Office of the Procurement Executive, revise its Procurement Communications and Policy Division (A/OPE/AP/SCPD) is revising and renaming
Guidance and Acquisition 2137 Justification for Other than Full and Open Executive the current JOFOC Guide to Documenting Noncompetitive Procurement Guide.

Planning is Needed to

Competition (JOFOC) Guide to require that written

This revision categorizes justifications specifies terminology, and outlines posting
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Reduce the Use of Bridge
Contracts in Afghanistan
and Iraq

justification for using less than full and open
competition for awarding bridge contracts include
information on why and how the delay occurred,
what measures have or will be undertaken to resolve
the delay, and the milestones to achieving full and
open competition.

requirements based on the FAR procurement method utilized). Interim award
requirements will be included in this update. A/OPE/AP/SCPDaims to release the
revised guide in FY 2024 Q2.

OIG recommends that the Bureau of Administration

Audit of Foreign Per Diem | AUD- review and update all foreign per diem locations Bureau of The Bureau of Administration is actively processing Per Diem surveys, including
122 |Rates Established by the FM-21- | 6/25/2021 |designated in eAllowances as exchange rate adjusted Administration the transition to Exchange Rate Adjustments, and consolidating applicable
Department of State 31 in accordance with the guidance developed in locations.
response to Recommendation 3.
OIG recommends that the Bureau of Administration
review its methodology for determining foreign per
Audit of Eoreian Per Diem | AUD- diem rates to identify opportunities to streamline the The Bureau of Administration will allocate funds for an FY 2024 assessment of
123 | Rates Establisr?e d by the EM-21- | 6/25/2021 |Process. At a minimum, the Bureau of Bureau of | methodology procedures, and opportunities to streamline processes. The Bureau of
Department of Statey 31 Administration should consider whether the use of | Administration | Administration is also soliciting suggestions from other agencies on opportunities
P independent economic data would be more efficient for streamlining procedures.
and cost-effective for establishing foreign per diem
rates.
. . - OIG recommends that the Bureau of Administration
Audit of Foreign Per Diem | AUD- . .
124 |Rates Established by the FM-21- | 6/25/2021 devc;lop ?nd |rpplement a planfto revise the_ Bu_re{au of Recommendation 12 to be completed concurrent with Recommendation 11.
Department of State 31 methodology for determining oreign per diem rates | Administration
based on the results of Recommendation 11.
. . . After implementing Recommendation 12, OIG
195 é;i 's:[ E‘;t';g:gﬁg dpkf ' t[r)1I:m Ié?\‘;J ?1 6/25/2021 recommends that the Bureau of Administration Bureau of | The Bureau of Administration will recalculate the foreign per diem rates for the
Department of Statey 31 recalculate the foreign per diem rates for the Administration | locations once the methodology is revised.
P locations based on the revised methodology.
Audit of Foreian Per Diem | AUD- OIG recommends that the Bureau of Administration The Bureau of Administration will allocate funds for the procurement of a new
126 | Rates Establisﬁed by the EM-21- | 6/25/2021 complete its efforts to upgrade and update its Bureau of  |eAllowance application. Modernization of the application will allow justification
Department of Statey 31 eAllowances application. As part of this effort, the | Administration | uploading and backup documentation, ensuring posts are able to upload supporting

Bureau of Administration should ensure that posts

documentation.
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are able to upload supporting documentation, such as
reservation logs, into the application.
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Management Assistance
Report: Department Can

The Director General of the Foreign Service and

The Bureau of Global Talent Management (GTM) will conduct an annual survey
evaluating the management and leadership of each diplomatic and consular post no

Director of Global Talent should institute annual Bureau of - : A
197 | Take Further Steps to ISP-21- 1 ¢ 11619021 surveys of U.S. direct-hire employees and locally Global Talent | 12" than December 22, 2023 to meet this OIG recommendation as well as in
Improve Executive 14 emploved staff to provide feedback on chief of Management compliance with a new legislative requirement outlined in the FY 2023 National
Direction of Overseas misF;io)rll erformanpce 9 Defense Authorization Act (NDAA) GTM will analyze the survey results and, in
Missions P ' accordance with the NDAA, submit an annual report to Congress.
. This recommendation requires the Under Secretary to follow up with several
gﬂean;gtgrgfnt?rts??;ﬂiie OIG recommends that the Under Secretary for bureaus that have long-standing OIG recommendations and provide an update to
port. Supp Management verify periodically, but no less than Office of the |OIG. The Office of Management Strategy and Solutions (M/SS) is currently
Under Secretary for AUD- . . . . ; 7o o N
quarterly, that those entities with recommendations Under working on the compliance update for this "umbrella” audit. As of February 2024,
128 |Management Is Needed to | AOQC- | 6/16/2021 ; . . . . .
e that have yet to be implemented and closed are Secretary for |four recommendations covered under this audit remain open, of which two are
Facilitate the Closure of 21-32 L . - . . .
. . providing status updates and responses to OIG in a Management |pending NEA compliance updates (expected by mid-March), one recommendation
Open Office of Audits imel red ' di | IVsi q . 4 For th brella audit itself. M i
Recommendations timely manner, as required. is pending OIG analysis, and one is not due yet. For the umbrella audit itself, M is
working on its next update to the OIG to be sent by the end of February 2024.
The Bureau of Overseas Buildings Operations, in
Inspection of the Bureau coordination with the Bureaus of European and o .
of Overseas Buildings Eurasian Affairs, Near Eastern Affairs, and Western Bureau of Th? Bureau of Overseas Bwlplmgs Operations (OBO.) has_ addressed all the .
S i<oh ffairs. should bri incinal offi swimming pool safety compliance issues referenced in this recommendation, with
129 Operations’ Office of ISP-I- 4/22/2021 Hef“'sp. ere A ars, should bring principal otricer Ov_ers_eas the exception of Quito. OBO expects to award the contract for the pool upgrade in
Safety, Health, and 21-21 residential swimming pools at Embassies Cairo, Buildings . ' )
. . . . . Quito by the end of December 2023 and complete the project by the end of
Environmental Madrid, and Quito, and Consulate General Hamilton Operations
. . : L December 2024.
Management into compliance with Department swimming pool
safety standards.
The Office of Policy, Planning, and Resources, in Office of
coordination with the Foreign Service Institute, Policy,
Review of the Public should develop and implement a training plan with Planning, and
: . ISP-I- short-, medium-, and long-term objectives that Resources for | The Office of Policy, Planning, and Resources, continues to develop a training
130 |Diplomacy Staffing 4/20/2021 . ? . -
o 21-24 address how to train public diplomacy officers and Public plan.
Initiative . - .
locally employed staff in core competencies based on | Diplomacy
new position descriptions for Public Diplomacy and Public
Staffing Initiative implementation. Affairs
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OIG recommends that the Assistant Secretary for the
Bureau of Near Eastern Affairs develop and execute
an action plan that dedicates appropriate resources to
implement Recommendations 1, 2, and 4 from OIG
report Audit of the Bureau of Near Eastern Affairs
Selection and Management of Contract Oversight
Personnel in Irag (AUD-MERO-19-10, November
2018). The plan should outline the steps and

Bureau/
Embassy

Status and Timeline

NEA completed a Contract Oversight Study, identifying the qualifications needed
for COR/ACOR/GTMs to perform oversight functions and will be implemented
once the clearance process is complete. Additionally, the Office of Management

Near Eastern Affairs AUD- resources necessary to determine the technical Bureau of |and Budget (OMB), Office of Federal Procurement of Policy, designated the
131 Selection and Management MERO- | 4/13/2021 |expertise in the contract subject matter for Near Eastern |Federal Acquisition Institute’s Cornerstone OnDemand (FAI CSOD) as the
. 21-24 Contracting Officer’s Representatives (COR) and Affairs certification and training system of record. The Department of State transferred its
of Contract Oversight . X . . e . . s
Personnel in Irag Government _Tec_hmcal Momtc_;rs (GTM), provide _ internal certlfleatlor_l and trackl_ng system for COR and COR-Ilk_e positions to FAI
those determinations and requirements to Contracting CSOD. NEA is actively working to achieve 100 percent compliance with Mission
Officers, and ensure only CORs and GTMs that meet Iraq’s Contract Management Office.
the requirements of the updated study are nominated.
The action plan should include milestones to ensure
efficient and timely implementation considering the
time that has elapsed since the recommendations
were made in November 2018.
The Bureau of Administration, Office of the Procurement Executive, Office of
Acquisition Policy (A/OPE/OAP) issued a new policy under Acquisition Alert
OIG recommends that the Bureau of Near Eastern (AA) 23-25, COR and GTM Nominations and Designations. Under this policy,
Compliance Follow-Up Affairs develop and implement a process that bureaus must nominate, end Contract.ing Officers must appoin't N
Audit of the Bureau of includes a secondary review of Contracting Officer’s CORs/ACORs/QTMs using the Service .N.o.w platfqrm. Only individuals who are
Near Eastern Affairs AUD- Representatlye a}nd Government Technleal MOI‘II'[O!’ Bureau of |FAC-COR certified in the Federal Acquisition Institute’s Cornerstone OnDemand
132 Selection and Management MERO- | 4/13/2021 |written nominations to ensure that technical expertise | Near Eastern |(FAI CSOD) system are eligible to serve as a COR/ACOR/GTM on Department of
21-24 in the contract subject matter is presented to the Affairs State contracts. Between the certification system and the nomination and

of Contract Oversight
Personnel in Iraq

Contracting Officer, as required by 14 Foreign
Affairs Handbook-2 H-143.2, “COR Appointment

Procedures.”

appointment process outlined in the policy, these steps serve as the secondary
review of qualifications for federal COR/ACOR/GTM nominations. NEA asked
the Contract Management Office at post to confirm compliance of all
COR/ACOR/GTMs. All COR/ACOR/GTMs are appointed in accordance with
AA 23-25.
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OIG recommends that the Bureau of Administration,
in coordination with the Fleet Management Council,
develop and implement a detailed vehicle program
plan that (a) contains clear, measurable goals and

Bureau/
Embassy

Status and Timeline

AJ/LM is reviewing independent audit recommendations to amend current policies,

State’s Unarmored AUD- LN . ! - Bureau of |practices, and procedures to more closely conform to industry norms and best
133 . 1/25/2021 |objectives; (b) establishes internal controls within all o . - . .
Overseas Motor Vehicle |SI-21-13 . , . Administration | practices where appropriate for overseas fleet operations. Estimated date of
facets of the motor vehicle program; and (c) defines s
Fleet X o completion: FY 2024 Q3.
areas of authority, roles, and responsibilities for
personnel responsible for carrying out the motor
vehicle program.
Audit of the Department of OIG recommends that the Bureau of Administration
134 State’s Unarmored AUD- 1/25/2021 update the Foreign Affairs Manual to require use of Bureau of | Closure of this recommendation is dependent on closure of OIG recommendation
Overseas Motor Vehicle |SI-21-13 the internal controls developed in response to Administration | 1 of the same audit.
Fleet Recommendation 1 in this OIG report.
OIG recommends that the Bureau of Administration
(a) conduct a staffing study of its Office of Logistics
. Management, Office of Program Management and AJ/LM is currently reviewing independent audit recommendations to amend for
Audit of the Department of l | e q . ible adontion of dati de b ind q di q
State’s Unarmored AUD- Policy, Overseas Fleet Division, to determine Bureau of | Possible option of recommendations made by an independent audit to amen
135 . 1/25/2021 |appropriate staffing levels, whether its staff have . . . |current policies, practices, and procedures to more closely conform to industry
Overseas Motor Vehicle |SI-21-13 L . Administration . . -
Eleet reqU|5|te'eret m'anagem_ept expertise, and wheth_er norms and best practices V\_/here appropriate for overseas fleet operations.
staff are in the right positions to perform the duties Estimated date of completion: FY 2024 Q3.
for which they are assigned; and (b) develop and
implement a plan to address the results of the study.
OIG recommends that the Bureau of Administration
Audit of the Department of perform an analysis to determine whether (a) posts A/LM has proposed a revision to 14 FAM 436.4 a., removing the “NOTE” at the
136 State’s Unarmored AUD- 1/25/2021 | € legally allowed to standardize locally purchased Bureau of  |bottom of the paragraph, which removes the restriction of posts not being allowed
Overseas Motor Vehicle |SI-21-13 foreign-made vehicles, (b) it would be cost-beneficial | Administration | to standardize their foreign vehicle fleet. Estimated date of completion: FY 2025
Fleet to allow such standardization, and (c) this type of Q1.
standardization should be allowed.
Audit of the Department of cimininration detrmines thet poats willbe allowed
137 State’s Unarmored AUD- 1/25/2021 | to standardize the acauisition ofpforei n-made Bureau of | Closure of this recommendation is dependent on closure of OIG recommendation
Overseas Motor Vehicle |SI-21-13 d g Administration | 10 of the same audit.

Fleet

vehicles (Recommendation 10), the Bureau of
Administration update the Foreign Affairs Manual
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(14 FAM 436.4) and Department of State Acquisition
Regulation (8§ 606.370) to formalize this policy.

Bureau/
Embassy

Status and Timeline

Audit of the Department of

OIG recommends that the Bureau of Administration,
in coordination with the Fleet Management Council,

AJLM is currently reviewing for possible adoption of recommendations made by

138 State’s Unarmored AUD- 1/25/2021 (a) conduct a study to determine effective mileage Bureau of |an independent audit to amend current policies, practices, and procedures to more
Overseas Motor Vehicle |SI-21-13 and utilization standards for the Department of Administration | closely conform to industry norms and best practices where appropriate for
Fleet State’s overseas fleet; and (b) develop and implement overseas fleet operations. Estimated date of completion: FY 2024 Q3.
a plan to address the results of the study.
OIG recommends that the Bureau of Administration,
in coordination with the Fleet Management Council,
develop and implement a methodology for posts to
Audit of the Department of use when (_:on5|der|ng '_[he disposal of an ungrmored
, motor vehicle and codify the methodology in the . . . ..
139 State’s Unarmored _ AUD- 1/25/2021 | Foreign Affairs Manual, The methodology should Bu_re_au of See Reqommenqlatlon 21 of same audit for the disposal dec!smn methodology and
Overseas Motor Vehicle |SI-21-13 - s Lo . Administration | further information needed to close out both Recommendations 20 and 21.
include a quantitative minimum for vehicle age, use,
Fleet .
and maintenance costs. The methodology should also
require posts to conduct and document a disposal
analysis to ensure the vehicle meets the necessary
criteria for disposal.
OIG recommends that the Bureau of Administration
complete the development of and implement detailed
. standard operating procedures to assist posts in
AUdIE of the Department of completing vehicle disposals and forms. These A/LM’s fleet management independent audit developed a procedure to assist posts
State’s Unarmored AUD- . . . Bureau of | - . e .
140 . 1/25/2021 |procedures should include guidance on conducting . - . |in evaluating vehicles for potential disposal or replacement. Estimated date of
Overseas Motor Vehicle |SI-21-13 L . ; Administration .
Eleet perlodlc _che_cks of disposal forms, qntgrmg completion: FY 2025 Q1.
information into the Integrated Logistics
Management System, and performing disposal
analyses (Recommendation 20).
Audit of the Department of OIG r_ecor.nmends_tha‘g the I?_:ureau of Diplomatic DS updated Emergency Response Vehicle (ERV) guidance in 14 FAM 430 and
, Security, in coordination with the Bureau of Bureau of . ) : :
141 State’s Unarmored - AUD- 1/25/2021 | Administration, (a) update any bureau-specific motor | Diplomatic transn;lltted 23 ?TATE 123466, both of which will be rewgwed andlupdated |
Overseas Motor Vehicle |SI-21-13 vehicle procedures in place to comply with the Security annually. DS also updated 12 FAM 460 and 12 FAH-7 guidance related to Loca

Fleet

Foreign Affairs Manual and Bureau of

Guard vehicles. DS anticipates that additional bureau-specific guidance for
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Administration guidance within 90 days of final
report issuance; and (b) establish a process to review
and update these procedures, as appropriate, at least
annually thereafter.

Bureau/
Embassy

Status and Timeline

vehicles assigned to bodyguard programs and surveillance detection programs will
be cleared and disseminated in Spring 2024.

Management Assistance
Report: Continued

The Bureau of Global Talent Management, in
coordination with the Under Secretary for
Management, the Bureaus of Diplomatic Security

The last compliance update was sent January 2024, which updated the OIG on
steps taken by the Under Secretary for Management, the Bureaus of Diplomatic
Security and Information Resource Management. IRM aims to establish an

Deficiencies in and Information Resource Management, and the Office of the |additional 20-25 IRM-owned positions, and IRM’s Strategic Workforce Planning
142 Performance of ISP-21- 12/11/2020 regional bureaus, should conduct an organizational Under team and GTM continue to code applicable cyber coding positions to expand
Information Systems 07 assessment of the information systems security Secretary for |expanding the Information Technology Cybersecurity Skills Incentive Agile
Security Officer officer program to determine the feasibility of Management |Program (SIP) IRM and DS are working to enhance and increase collaboration and
Responsibilities at creating full-time overseas positions and implement knowledge-sharing between the two bureaus. With respect to defining roles and
Overseas Posts the results of the assessment with an appropriate responsibilities on ISSO and Regional Cyber Security Officer (RCSO) roles, IRM
reporting structure for those positions. and DS continue work to better scope roles and responsibilities.
L) _Management } Diplomatic Security’s International Programs Directorate (DS/IP) assumes this
Assistance Report: The . . - d .. . .
. . OIG recommends that the Bureau of Diplomatic recommendation will be closed upon the hiring of a fifth Personal Services
Bureau of Diplomatic ) . . Bureau of . .
. . AUD- Security develop and execute a corrective action plan - . | Contractor (PSC) to support these reviews. DS continues to evaluate and assess all
143 | Security Did Not Always S1-21-03 12/3/2020 hat impl h dati £i Diplomatic dations by GAO and will mak iate risk-based decisi i
Conduct Post Security -21- that implements the recommendations of its Security recommendations by and will make appropriate risk-based decisions pending
. 2 evaluation (Recommendation 1). the availability of resources. DS/HTP requested closure of its portion of the
Program Reviews Within recommendation in the last response
Required Timeframes ponse.
OIG recommends that the Bureau of African Affairs
establish and implement memoranda of
Audit of the Department of understanding with the Office of Security
State Bureau of African AUD- Cooperation and other partners, as applicable, to Bureau of The Bureau of African Affairs (AF) led conversations on this recommendation
Affairs Monitoring and describe roles and responsibilities for coordinating, - with AFRICOM and DoD on the margins of the Strategy to Resources Working
144 L MERO- | 9/30/2020 . o African . . . . X
Coordination of the Trans- 20-42 executing, and monitoring Trans-Sahara AFfairs Group in October 2023. Based on those discussions, AF is drafting a MOU to be

Sahara Counterterrorism
Partnership Program

Counterterrorism Partnership (TSCTP) projects in the
countries where TSCTP is implemented, including
establishment of a structure for communicating and
coordinating in-country.

coordinated with AFRICOM.
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Embassy London, in coordination with the Bureaus
of the Comptroller and Global Financial Services,
Global Talent Management, and European and
Eurasian Affairs, should implement a plan to fund

Bureau/
Embassy

Embassy

Status and Timeline

Post continues to confer with the coordinating bureaus and is socializing a path

145 | London apd Cor_15t|tuent 20-12 8/10/2020 current liabilities and reduce future liabilities in the London forward. Post is seeking additional legal advice before proceeding.
Posts, United Kingdom . - -
locally employed staff defined benefit pension plan
in order to comply with local labor law and address
long-term funding concerns.
OIG recommends that the Under Secretary for
Management develop and publish specific guidance
e oreln s et 1o Iy uiance | O 17| T s complaceupato ws st nDecmbor 2023, o of i
146 1€ 5P FM-20- | 6/24/2020 9 . . recommendation is pending publication of a Foreign Affairs Manual update on
Needs Education needs, as it relates to the Special Needs Education Secretary for . .
33 - . medical clearances, expected to be published by February 2024.
Allowance Allowance. At a minimum, the guidance should Management
describe the process to obtain medical clearances for
children with special needs.
OIG recommends that the Bureau of Medical
Audit of Selected Internal Services develop and implement internal policies and The Bureau of Medical Services' Informatics office continues to work on the
Controls for the Special AUD- procedures to guide the effective use of eMED to Bureau of |development and implementation of a Medical Provider Portal, which will support
147 Needs Education P FM-20- | 6/24/2020 |document the Special Needs Education Allowance Medical the administration of SNEA cases. This interim solution is currently estimated to
Allowance 33 (SNEA) application status. The policies and Services launch in Spring of 2024. SNEA processes are intended to be integrated with the
procedures should ensure accurate, real-time data are IT program.
available to appropriate Department of State officials.
Embassy Dhaka, in coordination with the Bureau of Post and OBO approved the final de_slgn concept _for_the elevator cabs on
P . November 2, 2023. The current project timeline indicated manufacturing and
. Overseas Buildings Operations, should complete all - . Lo ) . .
Inspection of Embassy ISP-1- . - e Embassy  |fabrication will begin in mid-November 2023, and installation of elevator #1 will
148 6/12/2020 |elevator repairs needed to obtain a current certificate g . o
Dhaka, Bangladesh 20-17 - . Dhaka begin in February 2024. Elevator #1 is currently nonfunctioning. When the new
of use for each elevator, in accordance with b is installed and certified i 2024, th ill reol he cab i
Department standards cab is installed and certified in May 2024, the contractor will replace the cab in
' elevator #2. Estimated completion date for the entire project is August 2024.
Inspection of Embassy ISP-I- gTet)riZZ Eiri?c,iilr?ggo(())ggrr:it;?g V\s/;;[cr)]utlrc]iep?g\r/?g: o I?)L\I/r:i:%;sf The Bureau of Overseas Buildings Operations expects to award this project for a
149 Bern, Switzerland 20-21 5/11/2020 accommodations for consular applicants in Buildings ggggr%yécooﬁzgnngn? trgfisz%%faiﬂpgsigﬁoigﬁ:ra; mI]E: I:rr]ltwsented Interim
accordance with Department standards. Operations g PP '
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OIG recommends that the Global Engagement Center

Bureau/
Embassy

Status and Timeline

Recommendation 1 was to have Global Talent Management (GTM) complete an

Engagemen@ Center AUD- implement to the extent feasible the results of the Global organizational assessment of the Global Engagement Center (GEC) to determine
149 |Federal Assistance Award | MERO- | 4/22/2020 . : Engagement - . L X S
staffing needs assessment conducted in response to staffing needs. GTM estimates it will complete this review in January 2024. GEC
Management and 20-26 dati Center f d hi dati e | h :
Monitoring Recommendation 1. cannot move forward on this recommendation until GTM completes the review.
Embassy Canberra, in coordination with the Bureaus
Inspection of Embassy of Qv_erseas _Buﬂdmgs o_peratlons and East Asian and Post continues to work with a local broker to sell the properties. However, with no
. ISP-I- Pacific Affairs, should dispose of property numbers Embassy . X . ol
150 |Canberra and Constituent 20-07 2/18/2020 R48 and R49 at Kal I ; q b offers to date, post is also working with OBO to explore the feasibility of
Posts, Australia 0-0 - 8 an 9atKa gooriie Crescent in accordance Canberra renovating/refurbishing the properties to retain in the housing inventory.
’ with Department guidelines and put up to $896,849
to better use.
The Bureau of Overseas Buildings Operations is pursuing several options for the
The Bureau of Overseas Buildings Operations, in property, including _1) acquiring adjacent properties and comblnlr_lg them with the
.. ) . current property so it can be used more efficiently as a staff housing compound; or
coordination with Embassy N’Djamena and the Bureau of .
. . . 2) swapping the property for a parcel from the host government to construct a staff
Inspection of Embassy ISP-I- Bureau of African Affairs, should develop and Overseas .
151 g 11/7/2019 |. N . S housing compound. OBO has engaged the host government, but unfortunately,
N’Djamena, Chad 20-02 implement a strategy that prioritizes the disposal of Buildings hei ime has b 4D issioning of th
Embassy N’ Djamena’s excess real property, in order | Operations their response time has been protracted. Decommissioning of the property was
to put funds estimated at $7.1 million to bet'Eer Use completed in March 2020. Additionally, in June 2022, OBO selected a broker to
P ' ' market the property and assist with the disposal — if it is determined the that
aforementioned options are not feasible or in the Department's best interest.
Office of the
u.s.
Inspection of the U.S. __ N . Permanent | The Mission is actively working to re-organize the Shared Folder files and is about
L The U.S. Mission to the Organization of American - . , N . .
Mission to the ISP-I- . Representative | a third of the way through; the Mission is pushing to complete at least the file re-
152 o . 9/24/2019 | States should implement a records management SR .
Organization of American | 19-37 - : to the org by Dec 31, then move onto to electronic retirement and destruction of
program in accordance with Department standards. o A
States Organization |appropriate files, where necessary.
of American
States
Audit of Monitoring and OIG. recommends that the Office of U.'S' For_el_gn . F is making progress in updating 18 FAM 301.4, in collaboration with its
. AUD- Assistance Resources enforce evaluation policies by Office of ) ,
Evaluating Department of . . . . . counterpart Bureau of Budget and Planning (BP), to address OIG’s
153 State Foreign Assistance MERO- | 9/20/2019 |developing and implementing an oversight plan to Foreign recommendation 24. F has developed a timeline and a list of issues for the
g 19-39 verify that bureaus and offices that are administering Assistance ' P

in the Philippines

foreign assistance funding are implementing and

drafting and solicitation of feedback on 18 FAM 301.4 updates from internal
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adhering to the Foreign Aid Transparency and
Accountability Act of 2016, the Foreign Affairs
Manual (18 FAM 301.4), and the corresponding
Guidance for the Design, Monitoring and Evaluation
Policy at the Department of State, January 2018. This
plan should include, at a minimum, a requirement to
verify that definitions of “programs” and “large
programs” are consistent with the FAM and a
requirement to verify that Bureau Evaluation Plans
are developed and implemented in accordance with
existing guidance and by the established deadlines.

stakeholders. F estimates that the process of editing and clearing the FAM will
conclude in September 2024.

Embassy Nassau should review its unliquidated

The Bureau of Western Hemisphere Affairs recently requested OIG close this

154 Inspection of Embassy ISP-I 8/1/2019 |obligations in accordance with Department Embassy recommendation. Post has closed out their unliquidated obligations and sent a
Nassau, The Bahamas 19-19 Lo o Nassau .
guidelines and put up to $2.3 million to better use. cable this effect.
The B_uregu of _Overseas Buildings O_peratlons, n Bureau of | The Bureau of Overseas Buildings Operations and the contractor substantially
. coordination with Embassy Paramaribo, should g . L
Inspection of Embassy ISP-I- ! Overseas | completed the roof repairs in August 2023. However, there is one punch list item
155 . . 7/24/2019 |address the roof leaks in the new embassy compound P o - o . L
Paramaribo, Suriname 19-20 o - T Buildings | that requires installation of additional materials, which is expected to be completed
and mitigate the resulting health hazards within 180 .
days Operations | by the end of January 2024.
The Bureau of Overseas Buildings Operations, in Bureau of
. coordination with Embassy Port-au-Prince, should The Bureau of Overseas Buildings Operations (OBO) continues work on
Inspection of Embassy ISP-I- « - . Overseas . - A . .
156 . o, 6/17/2019 |connect the “Stecher-Roumain” housing compound -~ connecting the “Stecher-Roumain” housing compound to the local power grid,
Port-au-Prince, Haiti 19-18 . Buildings . . )
to the local power grid, and put funds of up to $3.03 . with an estimated completion date of July 2024.
- Operations
million over 5 years to better use.
Management Assistance OIG recommends that the Bureau of Overseas
Report: Modernizing Brl;'ggg;%sfgp:ﬁ;ﬁg;r(ll);grennrggs;gg?:try best Bureau of The Bureau of Overseas Buildings Operations completed configurations to Kahua
Processes to Maintain AUD- P - g g as OBO's electronic commissioning platform in October 2023 and is performing
S documentation, (2) develop an electronic Overseas . !
157 |Overseas Buildings MERO- | 6/13/2019 o . - user acceptance testing (UAT), the final software development stage. OBO plans
. commissioning platform, and (3) conduct a pilot Buildings S S . . .
Operations 19-31 ; . . to begin pilot testing in January 2024 prior to launching the Kahua electronic
program using the electronic platform that would Operations

Commissioning
Documentation Is Needed

allow commissioning tests to be created digitally and
test results saved to an online repository.

commissioning platform.
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OIG recommends that the Bureau of Near Eastern
Affairs (a) analyze all contracts for which it assigns
Contracting Officer’s Representatives and
Government Technical Monitors and determine the

Bureau/
Embassy

Status and Timeline

As the Contract Oversight Study goes through the clearance process, NEA

Near Eastern Affairs AUD- . L e Bureau of . . L . >
- appropriate level of Federal Acquisition Certification continues to refine the document and anticipates final clearance within the next
158 |Selection and Management | MERO- | 11/29/2018 . , ) Near Eastern . . L
. for Contracting Officer’s Representatives, the - quarter. Upon clearance, NEA will move forward with changes within the
of Contract Oversight 19-10 hnical . d oth lificati ired: Affairs
Personnel in Irag technical expertise, and other qualifications required; program.
(b) document the analysis and determinations; (c) and
provide the determinations to the Contracting
Officers assigned to those contracts.
OIG recommends that the Bureau of Near Eastern
Affairs compare Contracting Officer’s Representative
and Government Technical Monitor nominee
Audit of the Burequ of quallflc,atmns to the analy3|s. conducted for th‘e As the Contract Oversight Study goes through the clearance process, NEA
Near Eastern Affairs AUD- Bureau’s contracts as noted in Recommendation 1 Bureau of . . L. . o
- . . . continues to refine the document and anticipates final clearance within the next
159 |Selection and Management | MERO- | 11/29/2018 |and only nominate those with the necessary technical | Near Eastern ; . L
. - o . quarter. Upon clearance, NEA will move forward with changes within the
of Contract Oversight 19-10 expertise and level of Federal Acquisition Affairs roaram
Personnel in Iraq Certification for Contracting Officer’s program.
Representatives to oversee the contract and hold
contractors accountable for quality and cost
performance in accordance with contract terms.
OIG recommends that the Bureau of Near Eastern
Affairs discontinue the practice of nominating
Audit of the Bureau of Contracting Ofﬁcer_ S Repres_entatlves and _
. Government Technical Monitors who do not meet As the Contract Oversight Study goes through the clearance process, NEA
Near Eastern Affairs AUD- - e Bureau of - . L . .
- Level Il Federal Acquisition Certification for continues to refine the document and anticipates final clearance within the next
160 |Selection and Management | MERO- | 11/29/2018 . , . . Near Eastern . . A
. Contracting Officer’s Representatives and technical . quarter. Upon clearance, NEA will move forward with changes within the
of Contract Oversight 19-10 Affairs

Personnel in Iraq

expertise requirements for its contracts or obtain a
temporary waiver from the Bureau of Administration,
Office of the Procurement Executive, as required by
Procurement Information Bulletin No. 2012-15.

program.
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The Bureau of Consular Affairs, Office of Passport
Services, in conjunction with the Bureau of
Diplomatic Security, should develop centralized,
searchable databases to track and manage passport

The Bureau of Consular Affairs (CA) is accelerating efforts to improve technology
infrastructure, implement security controls, modernize legacy applications where
possible, and develop new products to help better address our mission goals. CA

Improper Passport ESP-19- revocation cases, as well as retentions of passports Bureau of is early in the requirements-gathering phase of what a new platform would look
161 : 10/31/2018 . . Consular ; ; . . ;
Seizures at Embassy 01 and other documents seized on suspicion of fraud - like and does not yet have a production schedule. CA is actively tracking the
, o . Affairs : :

Sana’a, Yemen when citizens apply for consular services, or under requirement for a central database for revoked passports and will evaluate whether
other circumstances, and to track confiscations of the need for either a new database or a solution built into existing functionality.
such documents if they are seized on grounds other CA is awaiting OIG’s review of the latest compliance update.
than retention authority.

Inspection of the Bureau The Bureau of Democracy, Human Rights, and B The Bureau of Democracy, Human Rights, and Labor, in coordination with the

. S : ureau of . . .
of Democracy, Human ISP-I- Labor, in coordination with the Bureau of Democrac Bureau of Administration, have a draft service-level agreement in clearance to
162 |Rights, and Labor’s 10/29/2018 | Administration, should finalize a service level acy, clarify the Bureau of Administration's responsibilities for grants support. A copy
) . 19-12 A o ., |Human Rights, . . . ;

Foreign Assistance agreement clarifying the Bureau of Administration’s and Labor of the final agreement will be shared with the OIG as soon as the agreement is

Program Management responsibilities for grants support. finalized.

On October 26, 2023, the Minister of the Interior accepted the conditions outlined

Audit of the Department of OIG recommends that Embassy Lima, Peru, develop in the Nationalization Letter of Agreement (LOA). Following this, the Minister of

, oepart! AUD- and implement a documented nationalization plan . |Interior forwarded the Nationalization LOA to the Minister of Foreign Affairs for
163 |State’s Administration of 9/25/2018 - ; . Embassy Lima . . L i

: e SI-18-59 with clear goals and attainable objectives for the the next stages of processing. The recent change in the GOP Minister of Foreign

its Aviation Program . . ; . . Sl . i
aviation program. Affairs may introduce a potential delay in the signing of the Nationalization

Agreement, however post will continue to monitor the situation closely.
The contracting officer and program office added cost control measures to the
. OIG recommends that the Bureau of Near Eastern ongoing worldwide support services soI|C|tat|on.W|th a scheduled award dat(_e of
Audit of Cost Controls A . X December 2023. Those measures include food inventory control coupled with
L . Affairs incorporate requirements for food services - : . ) -
Within the Baghdad Life AUD- : Bureau of | meal planning and production cycles that are consistent with anticipated and actual
. cost controls and a contractor cost control plan into . . - - L
164 |Support Services Contract | MERO- | 8/30/2018 . . Near Eastern |patron counts. Point of Sale is also incorporated into the solicitation to support
. the new worldwide support services contract and . . . . X
Food Services Task Order | 18-55 develon an acquisition blan that addresses their Affairs meal card swipes linked directly to daily food cost allowances per patron, per
SAQMMA14F0721 im Ierr?entati(?n and cor% rehensive oversight swipe. This methodology places more cost control responsibility on the contractor
P P ght. and less on the USG which will fund food costs to the contract based on actual
patrons served.

Audit of the Bureau of AUD- OIG recommends that the Bureau of Administration, Office of | The Office of the Procurement Executive, Office of Acquisition Policy, Strategic

165 |European and Eurasian CGI-18- | 8/13/2018 |Office of Logistics Management, Office of Acquisitions | Communication & Policy Division (A/OPE/OAP/SCPD) is working with Office of

Affairs Administration and 50 Acquisitions Management, develop and implement Management | Logistics Management, Logistics Systems Division (A/LM/PMP/SYS) to make
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procedures to verify that Contracting Officers are
monitoring Contracting Officer’s Representatives
files in accordance with Procurement Information
Bulletin No. 2014-10.

Bureau/
Embassy

Status and Timeline

updates to both Overseas and Domestic eFiling COR checklists to support
compliance. A/LM/PMP/SYS and A/OPE/OAP will develop a working group to
explore alternative methods to monitor compliance during Quarter 1, FY-24. This
working group will look at systematic and manual methods to develop the most
feasible solution moving forward. Once the solution has been determined, new
milestones and a path forward for completion will be identified and provided.

Audit of the Bureau of

OIG recommends that the Bureau of Administration,
Office of Logistics Management, Office of
Acquisitions Management, develop and implement

The Office of the Procurement Executive, Office of Acquisition Policy, Strategic
Communication & Policy Division (A/OPE/OAP/SCPD) is working with Office of
Logistics Management Logistics Systems Division (A/LM/PMP/SYS) to finalize
the design to incorporate the COR eFile checklist. After review and mark-up of
the checklist and system functionality, a new field, Quality Assurance Surveillance
Plan (QASP), will be added to the COR eFiling checklist for both Overseas and

Euro_pean an(_:i I_Euras_lan AUD- procedures to verify that Contracting Officers are Oﬂ'.C? .Of Domestic eFiling and will associate that new field to an existing file category
166 |Affairs Administration and | CGI-18- | 8/13/2018 . . . Acquisitions . .
; developing quality assurance surveillance plans for (Quality Assurance Records). CORs are prompted to respond whether specific
Oversight of Selected 50 I . o . Management . h i incl i that [i h il
Contracts and Grants all service contracts s_md monitoring Contractln_g rep.orts are required, and the QASP is inc gded in that list. The QAS.P Wi
Officers Representatives adherence to the quality be included as a part of the Contract Administration Documents section of the
assurance surveillance plans. contract eFile. Development and testing of these system updates began in
September 2023. The date of execution for this update will be dependent on the
software development release schedule in the next fiscal year. Once the changes
have been made, tested, and deployed, the final Acquisition Alert will be issued.
OIG recommends that the Bureau of Information
Resource Management develop and implement
guidance for change requests to require and include:
Audit of the Department of (2) minimum testing sta_ndards for change_ requests, Bureau of | IRM has established the new Technical Review Board process. This will require
, : (b) instructions that testing be performed in advance - Lo i A .
State’s Information AUD- . . Information |individual system owners and Department Information Security Systems Offices to
167 . . 9/27/2017 | of the change request being submitted and that the - . . ) i
Technology Configuration |1T-17-64 - : . Resource  |address the minimum testing requirements as required through the A&A Authority
testing documentation be submitted as part of the . .
Control Board . Management | To Test (ATT) or upgrades via Security Impact Assessments (SIA).
change request process, and (c) a clearly defined
technical review of the testing documentation that is
submitted to verify the documentation complies with
minimum standards.
168 Audit of the Department of | AUD- 9/27/2017 OIG recommends that the Bureau of Information Bureau of |IRM updated the IT Change Control Board (ITCCB) Standard Operating
State’s Information IT-17-64 Resource Management develop and implement Information |Procedures with updated Roles & Responsibilities. The training requirements
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Technology Configuration required, periodic, training for Information Resource | outlines training requirements for ITCCB participating members such as
Control Board Technology Configuration Control Board Management | management personnel, Bureau sponsors, technical reviewers, voters, and change
management and personnel, Bureau Sponsors, request submitters involved in the ITCCB process.
Technical Reviewers, Voters, and change request
submitters involved in the Information Technology
Configuration Control Board process.
The Bureau of Diplomatic Security, Office of
E . Personnel Security and Suitability should determine DS completed a preliminary analysis of the field investigative component of the
valuation of the - - Bureau of . . A ; . .
169 | Department of State’s ESP-17- 2/19/2017 the actual cost of the security clearanc_e w_ork it Dinlomatic security clearance process. DS_ is continuing to_complle assoc_la'_[ed estimates and
par] 02 erforms for other Government agencies in order to plom rojections for both direct and indirect costs to inform a wholistic cost effective
Security Clearance Process P . 9 . Security proj .
fully recoup its expended funds, in accordance with model for the overall security clearance process.
the Economy Act and Department policy.
Aspects of the Invoice The current contracts remain in place while the requirements for the new contracts
Revi OIG recommends that the Bureau of Near Eastern are being finalized. The draft of the Performance Requirements Summary (PRS)
eview Process Used by . . S . . . . .
the Bureau of Near Eastern AUD- Affairs, develop reliable, objeptlve, cl_ear, and Bureau of pro_w_dec_j prewo_usly is part of_the Mission Irag Support Services (MISS) _ _
170 Affairs to Support MERO- | 3/3/2017 meas:ura'ble performance metrics and include these Near Ea}stern solicitation, which Wll[ resultin a folloyv—on task qrder award under the Diplomatic
Contingency Operations in 17-33 metrics in all current and future Bureau of Near Affairs Platform Support Services Contract (DiPSS) multiple-award IDIQ. The Bureau of
Eastern Affairs Iraq contracts. Near Eastern Affairs anticipates the solicitation will be issued, and an estimated
Irag Need Improvement . -
award is now expected in the late fall of 2024.
OIG recommends that the Bureau of Near Eastern
Affairs conduct a study to determine the appropriate
numbers of trained, technically experienced, and
Audit of the Oversight of certified oversight personnel required to oversee the
Fuel Acquisition and AUD- Baghdad Life Support Services and Operations and Bureau of | The study conducted remains in clearance, however, results show that the number
171 |Related Services MERO- | 12/12/2016 |Maintenance Support Services contracts, to include Near Eastern |of personal service contract CORs/ACORs/GTMs serve for multiple years
Supporting Department of | 17-16 specific consideration of 2-year assignments, Affairs providing valuable continuity.
State Operations in Iraq required Federal Acquisition Certification for
Contracting Officer's Representatives certification
levels, and appointment of additional assistant
contracting officer’s representatives.
Audit of the Oversight of | AUD- OIG recommends that the Bureau of Near Eastern Bureau of | The study conducted remains in clearance, however, results demonstrate that
172 | Fuel Acquisition and MERO- | 12/12/2016 |Affairs use the results of the study from Near Eastern | personnel assigned to conduct oversight of the BLiSS and OMSS contracts have
Related Services 17-16 Recommendation 5 to nominate appropriate Affairs the requisite skills to do so. The individual assigned to this position is FAC-COR
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OIG Report

Title

Publicly
Released

Recommendation

Bureau/
Embassy

Status and Timeline

Supporting Department of
State Operations in Iraq

personnel so contracting officers with the Bureau of
Administration, Office of Logistics Management,
Office of Acquisitions Management, can assign
qualified oversight personnel for those contracts and
task orders.

Level Il certified, has more than 15 years of experience in the logistical supply
field, which complements the skill sets identified for this position.

OIG recommends that the Bureau of the Comptroller

Bureau of the

Audit of the Department of AUD- and Global Financial Services develop and Comptroller |The latest OIG compliance update is in the clearance process and should be sent to

173 State Travel Caf d Proaram CGI-16- | 9/27/2016 |implement split disbursement procedures as required | and Global |OIG the week of February 9th. CGFS will request that OIG close this

g 48 by the Office of Management and Budget for all Financial |recommendation when the split disbursement process has been implemented.
Department-issued travel card holders. Services
IRM is updating the Capitol Planning Investment and Control (CPIC) Guide to
. provide guidance to individual Bureaus on IT Product selection. IRM is
udit of the Department o . ureau o establishing a streamline roduct Approval process to enable
Attt Dapetof |, B e e | ursavor stablsing a s I Pt Agprova :

174 State Process to Select and EM-16- | 3/23/2016 | volicies and rogce dures to ove?see and F(;nforce Information |system/functional stakeholders to review existing IT products to avoid duplication
Approve Information 31 Ee uirementspfor bureaus and offices to avoid Resource |as a part of their Analysis of Alternatives before requesting for a new IT Product to
Technology Investments duq licative IT investments Management |be approved. Based on the implementation and codification of the above

P ' processes, IRM will request closure of this recommendation to the OIG in the near
future.
OIG recommends that the Bureau of Information The Bureau of Information Resource Management (IRM) provided the last
Resource Management, in coordination with the compliance update to OIG in October 2023. IRM is in the process of updating the
Audit of the Department of AUD- Bureau of Budget and Planning, develop and Bureau of | Capitol Planning Investment Control guide which requires bureaus and offices to
175 State Process to Select and EM-16- | 3/23/2016 implement a process to verify that all bureau and Information |submit source documents to support the information entered in iMatrix.
Approve Information 31 office IT investment managers and budget analysts Resource | Additionally, IRM provided OIG with the SharePoint site that contains the
Technology Investments complete the respective training courses related to IT | Management |Managers Checklist to show required updates for source documentation training.
capital planning and reporting that are provided Based on the implementation and outlined the above processes, IRM will request
annually. closure of this recommendation to the OIG.
0IG recommends that the Bureau of Information IRM maintains a checklist of required quarterly updates of IT investment
Audit of the Department of Resource Management, in coordination with the Bureau of !nformat!on in !Matr!x. I.RM also r(_)utlnely assesses the completeness of .
AUD- . . information in iMatrix using analytical methods. These accuracy checks include,
State Process to Select and Bureau of Budget and Planning, develop and Information o ; - . .

176 X FM-16- | 3/23/2016 |. . but are not limited to, a review of IT expenditures in comparison to reported
Approve Information 31 implement a process to validate the completeness of Resource budaets. IRM routinely meets with bureaus to discuss the completeness and
Technology Investments the data in iMatrix. At a minimum, this process Management gets. y P

should include an analysis of IT expenditures in the

accuracy of information in iMatrix. This process is codified in the Department's
updated CPIC Guide. Based on the implementation and codification of the above
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OIG Report

Title

Publicly
Released

Recommendation

financial management system to ensure expenditures
are reported in iMatrix, as needed.

Bureau/
Embassy

Status and Timeline

processes, IRM will request closure of this recommendation to the OIG in the near
future.

OIG recommends that the Bureau of Information
Resource Management, in coordination with the

IRM maintains a checklist of required quarterly updates of IT investment
information in iMatrix. IRM also routinely assesses the validity of information in
iMatrix using analytical methods. These accuracy checks include, but are not

Audit of the Department of AUD- Bureau of Budget and Planning, develop and Bureau Pf limited to, a review of IT expenditures in comparison to reported budgets. IRM

State Process to Select and . X Information . - .

177 X FM-16- | 3/23/2016 |implement a process to validate the accuracy of data routinely meets with bureaus to discuss the completeness and accuracy of

Approve Information . o Thi 1dincl loi Resource inf Lo . hi X ified in th .

Technology Investments 31 in |Matr|x._T is cou d include deve oping aqd Management in grmatlon in iMatrix. This process is c_odl _|ed in the Departments update_d CPIC
implementing analytical procedures to identify Guide and referenced on IRM's SharePoint site. Based on the implementation and
anomalies in iMatrix data. codification of the above processes, IRM will request closure of this

recommendation to the OIG in the near future.
OIG recommends that the Bureau of Information IRM maintains a mandatory checklist for required information to be submitted in
Resource Management develop and implement a iMatrix. The checklist outlines requirements for source documentation. IRM
Audit of the Department of AUD- process to verify that bureaus and offices are Bureau of |validates source documentation exists for IT investments as part of the Capital
178 State Process to Select and EM-16- | 3/23/2016 submitting source documents to support the Information |Planning and Investment Control (CPIC) CIO IT Evaluations (CITE). This
Approve Information 31 information entered into iMatrix in accordance with Resource | process is codified in the Department's updated CPIC Guide and referenced on
Technology Investments the policy developed that requires bureaus and Management |IRM's SharePoint site. Based on the implementation and codification of the above

offices to submit source documents that support the
information entered into iMatrix.

processes, IRM will request closure of this recommendation to the OIG in the near
future.

70




U.S. Agency for International Development

Status of Open Government Accountability (GAO) Recommendations

Fiscal Year 2025

71



GAO Report Title

Micro, Small, and
Medium-Sized Enterprise
Development:

GAO
Report
Number

Publicly
Released

Recommendation

Recommendation 1. The USAID Administrator
should direct the Private Sector Engagement Hub
or other appropriate

entity to establish a method to identify the total

Bureau

Status and Timeline

Revised final action target date 1/30/24. The 2022 MSME Results Report
sent to GAO was not able to include data consistent with the

USAID Needs to Develop S@O-Zl- 3/20/2021 | funding subject to the WEEE Act's requirements DDI/E3 recommendations; therefore, GAO would like to wait to see the final revisions
a Targeting Process and in order to develop a process that provides to the 219 ADS and 2024's report to see the finalized processes before GAO
Improve the Reliability of reasonable assurance of compliance with the can close the recommendations.
Its Monitoring Act's requirements for targeting assistance to the
very poor and women.
Micro, Small, and Recommendation 2. The USAID Administrator
Medlum—SlzeFi Enterprise should direct the_ Private Sector Engagement Hub Target date 9/30/24. Upon publication of the completed ADS 219, USAID
De\fllgplr\ln enc';. Devel GAO-21- 12012021 or c_)ther apprqgrlgti . d quid DDI/E will submit a closure request. ADS chapters take between 6-9 months to clear.
US Needs to Develop 269 3/20/20 entity to provide Information and guidance to 3 Our goal is to publish the chapter on the worldwide MSME day on June 27,
a Targeting Process and bureaus and missions on their roles in meeting 2024, Therefore, we expect closure by 9/30/24
Improve the Reliability of the agency's targeting ' ' '
Its Monitoring requirement regarding the very poor.
Recommendation 3. The USAID Administrator
should direct the Private Sector Engagement Hub
Micro, Small, and or other appropriate
Medlum-Slze_d Enterprise entity to establish a definition for enterprlseg Target date 9/30/24. Upon publication of the completed ADS 219, USAID
Development. GAO-21- owned, managed, and controlled by women in will submit a closure request. ADS chapters take between 6-9 months to clear
USAID Needs to Develop 269 3/20/2021 |order to develop a process DDI/E3 our oal i : : . :
. - . goal is to publish the chapter on the worldwide MSME day on June 27,
a Targeting Process and that provides reasonable assurance of compliance 2024. Therefore, we expect closure by 9/30/24
Improve the Reliability of with the WEEE Act's requirements for targeting ' '
Its Monitoring assistance to small
and medium-sized enterprises owned, managed,
and controlled by women
Micro. Small and Recomm_endation 4: The USAID Administrator o
Mediu,m-Size’d Enterpri should direct the_ Private Sector Engagement Hub Tgrget de}te 9/30/24. Upon publication of the completed ADS 219, USAID
prise
Development: GAO-21- 3202021 | °" (_)ther approprlate S DDI/E3 will submit argument closgre requegts. ADS chapters take betwee;n 6-9
269 entity to disaggregate MSME data to distinguish months to clear. Our goal is to publish the chapter on the worldwide MSME

USAID Needs to Develop
a Targeting Process and

among micro, small, and medium-sized
enterprises in order to develop a process that

day on June 27, 2024. Therefore, we expect closure by 9/30/24.
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GAO Report Title

Improve the Reliability of
Its Monitoring

GAO
Report
Number

Publicly
Released

Recommendation

provides reasonable assurance of compliance
with the WEEE Act's requirements for targeting
assistance to small and medium-sized enterprises
owned, managed, and controlled by women.

Bureau

Status and Timeline

Micro, Small, and
Medium-Sized Enterprise
Development:

Recommendation 5. The USAID Administrator
should direct the Private Sector Engagement Hub
or other appropriate

Revised final action target date 1/30/24. The 2022 MSME Results Report
sent to GAO was not able to include data consistent with the

USAID Needs to Develop gégo'ﬂ' 3/20/2021 |entity to develop a methodology to ensure that it DDI/E3 recommendations; therefore, GAO would like to wait to see the final revisions
a Targeting Process and collects data from all relevant missions and to the 219 ADS and 2024's report to see the finalized processes before GAO
Improve the Reliability of bureaus with micro, small and medium-sized can close the recs.
Its Monitoring enterprise assistance.
Micro, Small, and Recommendation 6. The USAID Administrator
Medium-Sized Enterprise should direct the Private Sector Engagement Hub Revised final action target date 1/30/24. The 2022 MSME Results Report
Development: GAO-21- or other appropriate sent to GAO was not able to include data consistent with the
USAID Needs to Develop 269 3/20/2021 |entity to take steps to ensure the reliability of the DDI/E3 recommendations; therefore, GAO would like to wait to see the final revisions
a Targeting Process and micro, small, and medium-sized enterprise to the 219 ADS and 2024's report to see the finalized processes before GAO
Improve the Reliability of assistance data reported to can close the recs.
Its Monitoring Congress.
Information and Recommendation 5. The_Administrator of the . . . .
Communications GAO-21- U.S. Agency for International ngelopfnent Revised final action target date 3/15/24. The Offlce_ of General .
Technology: Federal 164SL.J-4 (USAI_D) should take the following actions: Counsel (GC) has requested that the Management, Chief Information
Agencies Need to Take (Public | 7/20/2020 |Establish a process to conduct an ICRM review CIO Office (M/CIO) make revisions and updates to the standard operating

. version of a potential supplier prior to awarding a procedure (SOP). M/CIO will require an additional period of time to
Urgent Act|_on tq Manage 21-171) contract or issuing an order to work with GC on discussing the needed changes to the SOP.
Supply Chain Risks . .

that supplier for ICT products and services.
g‘;(r)r:mﬁtnlic::gt?ggs GAO-21- 5e§ozmendat|on 6. The Administrator of the Revised final action target date 3/15/24. The Office of General
164SU-5 -S. Agency for International D_evelopr_nent Counsel (GC) has requested that the Management, Chief Information
Technology: Federal - (USAID) should take the following actions: - guestea g ’ .
Agencies Need to Take (Pupllc 7/20/2020 Develop ICT SCRM requirements for inclusion CIo Office (M/CI10) make revisions and.updates tp_the stand_ard operating
Urgent Action to M version ; tracts that are tailored to the t £ proceduye (SOP). M/CIO_ will require an additional period of time to
rgent ACtion 1o Vianage 1 51 171y In contracts that are tailored to the type o work with GC on discussing the needed changes to the SOP.

Supply Chain Risks

contract and business needs.
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GAO

GAO Report Title Report gubllcly Recommendation Bureau Status and Timeline
eleased
Number
Global Food Security: Recommendation 1. The Administrator of USAID submitted this closure request to GAO on 7/6/23. GAO normally
Improved Monitoring USAID, in consultation with FTF partner takes between 2-3 months to review supporting documentation and
9 Framework Needed to GAO-21- 8/31/2021 agencies, should establish quantifiable and RES officially close-out a recommendation or request additional documentation

Assess and Report on Feed | 548 measurable performance goals for the initiative prior to closure approval; therefore, USAID is following up with GAO on
the Future to assess progress toward FTF's strategic the status of this recommendation since it remains open as of 1/5/24.
Performance objectives and overarching goal.

Recommendation 2. The Administrator of

USAID, in consultation with FTF partner
Global Food Security: agencies, should (1) evaluate and revise, as USAID submitted the closure to GAO on 6/1/23. GAO normally takes
Improved Monitoring necessary, which indicators should be required as between 2-3 months to review supporting documentation and officially

10 Framework Needed to GAO-21- 8/31/2021 applicable as performance indicators across the RES close-out a recommendation or request additional documentation prior to

Assess and Report on Feed | 548 initiative to include only those that are used for closure approval; therefore, USAID is following up with GAO on the
the Future FTF-wide performance monitoring; and (2) status of this recommendation since it remains open as of 1/5/24.
Performance clearly and specifically explain the linkage of

those FTF-wide indicators to the initiative's

performance goals and strategic objectives.
Global Food Security: Recommendation 3. The Administrator of . .
Improved Monitorir?g/] USAID, in consultation with FTF partner USAID submitted this closure request to GAO on 7/6/23. GAO normally

takes between 2-3 months to review supporting documentation and

Framework Needed to GAO-21- agencies, should establish FTF-wide targets for

11 Assess and Report on Feed | 548 8/31/2021 FTE-wide RFS officially close-out a recommendation or request additional documentation
the Fut P f indicat ired licabl prior to closure approval; therefore, USAID is following up with GAO on
€ uture pertormance Indicalors required as applicable the status of this recommendation since it remains open as of 1/5/24.
Performance across the initiative

Recommendation 4. The Administrator of
o USAID should describe in the Progress Snapshot
Improved Monitoring .
and Strategy Implementation reports how
Framework Needed to GAO-21- : . .
12 8/31/2021 |performance data included in those reports align RFS
Assess and Report on Feed | 548 .
with and can be used to assess progress toward

Global Food Security:
New revised final action target date 12/1/24. Due to the timing of the
Progress Snapshot and Implementation Report Delivery, commentary on
these new goals will not be published until the next iterations of these

t lish ing the last ter of FY24.
the Future FTE's performance reports are published during the last quarter o
Performance
goals and strategy.
Global Food Security: GAO-21- Recommendation 5. The Administrator of USAID submitted the closure request to GAO on 12/6/23 for action. GAO
13 Improved Monitoring 8/31/2021 |USAID should, in the Progress Snapshot and RFS normally takes between 2-3 months to review supporting documentation and
548 . . . X - .

Framework Needed to Strategy Implementation reports, (1) include officially close-out a recommendation or request additional documentation
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GAO Report Title Report FUBIE Recommendation Bureau Status and Timeline
Released
Number
Assess and Report on Feed performance targets for all performance prior to closure approval; therefore, USAID will follow up on the status of
the Future indicators included in the reports so these data this recommendation in March 2024.
Performance can be used to meaningfully
demonstrate progress or performance gaps, and
(2) discuss planned actions for unmet
performance targets.
Global Food Security: Recommendation 6. The Administrator of . .
Improved Monitoring USAID should clearly state in the Progress USAID submitted the closure request to G_AO on 12/6_/23 for action. QAO
. normally takes between 2-3 months to review supporting documentation and
Framework Needed to GAO-21- Snapshot and Strategy Implementation reports S X .. .
14 8/31/2021 RFS officially close-out a recommendation or request additional documentation
Assess and Report on Feed | 548 the . . ;
T . - prior to closure approval; therefore, USAID will follow up on the status of
the Future limitations of FTF impact indicator data, such as . L
. this recommendation in March 2024.
Performance data on poverty and stunting.
Recommendation 1. The Administrator of the
Better Internal Guidance S g New final action target date changed to 1/30/2024. The original target
) considering excess personal property .
15 and More Action from GAO-22- 6/28/2022 |incorporates, at a minimum, relevant roles and MS date was 4/1/2023 but had to have several extension dates due to
GSA are Needed to Help [ 104626 Y Lo programming, additional constraints and modernization of the existing
X C responsibilities, when it is practicable to check
Agencies Maximize Use of . system.
E for and obtain excess property, and how to
XCess o
evaluate the suitability of excess property for
meeting agency needs.
Recommendation 1. The Administrator of
Global Food Security: USAID should ensure that the country USAID submitted this closure request to GAO on 9/19/23. GAO normally
Coordination of U.S. GAO-22- coordinator at the U.S. mission in each GFSS takes between 2-3 months to review supporting documentation and
16 Assistance Can Be‘ ' 104612 6/1/2022  |target country takes steps to ensure that all Security officially close-out a recommendation or request additional documentation
| q relevant U.S. agencies are included in the prior to closure approval; therefore, USAID is following up with GAO on
mprove planning and coordination of food security the status of this recommendation since it remains open as of 1/5/24.
assistance.
Global Food Security: Recommendation 2. The Administrator of ;ﬁg'?gﬁgg‘fg m:;sn?rlgst%r?efigt\j\?Sstug)pgﬁi\nogo dnogfj ﬁé i%ét%ﬁ(;nréormally
17 Zggig;?]igoga?‘f; S f(ﬁlglgz 6/1/2022 :f,iélfsséhfnutﬁfgﬂt m{[gheg::kflrifha;tlrﬂsgr?;iI:m Security officially close-out a recommendation or request additional documentation
| q h h dgd i i; ; that each ' prior to closure approval; therefore, USAID is following up with GAO on
mprove such as a shared database, to ensure that eac the status of this recommendation since it remains open as of 1/5/24.
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Recommendation Bureau Status and Timeline
Released

GAO Report Title Report
Number

agency has ready access to information about the
other agencies' current and planned U.S. global
food security assistance

U.S. Agency for International Development

Status of Open Office of Inspector General (O1G) Recommendations
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OIG Report Title

OIG
Report
number

Publicly
Released

Recommendation

Bureau

Status and Timeline

Financial Audit of
USAID Resources
Managed by Farmers

We recommend that USAID/Malawi
determine the allowability of $52,108 in

USAID/Malawi has been working with the recipient FUM on recovering
$31,581 in sustained unsupported questioned costs. Delays occurred in
collection. To date, Farmers Union of Malawi (FUM) reimbursed $23,691
to USAID/Malawi.

Agriculture, Livestock
and Cooperatives
Department, Grant 391
DOA GZDCADP 001
001, July 1, 2020, to

and 4.4.1 on pages 23-30 of the
audit report and recover any
amount that is unallowable.

Union of Malawi Under | 4-612-22- 9/20/2022 questioned costs ($19,485 ineligible, BUREAU FOR
1 Cooperative Agreement | 096-R-1 $32,623 unsupported) on pages 24 and |AFRICA Collection of the remaining $7,890 ($31,581 less $23,691) in sustained

72061219CA00004, 29 of the audit report and recover any unsupported questioned costs.

December 1, 2019, to amount that is unallowable.

September 30, 2021 The target collection date is January 31, 2024.

Financial Audit of

Managed by SANRU We reconmend that_ - - |

ASBL in the USAID/Demo_cratlc Republlc_o_f the This audit has been S|gr_1|f|cantly Qelayed. Ther_1, the Implementing _

Democratic Republic of | 4-660-23- Congo d(_ate_rmlpe_ the aIIow_ablllty of BUREAU EOR Partner (SA_NRU) provided additional supporting documents to validate
2 the Congo Under 008-R-1 10/24/2022 | $69,786 in ineligible questlont_ed costs AFRICA a reduct-lo_n in the un_allowa_ble costs.

Cooperative Agreement on pages 13 and 14 of the auqn report 1. R'emalnm.g corrective action - Repayment of the unallowed cost.

72066020CA00003, 3?12623\?5162 any amount that is 2. Final Action Target Date extended to 3/31/2024.

October 1, 2020, to '

September 30, 2021

Financial Audit of the

Gomal Zam Dam

Command Area We recommend that USAID/Pakistan

Development Project in determine the allowability of

Pakistan Managed by $2,337,335 in questioned costs

the Government of 5-391-22- 9/7/2022 (ineligible) as detailed in Findings BUREAU FOR A revised management decision which was accepted by the RIG in Nov
3 Khyber Pakhtunkhwa 023-R-1 41.2,4.2.3,4.3.1,4.3.2,4.3.3, ASIA 2023. The Final Action Target date is Jan 31, 2024.
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OIG Report Title

OIG
Report
number

Publicly
Released

Recommendation

Bureau

Status and Timeline

June 30, 2021

Financial Audit of
USAID Resources
Managed by Brams
d.o.o. for the USAID

USAID/Bosnia and Herzegovina's
agreement officer determine the

"Under the revised management decision, acknowledged by USAID OIG
Middle East and Eastern Europe on Dec 03, 2020, USAID/Bosnia and
Herzegovina signed an Installment Payment Agreement with Brams
specifying the sustained amount of $202,000 and the repayment period of
36 months, with the first installment starting December 1, 2020. The final

Data Quality

sources, are provided to the
appropriate USAID officials, and
include controls for oversight of the
process.

Alliance for 8-168- | ojpapp01 | @llowability of $272,885in BUREAUFOR |~ ‘tion target date is December 1, 2023. In 2023 BRAMS started
4 Agribusiness 20-012- questioned costs ($241 ineligible and EUROPE AND Lo fi ial difficulti q hed / .
Development R-1 9 $272,644 unsupported) on pages 10 EURASIA experiencing some financial difficu tle_s and approached USAID/Bosnia
Grant A reer,nent AID- and 1 4 of the audit report and recover and Herzegovina with a request to revise the Installment Payment
168-G-1g-00001 Ma anv amount that is ungllowable Agreement, by reducing monthly installments and extending the final due
18 2015. to Decémbeyr y ' date for a year. USAID/Bosnia and Herzegovina is currently reviewing
31’ 2015’ the request. As of September 28,2023, the remaining corrective amount
' is USD 106,000. The estimated final action date is December 15, 2024."
We recommend that USAID’s Bureau
PEPFAR in Africa: for Global Health develop detailed
USAID Can Take 4-936- guidance to ensure that Missions BUREAU FOR
5 Additional Steps to 22-002- 9/14/2022 document compliance with Agency GLOBAL CR Sent to dOI.G Approva!lic)/ 28/ 2.023' T? C:fte' OIG h?]s not cIoge;d ;[he q
Improve Controls Over | P-2 requirements on how to respond when | HEALTH recommendation, APC will continue to follow up with OIG until closed.
Data Quality PEPFAR interagency DQASs are not
performed, or reports are not received.
We recommend that USAID’s
Bureau for Global Health develop
e e o
USAID Can Take 4-936- implementing partners at mission’s BUREAU FOR CR Sent to OIG Approval 9/28/2023. To date, OIG has not closed the
6 Additional Steps to 22-002- 9/14/2022 cropss-referengcg databases to other GLOBAL recommendation, APC will continue to follow up with OIG until closed.
Improve Controls Over | P-3 HEALTH
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OIG Report Title

Weaknesses in
Oversight of USAID’s

OIG
Report
number

Publicly
Released

Recommendation

Determine the allowability of

Bureau

Status and Timeline

Syria Response Pointto | 8-000- $11,601,969 in questioned costs BUREAU FOR The Action Office is in the process of preparing a revised management

the Need for Enhanced 21-001- 3/4/2021 ($11,595,045 ineligible and $6,924 HUMANITARIAN | decision. Expected revised management decision to be completed by

Management of Fraud P-4 unsupported) and recover funds, as ASSISTANCE December 10, 2023

Risks in appropriate.

Humanitarian Assistance

Closeout Audit of the

Project "Operation of

the Anti-Human

Trafficking Halfway

Houses, and Mobilizing

and Building Capacity

of Multi-Stakeholders in

Philippine Southern

Backdoors and Other USAID/Philippines determine the

:_?g{‘ptg;f((jpggf_r_wk'”g 534358 - ng;’(‘;%tr’i';'tg Zﬂ‘isﬁgﬁ\e’grégits of BUREAU FOR (\j{epqor appealed, Treasury active collec;iqn wads in |0r_09ress|,I also the

Project),” ad $1,412,114 ($271,58L ineligibleand | MANAGEMENT ivision (WFS) resource canstraint. Debt is under active collection
R-1 process at Treasury. Estimated revised final action date is 12/31/2024.

USAID/Philippines'
Cooperative Agreement
No.
492-A-00-05-00024-00,
Managed by the Visayan
Forum Foundation, Inc.
(VFFI), for the Period
from September 30,
2005, to December 31,
2011

$1,140,533 unsupported) detailed on
pages 2 of this memorandum.
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OIG Report Title

Closeout Audit of the
Project

"Operation of the Anti-
Human Trafficking
Halfway Houses, and
Mobilizing and Building
Capacity of Multi-
Stakeholders in
Philippine Southern
Backdoors and Other

OIG
Report
number

Publicly
Released

Recommendation

USAID/Philippines determine the
allowability and recover, as
appropriate, questioned cost-sharing

Bureau

Status and Timeline

Identified Trafficking 5-492- contributions of BUREAU EOR Vendor appealed, Treasury active collection was in progress, also the
9 Hotpots (PORT 13-028- 7/18/2013 $671,298 (unsupported) and a MANAGEMENT division (WFS) resource constraint. Debt is under active collection
Project),"” R-2 shortfall in cost-sharing contributions process at Treasury. Estimated revised final action date is 12/31/2024.
USAID/Philippines' of $38,468 (ineligible) detailed in
Cooperative Agreement Finding No. 2 on pages 8 of the
No. report.
492-A-00-05-00024-00,
Managed by the
Visayan Forum
Foundation, Inc. (VFFI),
for the Period from
September 30, 2005, to
December 31, 2011
Report on Financial
Closeout Audit of
USAID Resources . .
Managed by the Rural gestg:r?i/ntim ?g;ig?;&gﬁzgz Vendor appealed, Treasury active collection was in progress, also the
Justice Center Field 3-521- . i . division (WFS) resource constraint. Debt is deemed uncollectible due to
L - $148,754 in questioned costs incurred BUREAU FOR - - . . .
10 Office in Haiti Under 13-001- 9/16/2013 for consultants and collect an MANAGEMENT bankruptcy. Debtor is no longer in business. USAID is preparing to
Grant Agreement No. N-1 y write-off debt. Estimated revised final action date is 12/31/2024.

S21-G-00-09-00028-00
From

June 9, 2009, to August
9, 2010

disallowed amounts from the Rural
Justice Center.
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OIG Report Title

Report on Financial
Closeout Audit of
USAID Resources
Managed by the Rural

OIG

Report
number

Publicly
Released

Recommendation

USAID/Haiti agreement officer

Bureau

Status and Timeline

Vendor appealed, Treasury active collection was in progress, also the

Justice Center Field 3-521- determine the allowability of $161,315 BUREAU FOR division (WFS) resource constraint. Debt is deemed uncollectible due to
11 Office in Haiti Under 13-001- 9/16/2013 in questioned unsupported costs and MANAGEMENT bankruptcy. Debtor is no longer in business. USAID is preparing to

Grant Agreement No. N-2 collect any disallowed amounts from write-off debt. Estimated revised final action date is 12/31/2024.

S21-G-00-09-00028-00 the Rural Justice Center.

From

June 9, 2009, to August

9, 2010

Report on Financial

Closeout Audit of

I\U/Isa's‘;;?g;oﬁ]rgﬁural USAID/Haiti agreement officer _ _ _

. . determine the allowability of $40,000 Vendor appealed, Treasury active collection was in progress, also the

Justice Center Field 3-521- - - . g . ) ;

Office in Haiti Under 13-001- | 9/16/2013 in qgestloned costs mcurrgd for legal BUREAU FOR division (WFS) resource constraint. ngt is deemed qncollect!ble due to
12 Grant A N N-3 services and collect any disallowed MANAGEMENT bankruptcy. Debtor is no longer in business. USAID is preparing to

Szri?G_o%r_e;g' 88028?60 i amounts from the Rural Justice write-off debt. Estimated revised final action date is 12/31/2024.

Erom Center.

June 9, 2009, to August

9, 2010

Report on Financial

Closeout Audit of

USAID Resources

mggggege?%etrhsigléral 3.591- (ljJeStQL?iﬁ g‘i'ﬁé z?lrg\?vggmt;f;cgrzs 007 \/_epo!or appealed, Treasury activ_e collectipn was in progress, glso the

Office in Haiti Under 13-001- | 9/16/2013 in ineliible questioned costs and1 BUREAU FOR division (WFS) resource constraint. ngt is deemed Lfncollect!ble due to
13 gible g MANAGEMENT bankruptcy. Debtor is no longer in business. USAID is preparing to

Grant Agreement No. N-4 collect any disallowed amounts from

S21-G-00-09-00028-00
From

June 9, 2009, to August
9, 2010

the Rural Justice Center.

write-off debt. Estimated revised final action date is 12/31/2024.
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OIG
Report
number

Publicly

Released Status and Timeline

OIG Report Title

Recommendation Bureau

Report on Financial
Closeout Audit of
USAID Resources
Managed by the Rural

USAID/Haiti agreement officer

Vendor appealed, Treasury active collection was in progress, also the

Justice Center Field 3-521- determine the allowability of $10,978 BUREAU FOR division (WFS) resource constraint. Debt is deemed uncollectible due to
14 8ff|cte A|\n Haiti Utn;iller EB;_)OOl- 9/16/2013 in Illn6|tlglb|edquelft|0n(ejd COSts ?n? MANAGEMENT bankruptcy. Debtor is no longer in business. USAID is preparing to

SZrTG-O%r—eOe;—q 88028%0 i fr?e eRcurgrl]?]/usltsiie %V;ﬁte?.moun s from write-off debt. Estimated revised final action date is 12/31/2024.

From

June 9, 2009, to August

9, 2010

Report on Financial

Closeout Audit of

USAID Resources

mggigege%'etrhsiggral 3.591- geStQLE)i/n ?i'ﬁ; aa?lrg\?vr:g”itt;fg;cfge \/_er_m!or appealed, Treasury activ_e coIIectio_n was in progress, a_Iso the
15 Office in Haiti Under 13-001- | 9/16/2013 $93.555 in questioned actual cost over BUREAU FOR division (WFS) resource constraint. D_ebt is deemed _uncollec'glble due to

Grant Agreement No N-6 by d;;et and collect any disallowed MANAGEMENT bar_1kruptcy. Debtor_ is no Iong_er in !ousmes_s. USAIP is preparing to

$21- G-00-09-00028-60 amounts from the Rural Justice Center write-off debt. Estimated revised final action date is 12/31/2024.

From

June 9, 2009, to August

9, 2010

Report on Financial

Closeout Audit of

USAID Resources USAID/Haiti agreement officer

msgzgege?]){etrhgizgral 3.591- gigrznglln?ntgﬁjsl:ﬁjvr\::gIcl:lé)sltgfir:I::Erre q \/_er_w!or appealed, Treasury activ_e coIIectipn was in progress, glso the

Office in Haiti Under 13-001- | 9/16/2013 for grant funds received in excess of BUREAU FOR division (WFS) resource constra!nt. Dt?bt is deemed qncollect!ble due to
16 Grant Agreement No N-7 costs reported and collect any MANAGEMENT bankruptcy. Debtor is no longer in business. USAID is preparing to

S21-G-00-09-00028-00
From

June 9, 2009, to August
9, 2010

disallowed amounts from the Rural
Justice Center.

write-off debt. Estimated revised final action date is 12/31/2024.
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OIG Report Title

Southern Africa
Enterprise Development

OIG
Report
number

Publicly
Released

Recommendation

USAID/Southern Africa determine
the allowability of $1,109,459 in

Bureau

Status and Timeline

Vendor appealed; Treasury active collection effort was in progress. There
was also a resource constraint with the WFS Division. Debt is deemed

Fund, OMB Circular A- 3-000- questloned_costs for excess BUREAU FOR uncollectible due to bankruptcy. Debtor is no longer in business. Write off

17 133 Audit Report for 14-001- | 12/4/2013 compensation and_collect, as MANAGEMENT process in Phoenix and the status is pending approval. Estimated revised
X E-1 appropriate, any disallowed amounts : : ;
Fiscal Year Ended pprop , any . . final action date is 12/31/2024.
September 30, 2012 from the Southern Africa Enterprise
’ Development Fund.

Southern Africa USAID/Southern Africa's mission Vendor appealed; Treasury active collection effort was in progress. There

Enterprise Development 3-000- director determines the reasonableness was also a resource constraint with the WFS Division. Debt is deemed

Fund, OMB Circular A- 14-001- | 12/4/2013 of $1.3 million in management fees BUREAU FOR uncollectible due to bankruptcy. Debtor is no longer in business. Write off
18 133 Audit Report for E3 SAEDF paid ICP and collects any MANAGEMENT process in Phoenix and the status is pending approval. Estimated revised

Fiscal Year Ended amount determined to be final action date is 12/31/2024.

September 30, 2012 unreasonable.

Closeout Audit of

USAID Resources

Managed by Hope

Worldwide Nigeria

g:Is\iAs/'[\Q:] '(\:2 ;Jnrlidg:raizefor USAI D/_I\_Iigeria determine Fhe _ _ _

Children Orphaned and 7-620- allowability of $5,_672,236 in \/_er_w!or appealed, Treasury actlv_e collection was in progress, also the

at Risk (ACCORD) 15-001- | 9/23/2015 unsupported questioned costs (page 6 BUREAU FOR d|V|5|pn (WFS) resource constraint. _
19 Project (Agreement N-1 of the audit report) and recover from MANAGEMENT Debt is currently under review with the Department of Justice (DOJ) for

Number
AID-620-A-00-08-
00111) for the

Period March 13, 2008,
to

October 11, 2013

Hope Worldwide Nigeria the amount
determined to be unallowable.

further action. Estimated revised final action date is 12/31/2024.
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OIG | pyplicly

Recommendation Bureau Status and Timeline
Released

OIG Report Title Report
number

Closeout Audit of
USAID Resources
Managed by Hope
Worldwide Nigeria
(HWWN) Under the
assistance and Care for
Children Orphaned and 7-620-
20 at Risk (ACCORD) 15-001- | 9/23/2015
Project (Agreement N-2
Number
AID-620-A-00-08-
00111) for the

Period March 13, 2008,
to

October 11, 2013
Closeout Audit of
USAID Resources
Managed by Hope
Worldwide Nigeria
(HWWN) Under the
assistance and Care for
Children Orphaned and 7-620-
21 at Risk (ACCORD) 15-001- | 9/23/2015

Project (Agreement N-6 Worldwide Nigeria the amount

Number determined to be unallowable
AID-620-A-00-08- ' Estimated revised final action date is 12/31/2024.

00111) for the

Period March 13, 2008,
to

October 11, 2013

USAID/Nigeria determine the
allowability of $399,198 in ineligible
questioned costs (page 6 of the audit BUREAU FOR
report) and recover from Hope MANAGEMENT
Worldwide Nigeria the amount
determined to be unallowable.

Vendor appealed, Treasury active collection was in progress, also the
division (WFS) resource constraint. Debt is currently under review with
the Department of Justice (DOJ) for further action.

Estimated revised final action date is 12/31/2024.

Vendor appealed, Treasury active collection was in progress, also the

USAID/Nigeria verify that Hope division (WFS) resource constraint.

Worldwide Nigeria liquidate the
advances identified on page 4 of the BUREAU FOR

report and recover from Hope MANAGEMENT Debt is currently under review with the Department of Justice (DOJ) for

further action.

85



OIG Report Title

Agency Contracted
Audit of USAID
Resources Managed by
Agribusiness in
Sustainable Natural
African Plant Product

OIG
Report
number

Publicly
Released

Recommendation

USAID/Zambia determine the
allowability of the $702,685 in
questioned costs ($6,731 ineligible and

Bureau

Status and Timeline

Vendor appealed; Treasury active collection effort was in progress.
There was also a resource constraint with the WFS Division. Debt has

4-611- $695,954 unsupported) identified on . ; X :

” (ASNAPP) Under 16-003- | 1/26/2016 page 17 of Deloitte & Touche's audit BUREAU FOR been written off. Collection actions are terminated.

Cooperative MANAGEMENT

Agreement No. N-1 report ar_1d recover fro_m the

AlID-611-A-12-00003 for ﬁlgrrilcbaunsg]lzsrft 'Srggiatl?ﬁgrm'\éztﬁéal Estimated revised final action date is 12/31/2024.

Iti’heeriod February 8, 2012 determined to be unallowable.

Through September 30,

2013

Report on Audit of Cost

Incurred by DPW

Training & Associates, M/OAA/RM/LEMO determine the Vendor appealed; Treasury active collection effort was in progress. There

LLC. Under Contract allowability of the $2,658,301.45 in was also a resource constraint with the WFS Division. Debt is deemed

Numbers 3-000- unsupported questioned costs and the BUREAU FOR uncollectible due to bankruptcy. Debtor is no longer in business. USAID
23 RLA-C-00-10-00007- 16-006- | 3/11/2016 $150,668.35 in ineligible questioned MANAGEMENT is preparing to write-off debt.

00 and AID-OAA-C- N-1 costs and collect any amounts

10-00125 for the
Period January 1, 2011,
Through September 30,
2014

determined to be unallowable from the
DPW Training & Associates, LLC.

Estimated revised final action date is 12/31/2024.
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OIG Report Title

Closeout Financial
Audit of the
USAID/Pakistan's
Agribusiness Project

OIG
Report
number

Publicly
Released

Recommendation

USAID/Pakistan determine the
allowability of ineligible questioned
costs of $192,423 discussed on page 2

Bureau

Status and Timeline

Vendor appealed, Treasury active collection was in progress, also the

Maqageq by the G-391- of the memorandum and identified on BUREAU FOR division (WFS) resource constraint. Debt is under active collection
24 'él?r::jblibnrizsmiﬁpon é?_-l023- 5/11/2017 pages 13 and 14 of the audit report and | MANAGEMENT process at Treasury.
AID-391-A-12-00001, ?etalled on pages 15-17 and recover Estimated revised final action date is 12/31/2024.
July rom the recipient any amounts
1,2014, to February 9, determined to be unallowable.
2016
Audit of USAID
Resources Managed by USAID/Zambia determine the
Women and Law in allowability of the $69,856 in Vendor appealed, Treasury active collection was in progress, also the
Southern Africa 4-611 ineligible questioned costs identified divisi pp ; ury ) bt has b prog ff
Educational Trust in e on page 17 of KPMG's audit report BUREAU FOR vision (WFS.) resource constraint. Debt has been written off.
. 17-124- | 7/18/2017 . Collection actions are terminated.
25 Zambia Under R-1 and recover from Women and Law in MANAGEMENT
Qggg;ﬂiﬁttﬁilg@é;f i ir%%tgr?{:dpe{;miEg;(igt;)%nal Trustthe Estimated revised final action date is 12/31/2024.
Year Ended December unallowable.
31, 2015
M/OAA/CAS/CAM determine the
allowability of the $3,054,996 in
Audit of USAID questioned costs ($2,856,719 ineligible
Resources Managed and $198,277 unsupported) identified Vendor appealed, Treasury active collection was in progress, also the
by African on pages I-21 and 11-1 of Gelman, division (WFS) resource constraint.
Development 4-000- Rosenburg& Freedman's audit report BUREAU FOR
26 | Solutions in Kenya 17-132- | 7/26/2017 and the difference between the indirect | MANAGEMEN Debt is under active collection with USAID. Payment plan agreement is
Under Multiple R-1 cost rate charges and the approved rate | T in place with the debtor.

Agreements, January
1 to December 31,
2014

of 14.41 percent for agreements
AID-OFDA-G-13-00165,
AID-OFDA-G-13-00145, and
AID-623-A-12-00026 on pages 1-6 to I-
7

Estimated revised final action date is 12/31/2024.
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OIG Report Title

OIG
Report
number

Publicly
Released

Recommendation

Bureau

Status and Timeline

and recover from the African
Development Solutions the amounts
determined to be unallowable.

Audit of USAID
Resources Managed
by African

DCHAVJ/FFP determine the allowability
of the $101,902 in unsupported
questioned costs identified on page I-
21 of Gelman, Rosenburg &
Freedman's audit report and the

Vendor appealed, Treasury active collection was in progress, also the

Cooperative Agreement
AlID-611-A-12-00003,
October

1, 2013, to September 30,
2014

Sustainable Natural African Plant
Product the amounts determined to be
unallowable.

Development 4-000- difference between the indirect cost BUREAU FOR division (WFS) resource constraint. Debt is under active collection with
27 Solutions in Kenya 17-132- | 7/126/2017 rate charges and the approved rate of MANAGEMENT USAID. Payment plan agreement is in place with the debtor.
Under Multiple R-2 14.41 percent for agreement
Agreements, January AID-FFP-G-14-00001 on pages I-6 to Estimated revised final action date is 12/31/2024.
1 to December 31, I-7
2014 and recover from the African
Development Solutions the amounts
determined to be unallowable.
Audit of USAID
Resources USAID/Zambia determine the
Managed by allowability of the $8,522 in questioned
éugs,rtlzfiﬁt?ﬁesls\l Iarlural costs ($3,275 ineligible and $5,247 Vendor appealed; Treasury active collection effort was in progress.
African Plant Product in 4-611- unsupported) identified on pages 14 to BUREAU FOR There was also a resource constraint with the WFS Division. Debt has
28 . 17-164- | 9/20/2017 15 of Deloitte & Touche's audit report been written off. Collection actions are terminated.
Zambia Under R-1 L MANAGEMENT
and recover from Agribusiness in

Estimated revised final action date is 12/31/2024.
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OIG Report Title

OIG
Report
number

Publicly
Released

Recommendation

Bureau

Status and Timeline

29 S:sd(;fj?(fegi/lﬁhgge d by USAID/_Z_ambia determine th_e
Agribusiness in allow_ablllty of the $156,5_00 in
Sustai questioned costs ($1,697 ineligible ) . . .

ustainable Natural d $154,803 unsupported) identified Vendor appealed; Treasury active collection effort was in progress.

African Plant Product in | 4-611- an ’ PP . There was also a resource constraint with the WFS Division. Debt has
Zambia Under 17-165- | 9/20/2017 on pages 14 qnd 17 of Deloitte & BUREAU FOR been written off. Collection actions are terminated
Cooperative Agreement | R-1 Touche's audit report and recover MANAGEMENT ' '
AID-611-A-12-00003, from Agribusiness in Sustainable Estimated revised final action date is 12/31/2024.
October Natural African _Plant Product the
1, 2014, to September 30, 3rr?ac::10nvtvsag<|e;ermmed to be
2015 '

30 Closeout Audit of
I\Uﬂiﬁ;&?gources USAI D/_Z_ambia determine th_e
Agribusiness in allowability of the_$463,327 in _ _ _
Sustainable Natural ynsupported questioned costs Vendor appealed; Treasury actlve_colle_ctlon effort was in progress.
African Plant Product in 4-611- |dent_|f|ed on pages 14 to 15 of BUREAU EOR There was also a resource constraint with th(_a WES Division. Debt has
Zambia Under 17-166- | 9/20/2017 Deloitte & Touchg's a_udlt report and MANAGEMENT been written off. Collection actions are terminated.
Cooperative Agreement R-1 recov_erfrom Agnbusmgss in _ _ _ _ _
AID-611-A-12-00003 Sustainable Natural African .Plant Estimated revised final action date is 12/31/2024.
October ' Product the amounts determined to be
1, 2015, to February 5, unallowable.
2016

31 USAID's Office of Acquisition and
Audit of Incurred Costs Assistance, Cost, Audit and Support Part Treasury active collection was in progress, and also to certain extent
for AMEX 3-000- determine the allowability of the division (WFS) was facing resource constraints, which further delayed
International, Inc. for 18-003-1- | 10/30/2017 | $3:169,020 in unsupported direct BUREAU FOR the research and closure process. Debt is under active collection process
the Fiscal Years Ended 1 questioned costs and collect any MANAGEMENT at Treasury.

December 31, 2008,
Through 2010

disallowed amounts from AMEX
International, Inc. (see pages 2, and 11
through 15 of the report).

Estimated revised final action date is 12/31/2024.
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OIG Report Title

Agency-Contracted

OIG
Report
number

Publicly
Released

Recommendation

Bureau

Status and Timeline

32 .
ﬁ]léﬂlrtrg; tgg?;l?;] USAI D_/Kenya and Ea_st_ Africa
USAID Resources determine thg aIIowaplllty of the
Managed by African $17,468,497 in questioned costs Vendor appealed; Treasury active collection effort was in progress. There
Development Solutions | 4-623- (815,730,500 ineligible and was also a resource constraint with WFS Division. Debtor has spoken
in Kenya Under 18-001- | 11/28/2017 $1,737,997 unsupported) identified on | BUREAU FOR with upper management and put a hold on the Treasury.
Agreement N-1 pages 10, 11_, 20, and 21 of Ernst & MANAGEMENT ) _ ) _ _
AID-623-A-12-00026 Young's audit report and recover from Estimated revised final action date is 12/31/2024.
August ’ the African Devglopment Solutions the
14 2012 to December amounts determined to be
31: ’ unallowable.
2015
33 | Agency-Contracted
Audit of Locally
:5' glﬂ Ingigztjr::r;s USAID_/Kenya and Ea'st. Africa
Managed by African determine the allowability of \{end_or appealed, Treasury activ_e collection was in progress, also the
Development Solutions 4-623- $4,43.7,040 in unsupported division (WFS) resource constraint. Debtor has spoken with upper
in Kenya Under 18-001- | 11/28/2017 questloneq costs based upon Ernst & BUREAU FOR management and put a hold on the Treasury.
Agreement N-4 Young's disclaimer o_f opinion and MANAGEMENT _ _ _ _ _
AID-623-A-12-00026 recover from the Af:ncan Estimated revised final action date is 12/31/2024.
August ’ Development Solutions any amounts

14, 2012, to December
31,
2015

determined to be unallowable.
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OIG Report Title

OIG

Report
number

Publicly
Released

Recommendation

Bureau

Status and Timeline

34 | Closeout Audit of Costs
Incurred by Chemonics We recommend that USAID's Office
to Pur_sge a Peaceful of ,(;A_cqm(sjlgon and A_ss_lsfrance, Cost Vendor appealed; Treasury active collection effort was in progress.
E:fﬁ:@ﬂéoaﬁ dswble | 3000 '(;lie:ﬁnairr:e thlgpgl(l)glv[;l[;ﬂistl)(;r(])  the BUREAU FOR There was also a resource constraint with the WFS Division. Debt has
. -008- . : been written off. Collection actions are terminated.
Syria, Under Award EB 4008 2/20/2018 $5,588,215 in questioned costs MANAGEMENT
AID-OAA-TO-13-00003, identified as unsupported and recover . . . . .
January from Chemonics any amounts Estimated revised final action date is 12/31/2024.
7, 2013, to October 6, determined to be unallowable.
2016
35 Audit of USAID
Resources Managed by
Women and Law in
?zzlsjég?(r:ﬂ ,::glca USAID/Zambia determine the Vendor appealed, Treasury active collection was in progress, also the
Educational Trust in 4-611- allowability of $51,870 in questioned BUREAU FOR division (WFS) resource constraint. Debt has been written off.
- 18-080- | 4/16/2018 costs ($46,706 ineligible, $5,164 Collection actions are terminated.
Zambia Under MANAGEMENT
Agreement R-1 unsuppprted) on pages 13 and 15 of -  revised final action date is 12/31/2024
AID-611-A-13-00002, the audit report. stimated revised final action date is .
January 1,
2016, to December 31,
2016
% Cl Fi ial
oseout Financia . .
Audit of USAID USAID/_Z_lmbabwe determlne the_ Vendor appealed, Treasury active collection was in progress, also the
allowability of $648,515 in questioned L ) . ! .
Resources Managed by 4-613- o division (WFS) resource constraint. Debt is currently under review with
[REDACTED] Under 19-004- | 12/18/2018 costs ($277,171 ineligible, $371,344 BUREAU FOR the Department of Justice (DOJ) for further action
. unsupported) identified on page 15 to MANAGEMENT '
Multiple Agreements, N-1

October 1, 2012,
to June 26, 2018

18 of the audit report and recover any
amount that is unallowable.

Estimated revised final action date is 12/31/2024.
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OIG Report Title

OIG
Report
number

Publicly
Released

Recommendation

Bureau

Status and Timeline

37 Closeout Financial
Audit of USAID
Resources Managed by USAID/Zimbabwe determine the Vendor appealed, Treasury active collection was in progress, also the
[REDACTED] in 4-613- allowability of $358,240 in ineligible BUREAU EOR division (WFS) resource constraint. Debt is currently under review with
Zimbabwe Under 19-006- | 12/19/2018 questioned costs on pages 11, 13, and MANAGEMENT the Department of Justice (DOJ) for further action.
Agreement N-1 15 of the audit report and recover any
AID-613-A-12-00009, amount that is unallowable. Estimated revised final action date is 12/31/2024.
January 1,
2013, to June 26, 2018
38 ilo;gom;tgisrﬁ?gal vend led. T i llecti . 50 th
udit o . . endor appealed, Treasury active collection was in progress, also the
Resources Managed by ;ﬁ)’t‘\:ﬁ)ﬁgg?ggg 4dgge(;ni1nmi(ra1etngible division (WFS) resource constraint.
[REDACTED] in 4-613- . o Debt is currently under review with the Department of Justice (DOJ) for
Zimbabwe Under 19-006- | 12/19/2018 questioned COSts pertaining to accrued BUREAU FOR further action.
Agreement N-4 leave an_d termination bene_:flts and take [ MANAGEMENT
AID-613-A-12-00009, appropt ;ﬂ:ﬁgﬁ?}gﬁ&iﬂ:ﬁ?g any Estimated revised final action date is 12/31/2024.
January 1,
2013, to June 26, 2018
39 Financial Closeout Audit
K; aﬂi'gA\eldDbse'?gr?zrgﬁ?a USAID/Tanzania determine the
. . allowability of $243,662 in Vendor appealed, Treasury active collection was in progress, also the
Council for Social . T R .
Development in Tanzania 4-621- questioned costs ($7,415 ineligible BUREAU FOR d|V|S|9n (WFS) resource constraint.
Under Grant Agreement 19-044- | 2/12/2019 and $236,247 unsupported) on pages MANAGEMENT Debt is under active collection process at Treasury.
R-1 11, 14, and 17 of the audit report and

AID-621-G-14-00005,
July 1,

2015, to December 9,
2017

recover any amount that is
unallowable.

Estimated revised final action date is 12/31/2024.
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OIG Report Title

OIG
Report
number

Publicly
Released

Recommendation

Bureau

Status and Timeline

40 Fund Accountability
'Sb‘tjé?m;néﬁi;?::;ut USAID/North Macedonia determine
: the allowability and collect as Vendor appealed, Treasury active collection was in progress, also the
Startup Center Bitola, . R . . :
Business Without 8-165- appropriate, o d|V|S|o_n (WFS) resource constraint. Relisted as an active debtor,
. $211,456 ($4,323 ineligible, and BUREAU FOR collection efforts will resume.
Borders Project in 19-008- | 3/24/2019 1 G
Macedonia, Cooperative | N-1 $207,133 unsupported), unliquidated MANAGEMENT _ _ _ _ _
' advances, and any excess cash, as Estimated revised final action date is 12/31/2024.
Agreement o
detailed in pages 23-28 and the
AID-165-A-00-11-00104, transmittal letter of BDO's report
December 28, 2010, to port.
November 7, 2014
41 | Fund Accountability
Statement Closeout
ACIEoF Business Vendor appealed, Treasury active collection was in progress, also the
Startup Center Bitola, USAID/North Macedonia’s determine division (F\)/EIFS) résource c)gnstraint Relisted as an :fcti\?e dei)tor
Business Without 8-165- the allowability and collect as . X ' '
. . BUREAU FOR collection efforts will resume.
Borders Project in 19-008- 3/24/2019 appropriate, the shortfall amount of MANAGEMENT
Macedonia, Cooperative | N-2 $30,516, as detailed in page 11 of

Agreement
AID-165-A-00-11-00104,
December 28, 2010, to
November 7, 2014

BDO's report.

Estimated revised final action date is 12/31/2024.
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OIG Report Title

Financial Audit of the
Costs Incurred by Echo

OIG
Report
number

Publicly
Released

Recommendation

Determine the allowability of $518,700
in questioned costs ($27,047 ineligible

Bureau

Status and Timeline

Vendor appealed, Treasury active collection was in progress, also the

West Under Multiple 5-391- and BUREAU EOR division (WFS) resource constraint. Debt has been relisted to the treasury.
42 | Task Orders in 19-001- | 4/26/2019 $491,653 unsupported) identified on MANAGEMENT

Pakistan, February 27, N-1 page 25, and further detailed on pages Estimated revised final action date is 12/31/2024.

2015, to 26-27 of the audit report and recover

March 2, 2016 any amount that is unallowable.

Financial Audit of

USAID Resourcgs . OAA/CAS/CAM determine the Vendor appealed, Treasury active collection was in progress, also the

Managed by Christian o ) A ) . ) .

L . 4-615- allowability of $193 in unsupported division (WFS) resource constraint. Debt is under active collection

Aid in Multiple 19-121- | 8/7/2019 uestioned costs on pages 19 and 21 of BUREAU FOR rocess at Treasur
43 | Countries Under questior Pag MANAGEMENT | P y:

Multiple Awards, April R-3 the a_udlt report and recover any amount .  revised final action date is 12/31/

1, 2017, to March that is unallowable. Estimated revised final action date is 12/31/2024.

31,2018

Financial Audit of

:\JASAlD cl?gsoxrfcgs M/OAA/CAS/CAM determine the Vendor appealed, Treasury active collection was in progress, also the

Dj\?;%;me%t Scr)ll(lﬁinons 4-000- allowability of $2,516,933 in ineligible BUREAU FOR division (WFS) resource constraint. Debt is under active collection with
44 in Multiple Countries 19-129- | 9/26/2019 questioned costs on page 19 of the a}udlt MANAGEMENT USAID. Payment plan agreement is in place with the debtor.

R-1 report and recover any amount that is

Under Multiple Awards,
January 1, 2015, to
December 31, 2016

unallowable.

Estimated revised final action date is 12/31/2024.
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OIG

OIG Report Title Report g:lt;g:gj Recommendation Bureau Status and Timeline
number

Financial Closeout

Audit of USAID

ile?ic():l;?eDse'\\//leallgggr’ﬁSn?y USAID_/Kenya and Ea:st_ Africa Vendor appealed; Treasury active_colle_ction effort was _ir] progress.

Solutions in Kenya 4-623- determine the z_alloyvqblllty of _ BUREAU EOR There was also a resource constraint with the WFS Division. Debt is
45 Under Agreement 19-016- | 9/27/2019 $1,089,453 in ineligible qugstloned MANAGEMENT under active collection process at Treasury.

AID-623-A-12-00026 N-1 costs on page 17 of the audit report and _ o _ _

January 1, ' recover any amount that is unallowable. Estimated revised final action date is 12/31/2024.

2016, to February 28,

2017

Performance Audit USAID’s Office of Acquisition and

Report on the Adequacy 3-000- Assistance, Cost, Audit and Support FATD updated. Contractor remains delinquent. Continuing to work

of Integra Government 20-003-1- | 11/26/2019 Division verify that Integra BUREAU FOR with GC and upper management on resolving the issues. Contractor is
46 Services International’s 1 Government Services International, MANAGEMENT also delinquent on incurred cost submissions for fiscal years 2019,2020,

Accounting System LLC corrects Finding No. 1, detailed on 2021. Final action target date is 12/31/2024.

Administration pages 7 through 9 of the audit report.

Financial Closeout

Audit of USAID

oo Wenaged by .

Limited in Zambia 4-611- aIIow_ablllty of $1,192,504_|n N V_er_1d_or appealed, Treasury active collection was in progress, also the

Under Cooperative 20-004- | 1/30/2020 questioned costs ($14,127 ineligible, BUREAU FOR division (WFS) resource constraint.
4| Aareemment N $1,178,377 unsupported) on pages 13 | MANAGEMENT

A?D-Gll— A-14-00001 and 16 of the audit report and recover Debt is under active collection process at Treasury. Estimated revised

January 1, ' any amount that is unallowable. final action date is 12/31/2024.

2018, to January 31,

2019

Financial Closeout USAID/Zambia determine the

Audit of USAID 4-611- allowability of $1,063,630 in Vendor appealed, Treasury active collection was in progress, also the

Resources Managed by 20-004- | 1/30/2020 questioned cost sharing costs BUREAU FOR division (WFS) resource constraint.
48 Biocarbon Partners N-2 contributions ($40,346 ineligible, MANAGEMENT

Limited in Zambia $1,023,284 unsupported) on page 69 of Debt is under active collection process at Treasury.

Under Cooperative the audit report and recover any amount

95




OIG Report Title

Agreement
AID-611-A-14-00001,
January 1,

2018, to January 31,
2019

OIG
Report
number

Publicly
Released

Recommendation

that is unallowable.

Bureau

Status and Timeline

Estimated revised final action date is 12/31/2024

USAID Needs to
Improve Policy and

USAID's Chief Information Officer
Conduct a risk-assessment for Agency
staff using personal devices to access
the external cloud system and
determine what actions Agency

M/CIO requested an extension until January 31, 2024, because it is
adding two new components (Netskope/CASB and BYOD Policy) to

A-000- o . Cloud Access Security Broker that was not included in the initial
49 Processes to Better 20-006- | 6/19/2020 officials need to take to mitigate any BUREAU FOR management decision. Adding these new components require additional
Protect Information p-3 identified risks. This includes updating | MANAGEMENT time to complete
Accessed on Personal relevant policies to reflect the PIEte.
Devices acceptable use of personal devices . . .
consistently as deemed appropriate by Final action target date is 1/31/2024.
management and providing training to
staff on those new policies.
Closeout Audit of Aman
Institute for Vocational
Training's Management
of the Karachi Youth USAID/Pakistan: Determine the Vendor appealed, Treasury_actl\{e collection effo'rt'was in progress. There
Workforce . . . was also a resource constraint with the WFS Division.
Lo 5-391- allowability of $41,525 in questioned
50 Development Project in 20-053- | 6/23/2020 costs (ineligible) on pages 11 and 12 BUREAU FOR
Zagl;;s;ﬁe,ncgooperatlve R-1 of the audit report and recover any MANAGEMENT Debt is under active collection process at Treasury.
AID-391-A-15-00005, amount that is unallowable. Estimated revised final action date is 12/31/2024,
July 1,

2018, to September 30,
2019
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OIG

OIG Report Title Report FLisllel; Recommendation Bureau Status and Timeline
Released
number
USAID’s Chief Information Officer
USAID Generally should collaborate with the Office of . . . .
Implemented an Effective Human Capital and Talent Management M/CIO requesteql an extension _unt|l January 2024 to obtain t_he required
. : A-000- . clearances and give sufficient time to the stakeholders to review the
Information Security 91-004- 1/7/2021 to document and implement a process BUREAU FOR closure package
51 Program for Fiscal Year C-2 to verify that separated employees, MANAGEMENT package.
2020 in Support of accounts are disabled in a timely Final acti is 1/31/2024
FISMA manner in accordance with Agency Inal action target date is 1/31/2024.
policy.
Audit Report on Integra We recommend that
Government Services USAID/Management/Office of h L . dh fused id i i
Internationals Proposed 3-000 Acquisition and Assistance/Cost, Audit ;I' € recu?[lfr:]t IS g!}f.ejpotf.‘]ft“’; _ar; als re lisel to plzow eanyin _(()jrmatlon
Amounts on Unsettled heod and Support Division verify that Integra | BUREAU FOR 0 correct the audit 1dentitied Internat controt weakness, or provide
52 . . 21-004- | 1/19/2021 . . required incurred cost submissions, for FY 2019-2022. Continuing to
Flexibly Priced USAID Government Services International, MANAGEMENT . . ; . :
. D-2 . work with GC and/or other offices for remedies/resolutions. The final
Agreements for the Fiscal LLC corrects the 10 instances of : -
X . . action target date is 2/1/24.
Years Ended December material noncompliance detailed on
31, 2016, and 2017 page 4 of the audit report.
Award Planning and . . .
: Revise policy to clarify the role and the . . .
Oversight Weaknesses vIse poticy ify Agency policy update in comment period. Expect an update to be
9-000- extent of involvement of the . !
Impeded Performance of 21-004- | 3/25/2021 contracting officer on a project design BUREAU FOR issued in Feb. 2024.
>3 USAIDs Largest Global P-1 team to eng']sure com Iianl?:e {Nith theg MANAGEMENT
Health Supply Chain © comp . Final action target date is 3/31/2024.
. Federal Acquisition Regulation.
Project
Award Planning and . .
! Develop and implement guidance . . .
Oversight Weaknesses - S . Agency policy update in comment period. Expect an update to be
9-000- outlining the minimum supporting . .
Impeded Performance of 91-004- | 3/25/2021 documentation reauired for ke BUREAU FOR issued in Feb. 2024.
> USAIDs Largest Global p-2 decisions influen(?in the desi ):1 of an MANAGEMENT
Health Supply Chain award g g Final action target date is 3/31/2024.
Project '
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OIG Report Title

Award Planning and
Oversight Weaknesses

OIG
Report
number

Publicly
Released

Recommendation

Develop and implement guidance to
help prepare risk assessments,

Bureau

Status and Timeline

Agency policy update in comment period. Expect an update to be

9-000- mitigation plans, and plans during . !
Impeded Performance of . : . BUREAU FOR issued in Feb. 2024.
55| USAIDs Lagest ot | 204 | IZ9202L | ot s s O 400 | aaGeEnT
Health Supply Chain g d Final action target date is 3/31/2024.
. goals in accordance with the Federal
Project . .
Acquisition Regulation.
éwarc_i I;Ita\r/l\rlling and Develop and implement guidance to
Versig eaknesses 9-000- help evaluate proposed management Corrective action completed. Closure request in clearance.
Impeded Performance of - - e BUREAU FOR
56 USAIDs Largest Global 21-004- | 3/25/2021 information systems by verifying MANAGEMENT
Health Supply Chain P-5 system capabilities, such as by Final action target date is 1/31/2024.
Project requesting case studies.
Award Planning and Develop and implement guidance to
Oversight Weaknesses 9-000- help operating units develop timelines Agency policy update in comment period. Expect an update to be
Impeded Performance of 21-004- | 3/25/2021 for pre-procurement and procurement BUREAU FOR issued in Feb. 2024.
57 USAIDs Largest Global P.7 activities so that operating units MANAGEMENT
Health Supply Chain understand the time requirements for Final action target date is 3/31/2024.
Project steps in the procurement process.
M/CIO has largely completed actions to develop a data validation plan
to address the "development" requirement specified by the
Recommendation and Management Decision but requires additional
USAID Was Not on Develop and implement a process to :ume to utlllzg an approach that best documents ar)q verlfl_es the
Track to Achieve validate the data between Foreign mplgmentatlpﬂ orT ﬂl?ltsplanf M/CIO requires addltlgna! time to
Performance and Cost A-000- Assistance Coordination and Tracking coordinate with the performance management business owner, o
Savings Goals for the 21-001- | 5/6/2021 System Info and the Development BUREAU FOR deflr!e an alternate approach to mitigating OIG's concerns about data
58 . . MANAGEMENT consistency between the State's FACTS INFO system and USAID's
Development U-3 Information Solution system to

Information Solution
System.

maximize its value per GAOs Agile
Assessment Guide.

DIS. The most recently concluded validation exercise in support of the
corrective plan of action placed a high burden on the participating
Operating Units and did not yield optimal value due to the intentional
differences in concept of operations, business processes and data
structures underlying the two systems. M/CIO is focused currently on
strategizing on an alternate approach which would yield more valuable
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OIG
Report
number

Publicly
Released

Recommendation

Bureau

Status and Timeline

results to tangibly document and verify the implementation of the data
validation process between the two systems. Final action target date is
3/31/2024.

Standardize acquisition and assistance
award requirements to include (2)

Per email dated June 30, 2023, USAID incorporated a new provision
into awards with PIOs to include protections from sexual exploitation
and abuse and sexual harassment in May 2021. For the assistance
provision, USAID submitted its final Paperwork Reduction Act

USAID Should codes of conduct specific to sexual package to OMB in June 2023 and expects that it will be published no
Implement Additional 9-000- exploitation and abuse for all later than September 30, 2023. Additionally, USAID submitted a
Controls to Prevent and 1-006- 5/12/2021 implementers and (b) requirements for | BUREAU FOR business case to the FAR Council to establish government-wide
59 Respond to Sexual P2 implementers to review and certify MANAGEMENT coverage on exploitation, sexual abuse, and child abuse and/or neglect
Exploitation and Abuse that sub implementers establish sexual in April 2022, and received a response declining to take it up in
of Beneficiaries exploitation and September 2022. Since the FAR Council declined to take up the case,
abuse-related internal controls and the Agency is pursuing rulemaking to incorporate the clause and
codes of conduct. related policy requirements into the Agency for International
Development Acquisition Regulations (AIDAR) Final Action Target
Date is June 30, 2024.
USAID Should Issue gwdar}cg 10 Agency staff on roles M/MPBP says that ongoing changes to the draft PSEA SOPs and intra-
I and responsibilities for assessing . .
mplement 9-000- implementers internal controls Agency discussions around the scope of the ADS chapter on
Additional Controls to 21-006- | 5/12/2021 des?i ned to protect beneficiaries from BUREAU FOR safeguarding have affected the timeline for finalizing the draft ADS.
60 Prevent and Respond to g prot MANAGEMENT With the SOPs now moving into clearance and more clarity on Agency
I P-3 sexual exploitation and abuse when - S
Sexual Exploitation and conducting pre-award risk safeguarding equities, work to complete the draft ADS chapter can
Abuse of Beneficiaries gp now resume. Final Action Target Date is June 30, 2024.
assessments.
USAID Should Issue guidance to implementers on - . . .
Controls to Prevent and USAID pursuant to the new pre-award | BUREAU FOR . P € L.omp . ; P
61 | Respond to Sexual 21-006- | 5/12/2021 risk assessment requirement that MANAGEMENT into the ADS. The RSC will include additional guidance on
P P-4 d Implementation Considerations in the Partner Toolkit, which is in its

Exploitation and Abuse
of Beneficiaries

includes measures to protect
beneficiaries from sexual exploitation

final clearance. FATD: 1/15/2024.
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Report
number

Publicly

Released Status and Timeline

Recommendation Bureau

OIG Report Title

and abuse.

Issue guidance to implementers on

Iumsgéz eSnr:ouId information they must provide to The RSC Div!s!on hgs partially cor_npleted this recomm_endation, as the
Additional Controls to 9-000- L_JSAID pursuant to t_he new pre-award BUREAU EOR _standard provision with thg C;omphance _P_Ian has l_Jeen incorporated
62 Prevent and Respond to 21-006- | 5/12/2021 _rlsk assessment requirement that MANAGEMENT into the ADS_. The RS_C W|I_I mcl_ude additional gwdgnce on
Sexual Exploitation and P-5 mclud_eg measures to protect o Implementatlon Considerations in the Partner Toolkit, which is in its
Abuse of Beneficiaries beneficiaries from sexual exploitation final clearance. FATD: 1/15/2024.
and abuse.
Issue guidance to implementers
detailing what is expected of them in
USAID Should response to sexual exploitation and
Implement Additional 9-000- abuse allegations, including defining USAID has updated the resources in the Partner Toolkit to reflect the
Controls to Prevent and 91-006- | 5/12/2021 when to report, to whom to report, what [ BUREAU FOR standard provision guidance. The Partner Toolkit is in its final
63 Respond to Sexual P-6 information to provide, what actionsto [ MANAGEMENT clearance and then will be published on the USAID website. FATD:
Exploitation and Abuse take in response to sexual exploitation 1/15/2024.
of Beneficiaries and abuse allegations, and how to
respond using a survivor-centered
approach.
Develop and implement an Agency-
USAID Should wide process, including clear
o delegation of roles and responsibilities, . - . .
Implement Additional 9-000- for responding to allegations of sexual Per M, the Guidance on Receiving and Responding to Allegations Of
Controls to Prevent and 91-006- | 5/12/2021 exoloitation and abuse. This process BUREAU FOR Misconduct In USAID Programs is now in the final clearance process
64 | Respond to Sexual p.7 P : ISP MANAGEMENT and will be incorporated into the ADS. Final Action Target Date is
- should specify to whom within USAID

Exploitation and Abuse
of Beneficiaries

allegations must be communicated and
define responsibilities for reviewing
implementers handling of allegations,

March 31, 2024.
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OIG
Report
number

Publicly
Released

Recommendation

while establishing safeguards to protect
sensitive information and adhering to a
survivor-centered approach.

Bureau

Status and Timeline

USAID Should Coordinate with relevant USAID
Implement 9-000- offices to develop and implement a Per email dated June 30, 2023 - The case management system has been
Additional Controls to 91-006- | 5/12/2021 long-term Agency-wide centralized BUREAU FOR developed and is ready for deployment, pending the necessary privacy
65 Prevent and Respond to P8 tracking mechanism to support the MANAGEMENT requirements, which have extended timeline to meet. The current
Sexual Exploitation and Agency’s management of allegations of expected date of completion is March 31, 2024.
Abuse of Beneficiaries sexual exploitation and abuse.
We recommend that USAID Office of
Financial Audit of ﬁcgytisiti;g and AESS.S'[".’m.C(e’ /%OSt;[ i
Handicap International 3-000- Aﬂd:t :;I]anazgrprgnt é;’;‘gﬁ ver(i)pyrtéllwcat The subsequent audit report was submitted to OIG/A/EFA; however,
Federation Under 99-017- | 6/9/2022 Handicap Federation International BUREAU FOR the findings were not resolved. We cannot close the recommendation
66 | Multiple Awards, for the R-1 corrects I?h e instances of material MANAGEMENT until OIG transmittal is complete for the subsequent audit report.
Fiscal Year Ended noncompliance detailed on page I11-1 FATD 2/1/2024.
December 31, 2019 and 111-2 on the
audit report.
(USAID/DEIA) We recommend that
c Use f the Office of Diversity, Equity,
ontractor Use tor Inclusion, and Accessibility, in . . .
Disaster and Stabilization consultation with M/OAA'yCreate 3 Management Decision - USAID/DEIA will conduct targeted analysis
Responses: USAID s Diversity, Equity, and Incl'usion for its contractor workforce, including reviewing data to determine
. : E-000- S ’ whether equity and equal opportunity exists within PSC and I1SC
67 Constrained by Funding 22-002- | 9/29/2022 strategy for its contractor workforce, BUREAU FOR opportunities. USAID will do this in accordance with our current
Structure but Better Data M-4 including reviewing its data on PSC MANAGEMENT DEIA strategy which was approved July 26, 2022. There is no need to

Collection Could
Improve Workforce
Planning

and I1SC opportunities. This includes
identifying whether there are any
potential barriers to full and equal
participation to its PSC and I1SC
staffing pathways and whether there

create an additional strategy. Final Action Target Date is December 31,
2024,
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OIG Report Title Report g:lt;g:gj Recommendation Bureau Status and Timeline
number
are opportunities to build on diversity
efforts in the ISC procurement
process.
(USAID/M) We recommend that
Contractor Use for Deputy Administrator for
Disrand et Resouces oere ou dose piage omestoneorte
Stabilization Responses: E-000 BHA and . recommendations are with the FO, and we believe given everything
USAID Is Constrained by | -~~~ v an OT!’ take the foIIowmg BUREAU FOR else that's going on at the moment, this package won't clear in time to
. 22-002- | 9/29/2022 actions: ldentify, track, and publicly : ’ o
68 Funding Structure but M-1 report all costs associated with the MANAGEMENT update our audit report. And the second recommendation is dependent
Better Data Collection PSC and ISC mechanisms, fully on th(_a first so will follow on from there closely. Final Action Target
Could Improve accounting for program funding used Date is March 31, 2024.
Workforce Planning for administrative, management, and
support expenses.
Contractor Use for (USAID/M) We recommend that the
Disaster and Deputy Administrator for
Stabilization Responses: E-000- Management and Resources oversee
USAID Is Constrained by 29-002- | 9/29/2022 that M/OAA take the following BUREAU FOR PSC Policy Division needs more time to coordinate and draft a response
69 Funding Structure but M-7 actions: Issue clear guidance on travel MANAGEMENT from among the stake holding operating units. FATD is 2/9/2024.
Better Data Collection safety standards and privileges for
Could Improve PSCs as they relate to Chief of
Workforce Planning Mission authority.
Global Labor Program: -
USAID Generally Conduct an assessment of trainings and
Followed Pol?cy but E-000- xzfﬁirﬁssv\fﬁﬁ rll?’sruorae dﬂzégr:ggram teams BUREAU FOR M/OAA/PII_)T n(_aeds ad_ditional time_to collet_:t the assessment materials for
70 Would Benefit from 22-003- | 9/29/2022 Announcements are sufficiently MANAGEMENT demonstrating final actions taken. Final Action Target Date is September
Ssgsgr?;?]?jng::;i(:‘?:;tion M-2 prepareq t.o. fulfill their roles and 1,2024.
of Reviewers responsibilities
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Closeout Audit of
USAID Resources
Managed by EQUIP
Liberia Under the
Emergency Protection in
Host Communities of
Nimba and Grand

OIG
Report
number

Publicly
Released

Recommendation

USAID/M/OAA/CAS/CAM determine
the allowability of $28,739 in

Bureau

Status and Timeline

Gedeh Counties 4-669- questioned costs ($16,270 ineligible

Program in Liberia, 17-019- | 12/14/2016 and $12,469 unsupported) identified on | COLLECTIONS Recipient agreed to a repayment plan. Final action target date is 5/31/2026.
71 | Cooperative Agreement | R-1 page 9 of Akus Consult's audit report

No. and recover from EQUIP Liberia the

AID-OFDA-G-12-00124, amounts determined to be unallowable.

for the

Period From June 1,

2012,

Through May 31, 2013 -

(originally issued

12/12/16; reissued

12/14/16)

USAID's Office of Acquisition and

nggj:gi?.ts Report of A_ss!s?ance Cost,_ Audit and Sup_p_ort

International Relief and Division determine the allowability

Development Incurred 3-000- of - . - . . .
72 | Cost Audit for the Years | 19-031-I- [ 7/10/2019 $4,407,986 in direct questioned costs COLLECTIONS Recipient agreed to a repayment plan. Final action target date is 4/1/2027.

1 (49,945 ineligible, $4,358,041

Ending December 31,
2009, 2011,

2012, 2013, and 2014

unsupported) on pages 2, and 12
through 30 of the report, and recover
any amount that is unallowable.
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Closeout Financial
Audit of National
Integrity Actions
Management of the
Combating Corruption

OIG
Report
number

Publicly

Released

Recommendation

Determine the allowability of

Bureau

Status and Timeline

and Strengthening 9-532- $185,339 in ineligible questioned N _ _ _
73 Integrity in Jamaica 21-027- | 9/16/2021 costs on pages 7 and 8 of the audit _ COLLECTIONS Recipient agreed to a repayment plan. Final action target date is 10/1/2025.
Project. Cooperative R-1 report and recover any amount that is
Agreen’1ent unallowable.
AlD-532-A-16-00001,
October 1, 2018, to
March 26, 2020
USAID Generally The Chief Human Capital Officer is only responsible for onboarding and
Implemented . . . OFFICE OF offboarding direct hires. We have attempted to work across the Agency to
an I[I)Effective A-000- USAID.S Chief Human Capital Officer HUMAN address the additional staffing mechanisms, to no avail. HCTM has written
74 Information Security 21-004- | 1/7/2021 ?rr\];)il:lltgilnmrz?on:c?:g;ZE{::)?}SC;:IO for CAPITAL AND a closure request that pertains to direct hires only and plans to submit it by
Program for Fiscal C-3 onboarding and offboarding séff TALENT mid-October 2023. Closure request sent to OIG 11/9/2023. APC is waiting
Year 2020 in Support ' MANAGEMENT for OIG approve closure request.
of FISMA
Delays in developing a plan - To address this more permanently, HCTM
will need additional U.S. direct-hire (USDH) FTE allocations to support
. current and new initiatives, emerging needs, and real time crises.
ﬁf;?]tﬁﬁ:gzworkfome Develop & plan o fill and reainthe | OFFICE OF Additional USDH FTES would provide HCTM with the flexibiity to
Challenges Impair 9-000- allocated a number of Office of Human | HUMAN support current an(.i new agency priorities that reﬂe?t.USAID S position in
75 | USAIDs Ability to 22-001- |5/25/2022 | Capital and Talent Management staff | CAPITAL AND the National Security Council (NSC). Plans for additional FTE approval
Establish a P-1 needed to fulfill its duties in the hiring | TALENT are currently in discussion with Agency leadership.
Comprehensive Human and onboarding process. MANAGEMENT

Capital Approach

Remaining actions - To address retention concerns, HCTM will develop
a data-driven retention plan.

Final action target date is September 30, 2025.
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Strategic Workforce

OIG
Report
number

Publicly
Released

Recommendation

Develop and disseminate policies for

Bureau

Status and Timeline

. ; i ; ; OFFICE OF
fﬁ;ani'rng'si?g!‘:rfgj’hty 9-000- Lr;(:i;Zvéizig:!nsj;\:;Z;?;rgggaet?;gnd HUMAN HCTM should be able to close out Rec 2. | am reques_ting_an exte_nsion to
76 to Establish a 22-001- | 5/25/2022 procedures for the modified Foreign CAPITAL AND assemble the closure request memorandum and clear it. Final action target
. pP-2 . .. . TALENT date is March 31, 2024.
Comprehensive Human Service staff hiring and onboarding MANAGEMENT
Capital Approach processes.
Delays in defining skills gaps - The Skills and Competencies Initiative is
Strategic Workforce a muIti—pha}sed effort to identify and integrate_ mission-critical ski_lls and
Planning: Challenges Create a USAID-specific definition of OFFICE OF compete_nues across the entire er_nployment lifecycle, from (ecrwtment to
Impair USAID’s Ability 9-000- skill gaps to address both competency HUMAN _onboardmg, developrlnent,_ retention, and employee recognition. The goal
77 t0 Establish a 22-001- | 5/25/2022 and staffing skill gaps across ifs hiring CAPITAL AND is to enhance USAID's ability to address _cor_npl_ex_, global challe_nges and
i P-3 . TALENT properly reward USAID's workforce for its initiative and expertise.
Comprehensive Human mechanisms. MANAGEMENT Phase 1 ran from mid-November 2022 to May 2023. During Phase 1,
Capital Approach working groups defined success in Agency focus areas outlined in the
Joint Strategic Plan and the USAID Driving Progress Beyond Programs
Delays in finalizing planning guidance - On May 24, 2023, the Agency
completed an all-day offsite on workforce planning led by Adetola
Abiade, HCTMA s Assistant to the Administrator. During the offsite,
participants aligned on what workforce planning means to USAID, and
identified workforce planning and allocation process improvements in
Strategic Workforce Finalize strategic workforce Planning response to pain points.
el guidance, to include USAID’s updated | OFFICE OF . . .
Planning: Challenges 9-000- Strategic Workforce Plan, workforce HUMAN The Agency delivered a presentation to the Agencies Management
qg | "mpair USAIDS Ability 1 5 001 | 510512022 | planning Automated Directives System | CAPITAL AND Operations Council (MOC) on June 29, 2023. The goal of this
to Establish a P-4 chapter, and materials to assist Agency | TALENT presentation was to share insights and commitments from the offsite.
Comprehensive Human operr)atir,mg units in identifying andg MANAGEMENT At a MOC meeting on Workforce Planning on April 20, 2023, leadership

Capital Approach

addressing skill gaps.

requested a sub-committee be convened after the retreat to provide inputs
into the ADS 417 chapter and all similar supporting materials. Actions
remaining - In their current form, the requested deliverables for
Recommendation 4 do not accurately reflect the direction USAID plans
to take with regard to workforce planning. Final Action Target Date of
December 30, 2024.
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Strategic Workforce

OIG
Report
number

Publicly
Released

Recommendation

Conduct an analysis to determine
whether personnel tools, e.g., Talent

Bureau

Status and Timeline

h Analytics, Launchpad, the Workforce . . . .. . S
Planning: Challenges Planr)llin Model oFr) the Competenc OFFICE OF Delays in defining skill gaps. Remaining actions planned are to identify
Impair USAIDs Ability 9-000- g ; P y HUMAN the system to track skills gaps

79 . 22-001- | 5/25/2022 Exploration for Development and CAPITAL AND '
to Establish a P . . .
. -5 Readiness can be utilized to track skill | TALENT . . _
Comprehensive Human - Final Action Target Date: 12/30/2024
: gaps at both an Agency and operating | MANAGEMENT
Capital Approach - .
unit level and implement changes as
appropriate based on this analysis.
(HCTM) We recommend that Deputy
Contractor Use for Administrator for Management and
Disaster and Stabilization Resources oversee that HCTM, in OFFICE OF Delays incorporating PSC and 1SC staffing mechanisms into its
Responses: USAID Is E-000- consultation with BHA and OTI: HUMAN workforce planning. Remaining actions - Recently, HCTM involved
Constrained by Funding Incorporate PSC and ISC staffing MPBP to resolve this audit recommendation. Both have reached an
80 22-002- | 9/29/2022 . S CAPITAL AND :
Structure but Better Data mechanisms into its workforce agreement to communicate and collect relevant data to address the
: M-2 . . . TALENT . A .
Collection Could planning, including through tracking MANAGEMENT recommendation. Per HCTM, these steps can take a year. Final Action
Improve Workforce relevant direct hire metrics, such as the Target Date: 9/1/2024.
Planning number of employees and their pay
levels and responsibilities.
(HCTM) We recommend that the
Contractor Use for Deputy Administrator for Management
Disaster and Stabilization and Resources oversee that HCTM, in OFFICE OF
Responses: USAID Is £.000 coordination with BHA, OTI, and other HUMAN Delays in workforce assessment and plan - HCTM is updating its
Constrained by Funding Rood stakeholders: Conduct a workforce response for FY 2020 FISMA, Rec 3.
81 22-002- | 9/29/2022 CAPITAL AND . . . .
Structure but Better Data M-3 assessment and develop a TALENT Remaining actions - will submit updated response by 11/30 or
Collection Could comprehensive plan with options and MANAGEMENT 12/15/2022. Final Action Target Date: 12/15/2024.
Improve Workforce actionable steps for how to create a
Planning sustainable humanitarian and

stabilization workforce.
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